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Cdng ngh| Thdng tin ndi chung vA Mang miy tlnh n6i rilng trong 
nhutng nim gan diy phit trien manh me, nhit Ik trong tinh hinh dat 
nude h|i nhAp vA md cufa. Tuy nhiAn, tr§n d k phit triln d6 cung nay sinh 
nhilu vin dl bit cAp vA thich thiirc nhu co sd ha ting cua chung ta c6n 
yeu kim, nguon nhAn lire ky thu At cao edn thilu. 

Dl gdp phin vAo sif phit triln chung cua nln khoa hoc miy tinh 
nude nhA, chung tdi gidi thieu din Quy doc gii bd sich “Tting butfc 
kham pha an ninh mang”. Sich cung dp nhtfng kiln thtfc cd bin nhit 
vA cin thilt nhit dl trd thAnh m$t NhAn vi£n quan tri mang, Quan tri 
bio mAt. DAc bi|t, bo sich nAy se hifdng cic ban trd thAnh m|t White 
Hat Hacker, vdi phudng chAm “Hoc hack de chong lai Hack”, cung nhir 
trong binh phip cd cAu “Bilt ngUdi, bilt ta. Trim tr|n, trim thing”. 

Bp sich “Tufng btfdc kham pha an ninh m^ng” dupe chia thAnh 
nhilu t|pi mli tip dupe chia thAnh nhilu chircmg, mli chircmg giii quylt 
tron ven m|t vin de nAo d6. Trong mli tip dlu dupe bl cue chAt che, 
phin diu 1A tin chircmg, tilp theo 1A nhirng ti£u muc chinh cin giii quylt 
trong chircmg, sau d6 1A nhufng tdm tit ting hpp cua chircmg. Sau cung 1A 
phin giii quylt vAn dl. 

Su bl cue chfit che vA khoa hoc nAy s£ giup ban doc nhanh chdng 
nirn bit dupe nhtfng vAn de vA tim nhanh dupe nhtfng muc mA dpc gii 
thuc su quan tAm. Ban doc khdng cin mit nhiiu thdi gian l|t sich tdi 
phin muc luc mA vin cd thl bilt dirpe so di vA bl tri cua chircmg. 

TAp ba mang tin “Tim lai Password vA PhiTtfng phip Phuc h<Si 
- An toan D d li|u”. Tip nAy dupe chia lAm 6 chtfcmg, tiTcmg Png vdi 
titng chircmg 1A nhiing vln dl ndng bong cua Tin hoc hi|n nay. Mli vin 
dl nlu ra trong tifng chircmg dlu gin bd sAu sic vdi tinh hinh thpc tl vA 
dupe giii quylt mpt cich tript de, ro ring. M6i thao tic deu cd hinh anh 
minh hpa cu thl. PhUemg phip trinh bAy theo kilu tifng bude phu hpp vdi 
moi dll tUemg d|c gii tP cAn ban din nAng cao. 

Chrftfng X: T$p trung giai quyet cic vih de liAn quan din Email 
nine Mot si thu thuAt Yahoo Messenger, cich xic dinh vi tri dia ly cua 
email, Mail server, cich sur dung mpt si phan mem Spam, gPi thu nic 
danh bing Ghost mail, phuong phip chlng Bomb mail. 
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Chifdng 2: GiAi quySt trifet de cac vAn di lien quan den password 
Windows, tif cdch reset password khi 15 quen ho&c bi Hack cho den 
nhumg phUcmg phAp tim lai m&t khAu bAng nhuCng phAn mem ldn vA phdc 
tap. O chucfng nAy chung toi tuyAn chon vA gidi thi£u m$t sd phAn m£m 
tlm password manh nhAt vA th6ng dung nhAt hi$n nay. 

Chittng 3: TAp trung giAi quyAt cAc vAn dA vi password t£p tin 
nhu: Tim lai password cAc t£p tin cda MS Office (.doc, xls, .xlsx, .ppt, 
.mdb), cAc t£p tin ndn cua Winzip, Winrar, t$p tin .pdf (Adobe). NgoAi ra, 
chuung nky cbn hudng dAn ban cAch dkt nhtfng m£t khAu an toAn cho tAp 
tin. 


Chrfrtng 4: Hudng din b^n doc cAc phucrng phAp phuc hSi dtf lifu, 
tip tin da mAt. Nhufng tAp tin ban da vd tinh xda hoAc t£p tin bi mAt do 
cAc tAc nhdn phA hoai nhu virus, trojan hay cAc hinh thtfc phA hoai cua 
d6i thu canh tranh. NgoAi ra, chucmg nky cbn gidi thi$u den ban cAc 
phucmg phAp phuc h6i dur li$u ngay tren nhtfng phAn vung da bi xda, 
nhifrig o dla da fdisk hay format. 

Chirtng 5: T$p trung giai quyAt cAc van d£ v4 an toAn dQT li£u. 
Hudng dan ban cAch xda sach cAc tAi li$u m^t, dur li$u rieng tU theo chuAn 
QuAc te. 

Chittng 0; Gidi thi$u phucmg phAp ccf ban giup nhanh chdng xda 
sach cAc dAu vAt trong mAy tinh. 

PhAn mem gidi thidu trong tAp ba nAy d4u duqc cung cAp trdn 
website www.minhkhai.com.vn, tAt ci deu cd Licences, Serial, Keygen, 
CD Key, Crack hoAc Patch. 

MAc du sAch dA duqc bidn tAp ky, nhung nhtfng thiAu sdt 1A khdng 
thA trAnh khoi. Mpi gdp ^ vA thAc mAc xin vui lbng lien h$ theo dia chi 
e-mail: mk.pub@minhkhaii.com.vii. 


MK.PUB 
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Kinh thiia quy Bg.n dpc gdn xaJ 

TrUbc hdt, Ban xuat bin xin bdy to lbng biet dn vk nilm vinh hanh 
dune d6ng dao Ban doc nhiet tinh ung h q tu sdch MK.PUB. 

Trong thdi gian qua chung toi rat vui vk cam on cdc Ban da gift 
e-mail d6ng gdp nhieu y kidn qu^ bdu cho tu sdch. 

Muc tieu vA phUcmg chain phuc vu cua chung toi Ik: 

• Lao dqng khoa hoc nghiem tuc. 

• Chit lUdng vk ngky cAng chat luong hon. 

• Tit ca vi Ban doc. 

M$t ton niZa, Ban xuat ban MKPUB xin kinh mcti quy Bqa dpc 
tii'p tyc tham gia cung chung tdi de ndng coo chdU It/pfng sdch. Cu 

the: 

Trong qud trinh suf dung sdch, ndu quy Ban phAt hi|n thAy bAt ky 
sai s6t nAo (dii nho) xin dAnh d£u, ghi chu nhAn xet y kien cua Ban ra 
ben canh roi gift cubn sAch nAy cho chung tdi theo dia chi: 

Nha sdch Minh Khai 

249 Nguyin Thi Minh Khai > QJ, Tp. Ho Chi Minh. 

E-mail: mk.book@minhkhai.com. vn ho&c mk.pub@minhkhai.com.vn 

Chung toi xin hoAn lai cUdc phi buu dien \k gift tra lai Ban cuon 
sAch cung t£n. NgoAi ra chting toi cdn gui tang Ban mot cudn sdch khAc 
trong tu sAch MK.PUB. Ban c6 the chon cudn sach nAy theo danh muc 
thich hop s£ gxifi tdi Ban. 

Vdi muc dich ngAy cAng ndng cao ch£t luqng tu sdch MK PUB, 
chung toi rAt mong nhAn difqc sir hop tAc nhidt tinh cua quy Ban doc gin 
xa. 

“MKPUB cung Ban doc dSng hdnh v de nAng cao chit luong sdch. 

Mgt ldn ntfa chung tdi xin chAn thAnh cAm cm. 


MKPUB 
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Chitcfng 1: 

E-MAIL HACK 


• CAc thu thu$t tren Yahoo Messenger. 

• Bomb mail v4 gvti thU n£c danh. 

• Cac chiTtfng trlnh ho trtf E-mail. 

NgAy nay, vdi su phAt triln manh me cua Internet nAn vi£c trao 
dSi th6ng tin - liAn lac dude thtfc hi$n m$t cAch nhanh chdng vA khdng 
phu thu$c vAo vi tri dia nila. Gdi vA nhAn email chi mAt m$t vAi giAy. 
NgoAi ra, qua dich vu Internet ta cd thi g&p gd, hen h6 true tuyAn vdi 
nhau qua dich vu Chat miSn phi. 

Tuy nhiAn, mSi dich vu phAt triAn d£u c6 cAc han chA, cd nhtfng IS 
hSng bao mAt mA tif d6 hacker c6 th£ d£ dang khai thAc de tAn c6ng. D6'i 
vdi email, ta thudng thtfy nhAt 1A hinh thtfc gdi thu rAc (thtfdng gpi 1A 
Spam) do cAc Spammer gAy ra, hinh thtfc Bomb mail do cAc Bomber gift. 
BAi vdi dich vu Chat thtfdng xuAt hi^n hinh thtfc kick boot, ... 

NgoAi ra, xAc dinh nguSn gAc vA vi tri dia cua mpt email cung 1A 
vAn d£ ndng bdng vA dang rAt dtfoc quan tAm hi$n nay. Khi dang Chat 
vdi m$t ai d6 mdi quen trong Room Chat, nhung khi hdi ho d dAu, thi ho 
ndi rAng ho d BAc ctfc hay mOt nude ChAu phi xa x6i nAo dd. Trong khi 
d6, cd thi ho chi ngSi bAn canh ban hoAc 1A m$t ddng nghi^p lAm chung 
trong C6ng ty. VAy lAm thA' nAo dA xAc dinh dtfoc v| tri cua ngtfdi ban mdi 
nAy. Hay lAm thA nAo de biAt duuc vi tri cua m$t Mail Server? 

Chtfcmg nAy sA giAi quyAt tron ven cAc vAh d£ trAn, gidi thi£u m$t 
so phAn mSm hS trtf Email vA Chat. 

I. Cac thu thu$t tren Yahoo Messenger 

Yahoo Messenger dtftfc xem 1A chtftfng trinh giao luu true tuyAn duuc 
tfng dung rpng rAi nhAt trAn Internet hi An nay. NgoAi tinh n&ng Chat 
thdng thtfdng, Yahoo edn hS tra Voice Chat vA Webcam rAt tiAn ldi. Tuy 
nhiAn, khi stf dung chucfng trinh nAy cung thtfdng gAp rAt nhiAu vAn dS 



Chirring 1: E-mail hack 



khong tot nh \i: Sex - Webcam, Kick boot, gufi thdng diep quang cdo bira 
bai, nhufng ng6n tif tho tuc, phan dgng,... 

Be ng&n chan cdc hinh. thufc tdh c6ng ndy, ta chi c£n kich hoat 
Firewall cua Yahoo. Tuy nhien, n£u kich hoat Firewall thi se kh6ng suf 
dung tinh ndng Voice - Chat dude nufa. 

De hieu ro hem v4 cdc mac dude de c$p trong cdc phdn sau, chung 
ta hay tim hieu m$t s6" khdi ni£m. 

• Kick boot: Ld qud trinh gOfi lidn tiep cdc thong di$p den Nick cua 
nan nhdn qua Yahoo Messenger. Cdc th&ng di^p ndy khong ngifng 
tfing len cho den khi mdy tinh cua nan nhdn bi treo. Khi mudn suf 
dung lai mdy tinh, nan nhdn phai khdi dong lai. 

• Sex - Webcam: Ld qud trinh phdt tdn nhtfng Webcam c6 npi dung 
khong Idnh manh qua Yahoo Messenger. Cdc chddng trinh qudng cdo 
kh6ng ldnh manh thifdng ldi dung nhufng webcam ndy d£ dinh kdm 
cdc thong di$p qudng cdo. 

• Spammer: Ld nhufng ngirtri phdt tan cdc thong diep quang cdo qua 
Internet, b&ng edeh gift email den nan nhdn. M6t so email thridng 
chufa Virus, Trojan, nhufng thong tin khong Idnh manh nh&m theo doi 
vd ldy thong tin tir nan nhdn. 

• Bomber: Ld mpt ngudi ndo d6 suf dung cdc chuemg trinh ddc bidt, de 
guri nhi£u thong diep hodc email den mot Nick name hay h$p thu ndo 
do nh&m gay treo mdy hodc trdn hop thri cua nan nhdn. MQt s6' 
Bomber cbn ldi dung hinh thufc ddnh bomb de edi ddt virus hodc 
trojan vdo mdy tinh nan nhdn. 

• Scammer: Ld nhufng ke lira dao, chung difng ldn nhufng mo hinh kinh 
t£ nhri: Ngdn hdng, Cong ty, hay m<?t td chufc ndo d6 nhdm ldy tien 
cua doi tdc hodc cdc thdnh vidn tham gia. 

• Fishing: C6 nghla ld lira ddo, gid mao, nh&m muc dich ld khai thde 
thong tin ngridi dung. Cdc trang fishing thddng gdp nhdt la cdc 
trang web c6 muc ddng nhap dtfdc nguy trang gibng cdc trang web 
ldn nhtf: Ebay, Paypal, E-gold. Tuy nhidn, ten mi4n cua chung dude 
ddt tdn gdn gidfng vdi dia chi website chinh thtfc nhdm ddnh lira, 
qua mdt nan nhdn. Vi du, trang web ctia E-gold c 6 dia chi ld 
e-gold.com thi Hacker se tim cdc tdn midn (domain) gdn gi6ng nhir: 
e-gold-login.com, egold.com. 
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1. Kich hoat firewall 

1. Dang nhap Nick cua ban v&o Yahoo Messenger. 

2. Sau khi dang nhap thanh cong, vko menu Messenger > 
Preferences > Connection. 


3. Nhap chon v£o muc Firewall with no proxies, ti£p theo nhap 
OK de dp dung (xem hinh 11). 



Hinh 1.1: Chon Firewall with no proxies. 


2. Khong cho phep t \i dgng xem webcam 

De ngan chan nhufng Nickname khong ro tu dpng xem Webcam khi 
chua dupe ph£p, thpc hi$n nhu sau: 

1 Dang nhap Nick cua ban v&o Yahoo Messenger. 

2. Sau khi dang nh§p thanh cong, vao menu Messenger > 
Preferences > Webcam 

3. Nhap chon vao muc Always ask for my permission, ti£p theo 
nhap OK d§’ dp dung (xem hinh 1.2). 
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Hinh 1.2: Chon Always ask for my permission. 


3. Khong Chat vdi ngtfdi ngoai Friend List 

Be trdnh ngir&i khong ro danh tinh, khong c6 trong friend list ciia 
ban. hay nhufng website quang cdo l&m phien, ban thifc hi^n nhu sau: 

1. Dang nh$p v&o Yahoo Messenger. 

2. Sail khi d&ng nhap th£nh cdng, v&o menu Messenger > 
Preferences > Ignore List. 

3. Nhap chon v&o muc Ignore anyone who is not on my 
Messenger List. 

Muc n&y c6 chufc n&ng lam ngo trtfdc nhufng ngifdi khdng c6 trong 
friend list cua ban (xem hinh 1.3). 



Hinh 1.3: Khong chat v6i nhdng ngitfri ngoai friend list. 
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1. V&o thir muc C:\ > Program Files > Yahoo! > Messenger > 
Cache. 

2. Md tap tin urls.xml b&ng Nodepad, tiep theo x6a tat c& npi 
dung c6 trong t&p tin n&y, sau do nh&n Ctrl + S de luu nhtfng 
thay ddi (xem hinh 1.5). 



Hlnh 1.5: Xoa n6i dung tdp tin urls.xml . 


5.2. Doi v&i Yahoo Messenger 8.0.0.701 

Vdi Yahoo Messenger phien ban 8.0.0.701 ho&c cao hem, ban phdi 
suf dung mpt chifcmg trinh xtf ly dang so Hex nhu WinHex. 

Ban c6 th<? download chtfcmg trinh n&y tai www.minhkhai.com.vn, 
trong thO muc Chapter 1. Sau khi gi&i n£n v& cki d&t th&nh cong, ban 
thuc hipn nhif sau: 

1. V&o Start > Programs > Winhex d£ md Winhex. Tai giao di£n 
cua Winhex, v&o menu File > Open > C:\ > Program files > 
Yahoo! > Messenger YahooMessenger.exe. 

2. Ti£p theo, v&o menu Position > Go to Offset ho&c nh&'n 1 6 hop 
phim Alt + G v& nh&p v&o dia chi 3981 AC, sau d6 nha'p OK d£ 
tim (xem hinh 1.6). 



Hinh 1.6: Di chuyen d$n dia chi 3981AC. 
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3. Tidp theo, doi chuf Enabled th&nh Disabled (xem hinh 1.7). 
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Hinh 1.7: D6i Enabled thank Disabled. 

4. Nh&'n 1 6 hap phira Ctrl + S de lifu. Sau d6 dang nh£p vao Yahoo 
Messenger, luc nay, moi qudng cdo ddu bidn mat. 

6. Chat nhieu nick vcfi Yahoo 8.0 

Khi Chat tr^n mang nidi ngtfdi thifdng c6 nhidu nick name. M6i 
nick name chufa nhufng friend list khac nhau, khi dang Chat d nick name 
nay va mu6n chuyen sang nick name khdc ban phdi thoat nick hi£n 
hanh. 

Sau day, xin gidri thi$u ciing ban each Chat nhidu Nick trong Yahoo 
Messenger phi£n ban 8.0 ho£c cao han. Cac bade thirc hi£n nhir sau: 

1. Vao Start > Run, nh$p regedit, sau d6 nha'p OK dd md Registry 
Editor. 

2. Di chuyen dan muc HKEY_CURRENT_USER > Software > 
yahoo > pager > Test. 

3. Nha'p phai chupt vao 6 ban phii chon New > DWORD value, sau 
d6 ban nh£p tan cho kh6a nay la Plural. 

4. Nha'p ddi vao khda Plural vifa tao, nhap gia tri 1 trong muc 
Value Data (xem hinh 1.8). 
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Hinh 1.8: Nhdp gid tri cho khoa Plural. 


7. Loai bo qua trinh cap nhat (Update) 

Moi khi dang nhap vao Yahoo Messenger, ban ph£i doi m§t kho^ng 
thtfi gian tiicmg doi lau, vi Yahoo phai ki£m tra phien ban hign h&nh. Be 
loai bo tinh nSng ki§m tra n&y, ban thtfc hign nhir sau: 

1. V&o thiT muc C:\ > Program files > Yahoo! > Messenger. 

2. X6a t&p tin yupdater.exe hoac d(5i ten yupdaterl.exe Nhif v^iy, 
m&i khi dang nhap v£o Yahoo Messenger ban se giam doge m^t 
khoang thfri gian dang ke. 

II. Bomb mail va gv fi thvf nac danh 

Bomb mail la phifong thiifc m4 Attacker dung de tan cong vao Mail 
server nh&m 14m tran dung lifqng quotas cua hgp thu* tren Server mail. 
Ngoai ra, n6 c6n lam cho vi£c ki£m tra email trd nen kh6 khan va hgp 
mail c6 th§ khong hoat dong dugc nOfa neu khdng difcrc x6a kip thdi. 

Ngoai ra, Bomb mail c6n gay nhi£u thigt hai khdc nhif: Noi dung 
email chufa virus, gay ra qud trinh lay nhi£m tr£n h$ thdng, pha huy noi 
dung email khdc. 

Phtfcmg phap gijfi Bomb mail c6n difqc ting dung thong qua viec phtit 
tdn thu rdc (spam mail). Bie't each hoat dgng cung nhif each suf dung mgt 
s6 ph£n m&m Bomb mail, ban se c6 difgc phifcfng thtic ph6ng tranh hieu 
qua. 
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1. Mail Nuker version 1.0 

Day la chucmg trinh Bomb mail Uffmg doi manh, vdi Mail nuker ban 
cb the gui mdt luc 1000 e-mails. Phdn m£m n£y dtfoc phat trien bofi nhbm 
Outsider. Ban c6 the download chtfcmg triuii nay tai www.nunhkhai.com.vn 
trong thtf muc Chapter 1. D£ phat tan mail ban thifc hign theo cac btfdc 
sau: 

1 Trong khung Static, tai muc Mail to, nhap dia chi e-mail cua 
ngtfdt muon gift, vi du: victim@domain.com. 

2. Tai muc Mail from, nhap dia chi e-mail cua ngirtri gift, tai day 
ban nhap vko e-mail bat kv (vdi muc dich in danh). 

3. Muc SMTP Server, nhap vdo server mail, vi du smtp cua cric 
server thftng dung nhu: 

• Yahoo smtp mail.yahoo.com 

• Gmail: smtp.gmail.com 

• Mot s6 server mail khac: mail.domain xxx 

4. Tai muc Subject, nh£p v&o chu <54 cua biifc thu. 

5. Tai muc Mail Body. nh&p ngi dung e-mail. 

6. Muc Number between 1- 1000, nhap vao so ltfcmg email muon 
gui. toi da la 1000 emails. Sau d6 nh&p nut Nuke! de gift cho nan 
nhftn (xcm hinh 1.9). 



Hlnh 1.9: Gdi bomb bdng Mail nuker. 
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2. Gufi thtf rule danh bSng Ghost mail 

PhAn mem nay cung cAp ca muc dlnh k&m tap tin, ban c6 the 
download phAn mAm nAy tai website ww'w.minhkhai.com.vn. 

Chifcmg trinh nAy khong can cAi dAt, sau khi giai n£n, ban that 
hipn theo cAc birdc sau: 

1 Tai the From, trong khung From, nh$p vAo cAc muc sau: 

• Name: Nhpp vAo ten ngtfdi gift, day 1A ten tuy y. 

• E-mail: Nh£p vao dia chi e-mail cua ngufri gift, dia chi e-mails tuy y. 
Tai muc Reply to, ban nhAp cAc muc nhu sau: 

• Name: NhAp vAo ten cua ngiftii mA ban muon cho nan nhAn hdi 
dap lai. DAy 1A ten 1A tuy y. 

• E-mail: Nhap vAo e-mail mA ban mu6n nan nhan h6i dAp vAo 
e-mail nAy. DAy 1A dia chi e-mail tuy 

• Organization: NhAp vAo 1 6 chtifc gift e-mail, dAy 1A t£n tuy y. 

• Message: NhAp vAo thong diAp mudn gift (xem hinh 1.10). 
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Hinh 1.10: NhUng thi$t Idp trong th$ From. 
2. Tai the To, ban thiAt lap cAc muc nhif sau: 

• Name: Nhap vAo ten ngtffri nhan. 

• Email: NhAp vAo dia chi e-mail cua ngirtft nhAn. 

• CC va BCC: Gift dAn rapt dia chi e-mail khAc nufa. 
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Newsgroups: Nhap v&o nhdin tin ttfc, nh6m nay tuy y. 
Subject: Nhap vao chu de cua thu (xem hinh 1.11). 
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Hinh 1.11: Nhtfng thitit Idp trong the Tv 

3. Tai the Type, ban thiet l£p nhirsau 1 

Nh&p chon vao muc Email Plain text, cfic muc khac d£ m&c 
dinh. ho£c thiet lap tuy theo y ban (xem hinh 1 12). 
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Hinh 1.12: NhUng thi&t lap trong tki Type.. 

4. Tai th£ Servers, ban thiet l&p nhu sau: 

• Email: Nhap v&o Mail server cua nan nhan theo cu phdp 
mail.domain.xxx, c&c muc kh&c de m&c dinh ho&c thiet lap tuy y 
(xem hinh 113). 
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Hinh 1.13: NhQng thi&t l&p trong th$ Servers. 


5. Tai the Attach, ban thiet lap nhtf sau: 


Ban nh£p nut Add de nhap vko mgt t&p tin b&t. ky ban mudii 
gtfi, muc n&y hoat d$ng giong nhii muc Attach files cua e-mail (xem hinh 
1.14). 


|7o | | *** | 


ym- <imj rHir b«n co rttsiQ ngav >*vang •w'h 

ohut 


I i*o L VQ ui c n wr*i .nd Softngr^v«^»''X>o^too v /^ow 


Hinh 1.14: Nhilng thiet lap trong thd Attach 


6. Sau cung, nhap nut Send de gifi thir nde danh cho nan nh&n 


3. Phtfcfng phap chong thtf rac va Bomb mail 


Khi l&m vi£c trong moi trtffrng hi£n dai ng&y nay, ai trong chiing t.a 
cung it nhieu nh&n dune ckc thn rkc (spam mail) N£u moi ngifdi mpt ng&y 
nhan diroc 3 ldn, m6i 14n m&t 1 phut de x6a c£c thtf rdc, \k mat 3 phut de 
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xem cAc chQ dA hAp d&n do cAc spammer nghl ra thi trong m$t nAm ngU&i 
d<S mAt 24 gid ho&c hem vi thu rAc, bAng 3 ngAy lAm vi£c khdng hi£u quA. 
NA'u tinh quy m6 cong ty nhd khoAng 30 ngudi thi mpt n&m mAt 90 ngAy 
cong. 

• Tim hi£u ve Spam 

Spam mail 1A nhutng thu di$n tuf gdi ddn mA ngUdi dung khong 
mong muon, cung khong ro ngudn g6c cua n6. Muc tidu chinh cua spam 
kh6ng phAi 1A lAm hai ngudi dimg, mA chi don giAn lAm ngudi dimg t6 md 
md thu dl doc quAng cAo mAt sAn phAm nAo d6. Spam mail rAt da dang 
vA bidh ddi rAt nbanh, ndn vi$c xAc dinh ra n6 khdng phAi don giAn. ChA 
yAu dAnh vAo tAm ly ngudi dang Internet, spam mail ludn tu lAm mdi cAc 
chu d£ nhAm vAo cAc lmh vUc hAp dAn nhu khuyd'n mAi, trting thudng, 
sex, sure khde,... d£ lAm m6i nhuf^Ac nan nhAn. 

• Ai 14 n^n nhAn cua Spam mail? 

Khi ban cung cAp dia chi email vAo cAc trang web khdng tin cAy, 
email cua ban se dAn dAn duqc “n6i tieng”, vi ho se bAn danb sAch email 
ho c6 duqc cho cAc c6ng ty khAc. NghA spam mail 1A nghA cd thu nhAp 
khA cao trdn thd' gidi. Nhuf vAy, moi dAi tuqng ngudi dung d£u rAt c6 th£ 
v6 tinh 1A nan nhAn eda cAc spammer. 

• CAc giai phAp lo$i b6 thU rAc 

CAch don giAn nhAt 1A stir dung whitelist (dAy 1A danh sAch cAc dia 
chi email mA ban sAn sAng nhAn). Moi thu di£n tur tir ngudi ngoAi danh 
sAch nAy sd duqc dua vAo mpt thu muc khAc d£ Ap dung cAc bA loc phufc 
tap hem. 

M$t khAi nipm goi IA xAc nhAn (challenge-respone) md r$ng phucrng 
An whitelist d£ ng&n cAc bp mAy tao ra spam b&ng cAch buAc ngudi gdi 
phAi phAn hoi chinh xAc. Khi nhAn duqc 1 email tif ngudi ngoAi whitelist, 
hq thdng se tu d$ng trA ldi email vdi ydu cAu nhAp dQng sA trong bufc 
hinh dinh kfem, hoAc trA ldi 1 cAu hdi. NAu trA ldi ddng, ngudi gdi duqc 
dua vAo whitelist. Trdn thuc tA n6 c6 nhtfng nhuqc diAm, vi du nhu lAm 
philn nguAi gift. Hon nufa, nAu spammer mao danh mpt nguAi khAc dA gdi 
thu quAng cAo thi nguAi hi mao danh lai nhAn duqc thu ydu cAu xAc nhAn. 
Neu spammer lAy dia chi kh6ng c6 thAt dA mao danh thi ban lai nhAn 
thdm thu “rAc” th6ng bAo “delivery failure message”. Cdng ty 
MailFrontier Matador (website mailfrontier.com) cung cAp giAi phAp 
challenge-response nhitng nhidu nguAi dAng phAi tSt tinh n&ng nAy vi 
khdng hipu quA vA gAy phi£n toAi. Hang nAy ph£fi hop nhilu ky thuAt dA 
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ch6'ng spam, trong d6 c6 whitelist, challenge-response, phan tich npi 
dung email vk ckc quy tAc dkc biet. 

Cloudmark SpamNet (website cloudmark.com) suf dung sufc manh y 
kien cua cqng d6ng di lua chon dau 1 k thu rdc, ddu Ik thu sach. Khi x6a 1 
email, ban cung da gift 1 thong diep d£n mdy chu cua Cloudmark bau 
chon thu nky Ik thu rdc. Luang khdch h&ng tham gia bdu chon cua 
SpamNet til nfim 2003 da \k 500.000 ngUdi. Nhd vay trong 564 thu bi til 
choi chi cd 3 thu Ik khong phii spam mail, nhung 55 trong s 6 275 thu 
duac chap nh&n lai phdi xda b&ng tay, nghia 1 k cd nhiAu thu rdc mdi mk 
h£ thong nky khong nh&n bi£t. 

Ella (website openfieldsoftware.com) suf dung ky thu&t loc til ckc thu 
da nh£n. Ckc thu mdi duac chia v&o 3 thu muc: Inbox, Spam, vk ckc thu 
muc khftc mk ban tU dinh nghia. Sau khi phdn tich khodng 10 emails mfii 
thu muc, chuong trinh se ho&n ttft b6 loc r£t An tuong, trong 562 thu bi 
ddnh dAu \k spam chi c6 6 thu sach. Nhung th4t ddng sd Ik 30% thu trong 
inbox 1 k r kc. Sau dky xin gidi thi£u m$t s6 phUdng phdp loc thu rdc: 

Password: 

Cho d6i tdc cua ban mdt m^t khau d£ ghi vdo chu de cua email khi 
gdi cho ban. Loc c kc email kh6ng c6 mfit khAu trong chu de. 

- ifu diem: Chi c6 ai bi£t m$t khau mdi gdi thu cho ban duac, 

spammer kh6 c6 the c6 dtfdc n6. 

- Nhitqtc diem: Thu ban cdn doc c6 thA bi x6a. 

Blacklist: 

Khda ckc thu til nhufng ngUdi trong danh sdch cAm. 

- ifu diem: Vo hi&u h6a cdc spammer da biAt, ckc thukhdng hop 1^. 

- Nhittfe diem: Bd s6t nhieu thu rdc, c6 cd thu qudng cAo ban muon. 

Whitelist: 

Chi nh§n thu cua nhufng ngUdi duac biAt. 

- Ifu diem: Kh6a thu til nhGfng ngudn khong ro. 

- Nhitpc di&m: Kh6a luon ca nhUng thu ban cAn nhung chua biAt. 
Challenge/Re sponse: 

Kh6a cAc thu mA ngudi gui khong gift thu xAc nh$n. 

- ifu diim: Vo hiAu h6a cAc chuong trinh tao thu rAc. 
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- Nhitqtc diim: C6 thi khda lu6n thu ban muln doc, 14m phien ngudi 
gdi phai x4c nh&n. 

Rules-Based: 

Khda thu dUa tr£n c4c quy tic duoc x4c dinh trudc. 

- ifu diim: Tim thu ric bang c4ch kiem tra c4c dau hi^u nh$n biet. 

- NhtfQtc diim : C4c Spammers c6 thl thay dli thu dl d4nh lira he 
thing. 

Community-Base d: 

Khda thir dua tr£n sir ddng f cua c$ng ding vi thir r4c. 

- ifu diim : Nhd m$t nh6m nhieu th4nh vi£n dua ra quyet dinh ve c4c 
email nh£n duqc. 

- Nhittfc diem : Kh6ng kilm tra duoc c4c thu mdi, danh s4ch thir r4c 
cd thl rit d4i. 

Adaptive: 

Hoc b&ng cdch ph&n tich c4c vi du m4 ban goi 14 thir r4c v4 thir 

sach. 

- Ifu diim: Hoc tir sU lUa chpn cda ban, c6 thl ph4n theo muc dich 
rieng cua ttfng thir muc. 

- Nhrftfc diim: Cin thdi gian d£ hoc, d&c bi£t 14 luc bit diu. 
Legislative: 

Suf dung cdc lu$t ddi vdi nhtfng thir di£n tu thuong mai khong yeu 

cau. 

- Ifu diem : L4m ro c4c spam 14 bit hop ph4p, nhd ph4p luat can 
thiep. 

- NhUqtc diim : C4c spammers d nude ngo4i khong bi t4c dOng, ngo4i 
ra c6 m$t s6' thu r4c 14 hop ph4p. 

• Bomb mail v& cich phdng cbong 

Loc thU dua v4o phdn md r$ng: 

Nguyen If cua phuemg phdp loc email kh4 dtfn gian, n6 dua v4o vi$c 
loc cic phin md rdng cua ngudi gdi mail. Dl thUc hi£n, ban 14m nhu sau: 




26 


ChifcTng 1: E-mail hack 


1. Tren thanh Address (dia chi) cua trinh duypt, ban nhap 
mail.yahoo.com. 

2. Nhap ten t&i khoan muon ng&n chan Bomb mail. Vi du, dang 
nhap vdi username vudinhcuongh acker vao Yahoo (xem hinh 

1.15). 



Hinh 1.15: Ddng nhap vdo mail box cua yahoo. 

3. Nhap nut Options d phia phii ben tren cufa so trinh duy£t de vao 
muc Options Yahoo (xem hinh 1.16). 

4. Nhap nut Filters dl md bo loc cua Yahoo. Bp loc nay cho ph£p 
loc nhi£u thong tin lien quan den email (xem hinh 1.17). 

5. Nhap nut Add dl md bo loc (xem hinh 1.18). 



_ 


Hinh 1.16: Vdo muc Options cua Yahoo. 
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Hinh 1.18: Nhdp nut Add trong Options filters. 

6 Tai muc Filters Options, nhap t£n bo loc trong muc Filter none, 
vi du Filter Bomb Tai cac muc From Header, To/cc Header. 
Subject., Body, ban deu chon Id contains. Tiep sau phdn From 
Header, nhdp phdn m a r$ng ma ban muon loc, vi du 
@microsoft.com. Trong muc Move the message to, cho l Trash 
(xem hinh 1.19). 
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Hinh 1,19: Nhtfng thiet Idp trong bo loc. 


7. Nhfip niit Add filter de ap dung nhung thiet l&p. 

Tdi day ta da hoan th&nh viec thiet lap bp loc cho nhOfng Header 1& 
©microsoft.com, ban c6 th£ ap dung each tuong tu de thiet l&p bo loc cho 
c£c ch&m duoi khac nhu ©ftp.com, ©yahoo.com, ©gmail.com,... 

• Loc thxt dtfa vao chu de (subject) va n§i dung (body) 

Cdc website nhu Yahoo v& Google cung c£p cho ngudi dung r&'t 
nhmu tipn ich mien phi, trong do bp loc thu (filter) cung rat hay va tipn 
dung. Trong muc n&y chiing tdi se tiep tuc gidi thi§u de'n c6c ban c£c 
phudng phrip loc thu thong qua chu de (subject) \k noi dung (body.) cua 
bufc thu. 

Gia su ban nhan duuc mpt email nhu sau: 

Muc From: “Nguyen Van A” nguyenvana@abc.com. 

Muc To: nannhan@xyz.com. 

Muc Subject: Ban cd muon mpt co hoi kiem tidn? 

Muc N<?i dung; 

“Xin eh&o! Cong ty chung toi hipn dang muon c6ng tdc vdi ban, de 
cung nhau kiem ti£n qua Internet. 

De xem thong tin chi tiet! xin vui ldng nhap lien ket sau: 
www.abc.com”. 


Cdc bude loc thu nhu sau: 
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1. Thifc hipn tir birdc 1-5 cua mac “Loc thi i dtfa vao phan md 
rpng" 

2. Tai muc Option Name nhap vdo ten cua bp loc, vi du, Subject 
and Body. 

3. Dtfdi muc u If all of the following rules are true..." ban thie't lap 
nhtf sau 


From Header Muc ndy d 4 trdng. 

To/Cc Header: Muc ndy de' trong 

Subject: Chon Contains, sau do nhap *c O hoi”. 

Body: Chon Contains, sau d6 nh&p “nhap li£n ket”. 
Tai muc Move the message to, chon Trash. 

Nh£p nut Add Filter hodn thdnh (xem hinh 1.20) 


F<<* t 


Hot ton 


Cnwcncw* 


Hinh 1.20: Loc thix qua muc Subject va Body. 

Chu y: 

Trong muc loc thi/ dua v&o chu de v& ndi dung chi c6 tinh chat 
minh hoa, ban doc phdi phan tich ky chu d4 vd npi dung thtf dS c6 bO loc 
toi \Ju. 

Vi du cua bufc thu nhdn difoc d tr£n chi c6 tinh chdt minh hpa, hodn 
todn khong dm chi bat ky m§t ca quan, dem vi ndo. 


1 oemtars 

i| 

BocV 
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III. Cac chtfcfng trinh ho trd E-mail 

1. E-mail Spider 

De thu thap cdc dia chi emails ho&c muon trich email trong m$t 
URL nao d6, ban c6 th£ sd dung coug cu E-mail Spider, nd giup ban tim 
kiem nhanh chdng c£c dia chi e-mail tren c£c websites theo m$t tir kh6a 
nhat dinh hoac trich loc dia email trong m$t LTRL cu the. 

Chuong trinh duac cung cap tai website www.minhkhai.com.vn, thu 
muc Chapter 1. Sau khi giai ndn \k c4i dat thanh cong v&o may tinh, ban 
thuc hi§n nhu sau: 

1. tim dia chi email theo tir kh6a, tai giao di£n chinh cua chiicrng 
trinh, trong muc Please input keyword(s), ban nhap v£o tir 
khda cAn tim. Vi du, nhap “dinh cuong”, sau do nhap nut Start 
(xem hiuh 1.21). 



Hinh 1.21: Tim ki£m theo til khoa. 


2. Tai thd Start from a specific URL, nhap dia chi website mudn 
trich loc dia chi email trong muc Please input the start URL. 
Sau d6, nh^p nut Start de thuc hien (xem hinh 1.22). 






Hinh 1.22: Tim ki&m dia chi e-mail theo URL . 


2. E-Mail Tracker Pro Version 7.0 


D6y ]h chucrng trinh giup ban xdc dinh ngtfdi gift e-mail, dinh tuyen 
va bdo c^o nhtfng ngiicfi phdt tan thu rdc. X£c dinh email phishing va 
scammer l£y thong tin mat. 

Mpt so emails thirtmg chua nhtfng chtfcmg trinh virus nguy hiem va 
muu do b£t chinh. Day la nguyen nhan chinh d^n den nhtifng thong tin 
mat bi mat. Vdi Email tracker pro ban c6 th£ nhanh chdng x£c dinh dtfgc 
ngtfdi gtfi email va vi tri dia ly cua nhtfng thong digp dtfgc gift. 

Chtfcmg trinh dirge cung cap tai website www.minhkhai.com.vn, thtf 
muc Chapter 1. Sau khi giai n£n v& cai dat thanh cong v&o may tinh, ban 
thtfc hien nhtf sau: 


1. Tren giao dign chinh cua chiicfng trinh, nh£p vao muc Trace an 
email Address (xem hinh 1.23). 


2. Tai Email Address, nhap v&o dia chi email muon tim thong tin. 
Vi du: dinhcuong@chodienthoai.net, ti£p theo nha'p nut Trace 
de thtfc hien (xem hinh 1.24). 
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Hinh 1.24: Nhdp vao dia chi email. 

3. Sau khi nh&'p nut Trace, ban doi kho&ng 30 gi£y chtfcmg trinh s$ 
thong k£ nhumg thdng tin nhtf: Vi trl dia ly cua ngiifri giifi email, 
mail server, t£n admin vk dia chi lien h$ cua domain, (xem hinh 
1.25). 



Hinh 1.25: Nhdng thdng tin thong k& duoc. 
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3. Visual Route Version 7.1 

ChuTtfng trinh cho phdp thifc hi$n cdc lenh Ping, Whois v& 
Traceroute. N6 c6 kha n&ng tif dong ph&n tich cac v£n ket noi, hien 
thi cdc ket qua tr§n ban do the giai, day 1 k cong cu tot nhat de dinh vi v& 
xdc dinh nhtfng ngifdi lira ddo tren Internet. 

Chifdng trinh diTdc cung cap tai website www.minhkhai.com.vn, thu 
muc Chapter 1. Sau khi giai ndn v& cki d&t th&nh cong vko may tinh, ban 
thifc hi$n nhd sau: 

3.1. Xdc dinh vi tri dia ly cua Web site 

1. Tr£n thanh Address (dia chi) cua chiidng triuli, uliap v&o dia chi 
website muon xdc dinh, vi du nhiT www.microsoft.com, tiep theo 
nhan Enter de thifc hien (xem hinh 1.26). 



Hinh 1.26: Nildp tkftng tin ctin tim. 


2. Sau khi nhan Enter, dqi chtfong trinh xuf ly khoang 30 giay, no 
cho ta nhOmg thong tin sau: 

• Gan tren thanh Address cua chddng trinh cho chung ta mot ban 
ph&n t.fch ve tinh trang ket noi cua trang www.microsoft.com nhif: 
Cdc ket noi den HTTP & cong 80 den host www.microsoft com 
dang hoat dong, nhung g6i ICMP bi khoa khi qua mang cua cong 
ty Saigon Postel Corporations a hop 6, HTTP Server dang chay 
Microsoft IIS/6.0. 

• Chifcmg trinh cung hien thi cho chiing ta th&y cac ket noi thong 
qua ban do the gidi 
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• Visual route c6n cho chiing ta b\H nhutng thong ke chi tiet v4 qua 
trinh chuy6n tai cua mang thong qua cac hop di/qc tlnh tCr dia chi 
IP cua may chung ta den http Server. 


• ChiTtfng trinh cung thong ke dja chi IP ciia c£c hosts trung gian, 
vi tri dia ly cua cac hosts n£y, thcri gian cua vung v& he thong 
mang cua tiftig ket ndi (xem hinh 1.27). 



Hinh 1.27: Nfifing thong tin ma chfiang trinh thong k& dfioc. 


3.2. Nhtfng thong tin mq,ng 


1. Thong tin thong ke cua dia chi IP 192.168.1.2 


Trong bang thong ke cua chifcmg trinh cung cho biet nhufng thong 
tin cua tifng mang theo tttng dia chi IP cu the ma n6 di qua. Vi du, tit dia 
chi IP 192.168.1.2, nhdp vao muc Private use, ban nhan diroc thong tin 
thong ke nhtf trong hinh 1.28. 


|W~> ; 


Assigned by the IANA for use in Private Internets. 

Pot note information, refer to: 
o Internet Assigned Wunbeta Authority (http://ww.iana.5tgl 
o PFT ISIS (http://ww. 1 si. edu/ln-notes/t£cl9:8. txt) 


Hinh 1.28: Thong tin thdng ke cua IP 192.168.1.2. 

2. Nhtfng thong tin thong ke cua dia chi IP 17.6.32.1 

Day la mot host cua Australia, d& co nhufng thong tin n&y ban nhap 
vao muc Asia pacific network inform (xem hinh 1 29). 
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Hinh 1.29: Thfing tin cua IP 17.6.32.1. 

3. Nhufng thong tin cua mang Viettel Corporation 

Tai muc n&y ban nhap v&o muc Viettel Corporation co dia chi IP 
1& 203.113.158.102, day 1& host c6 Server a Ha Noi - Vi$t Nam (xem 
hinh 1.30). 


NETWO RK : 203.113.1 SB. 102 |163B4| <wh oj«.a pnteJM*) _ Snap 


me cj-iua: 
ne uimp : 

country: 

deati: 
deset: 
deSt. L : 

h-iiwi n-c: 
wch-c: 
Sr. 4 CU 5 : 
rh*nged: 
mnt-by: 

■nt- routes: 
source: 
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VIETTEL-VNNIC-VN 

VN 

Corporation 

Inwtnet service/exchange provider 
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LHM1-AF 
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ALLOCATED PORTABLE 
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MAINT-VN-VIETTEL 
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X 


City 


Hinh 1.30: Nh&ng thdng tin cua Viettel Corporation. 

3.3, Xar dinh dia chi E-mail 

De xac dinh c£c thong tin cua mpt email cu th§ nao do, ban l&in 
nhtf sau: 

1 Tren thanh Address cua chucfng trinh, nhap dia chi email muon 
x£c dinh. Vi du nhif dinhcuong@chodienthoai.net, sau d6 nh&n 
Enter de thiie hieti (xem hinh 1.31). 
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Hinh 1.31: Nhdp dia chi email. 


2 . 


Sau khi qu£ trinh xac dinh hohn thien, ban nh&p vao Mail server 
muon xem. vi du mail.chodienthoai.net, chircmg trinh se 
thong ke cho chung ta nhOfng thdng tin nhU: Vi tri dia \y cua 
email, dia chi IP cua mail server, v& nhCmg thong tin thong ke ve 
mang (xem hinh 1.32). 



Hinh 1.32: Nhtfng thong tin thdng ke di/oc. 
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Chitctng 2: 

TIM LAI PASSWORD WINDOWS 


• Tim hieu ve Password. 

• Sao chep t£p tin thong bdng chriring trinh Volkov 
Commander 4.99. 

• Active Password Changer 3.0.0.420 (NT/2000/XP/2003/Vista). 

• Windows Password Cracker V. 2.I.9.O. 

• Advanced Windows Password Recovery 2.9.2.224. 

• LOpCrack 5.02. 

• Proactive Windows Security Explorer™. 

• Xem password d&ng sau dau sao (*). 

Tir khi Windows 2000 Professional ra d&i, he di4u hanh da trd nen 
bao mat hon. Password ddng nhdp diiqc edi thien ddng ke. Do vdy khi 
vdo may tinh, khong thl ndo nhdp nut Cancel nhri Windows 9x md ban 
phai churng thric ddng nhap bkng username va password hop le. 

Microsoft sijf dung nhieu thuat todn phtfc tap dd ma hoa dOr lieu 
nhap, nh&m tao ra do phtfc tap cao cho chu6i password. Tuy nhien, ta hay 
xem x4t password ddng nhap d mot vdi kina canh khdc nhtf: Khi co quan 
thay doi nhan stf, password ddng nhap vdo he di4u hdnh chifa dtfqc bdn 
giao, cha me muon ki&m tra mdy tlnh cua con minh nhtfng khong the vao 
dtfqc he dieu hdnh, khi quan ly mang vd cung cdp mpt so ltfong tai khoan 
ltfn thi viec qudn password la mot didu khong thi trdnh khdi,... 

Chirong ndy gitfi thidu den ban cdc phtfcfng phdp tim lai password 
Windows vd cdch stf dung mot so phdn mem chuydn dung nhtf: Active 
Password Changer, LOpCrack,... Day Id nhffng chtfong trinh giup nhanh 
chdng loai b6 vd tim lai password Windows. 

Doc vd thtfc hi£n theo nhufag htftfng din cua chtfcmg, ban hodn todn 
ldm chu dtfqc qud trinh ddng nhap vdo Windows dtftfi moi hlnh thtfc. 
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I. Tim hieu ve password 

1. Cac loai password 

De cd nhufng password du manh vA hi$u quA, trade tien ta phai tim 
hieu ve ode loai password sau: 

• Password chi chufa nhufng ky ta in hoa, vi du: VNCS. 

• Password chi chufa cAc ky ta so, vi du: 12548736. 

• Password chi chufa cAc ky tif dAc biet, vi du: $@$!(). 

• Password chufa cAc ky ta vA ky ta so, vi du: vnes12548. 

• Password chi chufa eke ky ta vA ky die bi£t, vi du: cd@ro$. 

• Password chi chufa cAc ky ta dAc bi§t vA ky ta stf, vi du: @#12. 

• Password chufa ky tu, ky ta dAc biet vA ky ta so, vl du: NHg@12. 

Mot password manh thi nd phAi daqc k£t hap ky ta hoa, ky ta 
thadng, ky ta so, ky ta dAc biet va dd dAi cua password phai ldn han 8. 
Ngoai ra, ban phai ket hap cA ky ta khoAng trAng trong chudi password. 

2. Tim hieu ve Shadow Password 

Trade day, Unix khdng sur dmig ky thuat Shadow Password. Tit phien 
ban System V Release 3.2 (1987), BSD4.3 Reno (1991) vA Linux (1992) 
nidi tfng dung ky thuat Shadow. CAc phien ban Unix khAc nhau deu cd 
cung nguyen tAc xuf ly Shadow. Chi co diem khAc bi£t IA ten goi tAp tin 
Shadow vA vi trl chufa tap tin nAy khAc nhau trdn cAc Unix khAc nhau. Vi 
du, tren Linux, Shadow nAm & /etc/shadow, tren BSD, Shadow a vi tri 
/etc/master.passwd, tren HP-UX thi Shadow nAm tai /.secure/etc/passwd,... 
Cd mdt so' Unix tao Shadow rieng cho tifng username. 

Ve cAch "ma hoA" Shadow thi t&ig the nha sau: khi user daac cung 
cap mdt pasword hoAc anh ta chon mot password, password nay daac ma 
hda (encoded) vdi giA tri ngAu nhidn daac goi la salt. GiA tri salt daac lau 
cung vdi password da daac ma hda (encoded) tren h§ thong. 

Khi ngadi dung dAng nh&p (login) bAng password cua minh, giA tri 
salt daac lay ra tir password da ma h6a vA daac lau tren he thong, giA tri 
salt dung de ma hda (encode password) mA ngadi dung vira nh§p vAo. Neu 
hai giA tri: password da lOu vA password vira daac ma hda (ma hda bAng 
tir khda salt) trung nhau thi ngadi dung daac xAc thUc. 
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Quy trinh ma h6a d dAy goi 1A “one way hash function". HAm crypt() 
dupe sur dung de thuc thi (ban co the tim hilu vA hAm crypt bAng cAch 
nhap man crypt). Mpt s6 dilm quan trong cua hAm crypt() nhu sau: 

• Ham CryptO: DCmg dl "ma hoA" mAt khiu, dua tren tiAu chuan thu^t 
toAn DES. 

• Kh6a (key): LA giA tri password (cr dang chuSi) mA nguPi dung nhap 
vAo. 

• Salt: LA chuSi c6 2 tp dupe chon tif chuii [a-z], [A-Z], [0-9], [7] (cAc 
ky tu tir a den z cho chtf thUPng vA chiJ in, cAc k^ tu sd' tif 0 dAn 9, 
them vAo d6 1A 2 k^ tU . vA /). Tir chuSi nAy mdi tao ra giA tri ngiu 
nhiAn tir 4096 khA nAng khAc nhau. 

• CAc uTng dung md rpng trAn cAc thu vipn dung cho hAm nAy c6 chtfe 
nAng dung cAc thuAt toAn khAc thay vi DES c6 thi tao chuii hash ldn 
hem. 

Hitong din them: 

• Shadowed password: LA quA trinh bao g6m salt (d£ ma hba 
password khi user nh£p password vAo) vA chuSi dupe ma hda (encoded 
string) (dung d4 so sAnh vdi giA tri vita nhip vAo vA da dupe ma h6a). 
Goi chung dAy 1A "Hash”. 

• DES (Data Encryption Standard, hay Tieu chuan Ma hoa Dtf 
li£u) 1A m£>t phuong phAp ma h6a mAt dupe FIPS (Tieu chuan xA ly 
th6ng tin LiAn bang Hoa Ky) chon lAm chuan chinh thtfc vAo nAm 
1976. Sau d6 chuan nAy dupe suf dung r$ng rai trAn pham vi th£ gidi. 
Ngay tir dau, thuAt toan cua n6 da gAy ra rAt nhieu tranh cai, do n6 
bao gom cAc thAnh phin thiAt k£ mAt, d6 dAi kh6a tUOng doi ngin, vA 
cAc nghi ngP vi cufa sau de Ccf quan An ninh Qu6c gia Hoa (NSA) 
c 6 thi bA kh6a. Do d6, DES da dupe gidfi nghiAn ctiu xem xAt rAt ky 
ludng, vi^c nAy da thuc diy hi4u biA't hi£n dai vl mAt ma khdi (block 
cipher) vA cAc phuong phAp thAm ma tUOng tfng. 

Hi£n nay, DES dupe xem 1A khdng du an toAn cho nhiiu ufng dung. 
Nguyen nhAn chu yiu 1A d6 dAi 56 bit cua kh6a 1A quA nh6. Kh6a DES da 
timg bi phA trong v6ng chua day 24 gift. Da c6 rat nhiiu kA't quA phAn 
tich cho thiy nhtfng diem yAii vl mfit ly thuyit cua ma h6a c6 thi din 
den phA kh6a, tuy chung khong khi thi trong thuc tiAn. ThuAt to An dupe 
tin tudng 1A an toAn trong thuc ti4n c6 dang Triple DES (thuc hi$n DES 
ba lan), mAc dA trAn thuyit phuong phAp nAy vin cd the bi phA. Gin 
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d4y, DES da dupe thay the bkng AES (Advanced Encryption Standard , 
hay Tieu chuan ma h6a tien ti£n). 

Trong mpt s6 t&i li$u, ngUPi ta ph&n biet giura DES (Ik mpt ti£u 
chu£n) xk thuit to&n DEA (Data Encryption Algorithm , hay Thupt to4n 
Ma h6a Duf lieu) - thuat todn dung trong chu^n DES. 

• AES (Advanced Encryption Standard, hay Tieu chuan ma hoa 
tidn ti£n) IP mot thuat tobn ma hoa khbi. Gibng nhu tieu chuan 
DES, AES dupe ky vong kp dung tr£n pham vi th£ gidi xk da dupe 
nghien cufu rat ky luPng. Thuat todn dupe thi£t k£f bbi hai nhP mat 
ma hoc ngUPi Bi: Joan Daemen xk Vincent Rijmen ltfy ten chung \k 
"Rijndaer' khi tham gia cube thi thiet ke AES. 

• Mo ta thtoit toan DES 

DES IP. thuat toPn ma hoa khoi, nb xuf If tifng khtfi thbng tin cua 
ban ro (ban chtfa cac ky tu do ngUPi dung nh4p vPo xk chua dupe ma h6a) 
c6 do dpi xPc dinh xk bien ddi theo nhufng quP trinh phtfc tap de trer 
thanh khoi thong tin cua ban ma (bPn chPa cPc thong tin dupe ma hba) c6 
dp dai khdng thay ddi. Trong trUPng hpp ciia DES, dp dai moi khdi 1 k 64 
bit. DES cung suf dung kh6a (mot chudi ky tu dung de ma hoa va giai ma) 
de ca bipt hba quP trinh chuyen doi. NhP vay, chi khi biet khoa mbi cb 
the giai ma dupe van ban ma. Khoa dung trong DES co dp dai toPn bo IP 
64 bit. Nhung chi co 56 bit thpc sU dupe suf dung, 8 bit cbn lai chi dung 
cho viec kiem tra. Vi the, dp dai thuc td cua khba chi IP 56 bit. 

3. Password Windows 

Password Windows IP phucmg phPp bPo mat tai khoan ngUPi dung 
trong quP trinh dang nhap. De tim hieu ve password Windows, trUbc tien 
ta phai biet vi tri luu truf cua password trong mky tinh. 

Password Windows dupe luu trong thu muc Windows\System32 \ 
ConfigY Nhting files chtfa password cb the 1 k SAM hope _SAM, tuy thude 
vPo phien ban cua hp dieu hpnh. NhU vpy, neu file password cua Windows 
IP SAM thi dupng dPn diy du cua file password Ik C:\Windows\ 
System32\Config\SAM. Trong db CA 1^ o dia ta cPi dPt hp dieu hPnh 
Windows. 

M6t so tPp tin lien quan den tPi khoin, dPc quy6n cua nguPi dung 
nhu: SYSTEM, SECURITY cung nPm trong thu muc Config. 





II. Sao chep tap tin h<? thong bdng chvfcfng 
trinh Volkov Commander 4.99 

Cric t&p tin h£ thong trong thil muc Config lu6n difgc bao ve d cdc 
che do d&c biet. Do v£y, khong tht? sao ch£p c&c tap tin n&y ngay trong 
moi trudng Windows, khong the truy c£p no b&ng nhting thao tic mo file 
thong thirdng. Muon lAy dugc nhtfng tip tin n&y, ban phai c6 giai phap 
phii hop. 

Trong muc nky gidi thieu mot phifcfng phip dcm gian de sao chep cic 
tap tin h§ thong b&ng choong tiinh Volkov Commander 4.99 v& NTFS DOS 
Pro 5.0. Hai phan mim nay deu c6 trong dia Hirent's boot, ban c6 the 
download tai website www.minhkhai.com.vn, thu muc Chapter 2. 

Chtfcmg trinh hoat dong tticmg tii nhtr Norton Conunander, nhimg 
manh hem nhiiu beri n6 da ho trg truy cap vao ca nhiirng phin vung 
NTFS. thUc hi$n ban lim nhu sau: 

1. Thiet lap trong BIOS cho phdp khefi dong may tinh bkng CD-ROM. 
Tiep theo, khdi dpng miy tinh b&ng Hirent’s Boot CD 9.3. 

2. Tai giao dien chinh cua Hirent’s Boot CD 9.3, di chuyen thanh 
sing den menu File Managers, sau d6 nhin Enter de tiep tuc 
(xem hinh 2.1). 


Hiren's All in 1 DootCD v3.3 Menu 

1. Disk Partition Tools... 

2. Disk Clone Tools... 

3. Antivirus Tools... 

4. Recovery Tools... 

5. Testing Tools... 

6. Hard Disk Tools... 

7. Susten Info Tools... 



Enter a choice: 8 


Hinh 2.1: Chon. File Managers. 

3. Di chuyen thanh sang den menu Volkov Commander 4.99, sau 
do nhan Enter de nap chi/cmg trinh (xem hinh 2.2). 
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Hinh 2.2: Chon Volkov Commander. 

Bgi khoang 1 phut., chirang trinh giai nen cdc t&p tin c4n thiet len 
RAM Tiep theo, chi/ang trinh hoi: ^Do you want to use 
NTFSDOS ? n (Ban c6 muon suf dung NTFSDOS khdng ?). Neu dia 
ctfng dugc ph&n vung Id NTFS thi ban chon Yes, sau d6 nhain 
Enter de tiep tuc (xem hinh 2.3). 




Hinh 2.3: Sit dung NTFSDOS . 

5. Chifcfng trinh se hoi: “Do you want to use ?” Chon Re ad Write 
sau d6 nhan Enter de~ dp dung (xem hinh 2.4). 


What you want to Use ? 






Hinh 2,4: Chon ReadWrite . 

Lira chon n&y cho phdp doc ghi tren moi trUdng DOS NTFS. 

6. Nhdn to hap phim Alt + FI de chpn 6 dia cln mo cho cufa so trdi 
Trong danh sach cdc 6 dia, chon 6 dia D (xem hinh 2.5). 


















Hinh 2.7: Copy tdp tin Sam sang 6' dia E. 


pnl itNiri* 

Hoof tuarc LO 

liUftlMIT S«« 

ISysEvrnl. Evt 

q 

tg.len LOt, 



; 



262.m bytes in 1 selected rile 

cunl ig 

S JUK PIKS 1V2U-05 2b &| 


Hinh 2.5: Chon 6 dia D cho cda s6 bin trai. 

6 dia C trong m&i trifcmg DOS da trd th&iih 6 dia D. 

7. NhAn 1 6 hap phun Atl + F2 dS chon 6 dia can mo cho cufa s 6 phdi. 
ban chon 6 dia E. 


Hinh 2.6: Giao diin ciia Volkov Commander. 


9. Di chuyen thanh sang den tap tin SAM, tiep theo nhan phim 
Insert de chon, sau d6 nhan phim F5 v& nhan Enter d§ copy file 
SAM sang thtf muc goc cua 6 dia E (xem hinh 2.7). 


Kmm 


8. Tiep theo, nhan phim Tab de di chuyen thanh s6ng sang cura so 
b£n trrii, t.iep theo chi chuyen den thif muc Windows v& nhan 
Enter. Sau d6, tiep tuc di chuyen den thu muc System32 vk 
Config, nhan Enter (xem hinh 2.6). 


.. a 

R.wc 


'u&JLsi b 


* 


PMM 


&ystt‘n.v«v 
Tm|»Kr<| UK. 
nscr<urr 

iiverd iff 10 


uni Ig 




M^lrnpml i • 
• ippturnt .Eut 
'Irfnult 
■•cl.inIt MS. 
rtrfnull . !.«*v 


SECYCLCF 
lighten Uulu 
thnntrre Ing 


>iih. log 
Vt-Eucnt Cut 
cmirtty 
security, lu 
^nf tu.»rr 
ol tu.irr LXI 
,ul Imit .mu 
U y.f urnt Fvt 
Glisten 

Mjstm U1G 




2C2H4 Z-Zl-OTj 19 bO luiiI ig 


S5U1-DIR4 lu-Zlr-O^j ZL 
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10. Sau khi copy xong, ban khdi dgng lai mdy tinh’vd bdy gid, ban da c6 
file SAM di/gc luu truf trong 6 dia D (tdc la 6 dla E trong MS DOS.) 

Ban dp dung edeh tirong ttf de sao chdp ede tap tin SYSTEM, 
SECURITY trong thir muc config. Khi c6 dirge tap tin SAM, ban c6 thl suf 
dung chiTcmg trinh LOpCrack 5.02 hay bdt ky mot chirong trinh do tim 
password Windows nao d£ tim password (xem muc IV). 

III. Active Password Changer 3.0.0.420 
(NT/2000/XP/2003/Vista) 

Chtfdng trinh nay giup ban nhanh chdng loai bo password dang 
nhdp trong ttft ca ede phien bdn cua Windows nhif: Windows 
NT/2000/XP/2003 vd he dieu hdnh Windows Vista. Phirong thile hoat 
dgng cua nd Id thay the password cua mpt tdi khoan dirge chi dinh bdng 
ky Ur NULL. Do vdy. khi ta da loai bo password thi khi ddng nhdp se 
khong phai nhdp bat ky mpt ky tir ndo. 

Phdn mem ndy c6 trong dia Hirent’s Boot CD 9.3, dirge cung cap tai 
website www.minhkhai.com.vn, thif muc Chapter 2. Trong muc ndy se 
loai bo password tdi khodn administrator tai thir muc Windows dirge tao 
tai 6 dia C cua mdy tinh cue b$. Cac birdc thifc hipn nhiT sau: 

1. Chon che dp khdi dong trong BIOS Id CD-ROM. 

A 

Ban sil dung Hirent’s Boot CD 9.3 dirge cung cap dirdi dang file iso, 
sau do dung Nero burn de ghi thanh dia Boot. Tidp theo, thiet Idp trong 
Bios de cho khdi dong tir dia ndy. 

2. Tiep theo, khdi dong lai may tinh vd di chuyen thanh sdng xuong 
menu Start bootC-D. 

Khi qud trinh boot tir CD-ROM dirge bdt dau, chircfng trinh trong 
Hirent’s Boot CD cho 2 lua chon. Ban c6 the tiep tuc khdi dong vao 
Windows bdng edeh chon Boot From Hard Drive hodc boot tir dia CD 
bdng edeh chon Start bootCD (xem hinh 2.8). 


Hiren's BootCD u9.3 

Startup Henu 

1. Boot Fron Hard Driue 


fc. Start BootCD l 

1 

liter your choice: 



Hinh 2.8: Chon Start BootCD. 
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!• 


3. Di chuyen thanh sdng xuong menu Next v& nh£n Enter de tiep 
tuc (xem hinh 2.9). 

4. Di chuyen thanh sang den menu Password & Registry Tools 
v& nhdn Enter de mcr menu n&y. 


Trong menu n&y chufa rat nhi£u cong cu lien quan den Password vd 
cong cu soan thao registry (xem hinh 2.10). 


Hiren's Ail 


BootCD u0 


Menu 


Disk Partition Tools 
Disk Clone Tools... 
Antiuirus Tools... 
Recouery Tools... 
Testing Tools... 

Hard Disk Tools.. 
System Info Tools 
File Managers... 


Chon 

Next 


tnter a choice: 0 


Hinh 2.9: Chon menu Next. 


Hiren's ail in 1 BootCD u l 3.3 Menu 


1. MBR (Master Boot Record) Tools... 

2. BIOS/CMUS Tools... 

3. MultiMedia Tools... 

I iUiwi—hMi>m 

b. niib txtJtb liiiebyslens) Tools... 

6. Other Tools... 

7. Dos... 

8. ...Back 

Enter a choice: 4 


Hinh 2.10: Chon Password & Registry Tools. 

5. Di chuyen thanh sdng den menu Active Password Changer 
3.0.420 (2000/XP/2003/Vista) v& nhan Enter (xem hinh 2.11). 

6. Chtfcmg trinh giai ndn ede tap tin cua chtfong trinh len RAM cua 
indy tfnh. Sau khi giai ndn xong, chuong trinh duqc nap va hieu 
thi. Tai giao dien n&y ban chon Choose Logical Drive bang 
each nhan plum so 1 tren b&n phim sau d6 nhan Enter de tiep 
tuc. 
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M iren's Hll lit 1 Uooti.ll v'i.J Menu 





nui 

tfHMn 

nm 


V.. m i nm n I-..K i,nsunr.i uwngcr A iirgisinj r.flltnr 

3. Registry UieuerzEditor 4.2 ( t J*ztVr/tlTz2K'XF I 

4. Rniistrg RL'aniiutur 1.02 (ReMivc) 

5 NTPUH CMT/2«W»zXPa?001> 

b ftTflPUD 1.2 (HDD Password Utility) 

7. ...Back 

Enter a choice: I 


Hinh 2-11: Chon Active Password Changer 3.0 
Cac liia chon cua muc n&y nhir sau: 

• Choose Local Drive: Chon 6 dia chufa h£ dieu h&nh. Neu ban 
biet rd h$ dieu hanh difefe c&i v&o phan viing nfto tren dia curng thi 
ban c6 the chon muc nay. 

• Search for MS SAM Database(s) on all hard disks and 
logical drives: Tif dong tim tap tin SAM tren tat ca ede dia cOfng 
cua mdy tinh. 

• Exit: Thoat chiicmg trinh (xem hinh 2.12). 


iimurc; 

r l Choose Logical Dr fix . 

?. Se-n.li for RS SMI D-titba^eCs) on (II hard disks (nd logical drives 
3 Exit 

Voiir choice: 111 


Hinh 2.12: Chon Choose Logical Drive. 

7. Nhd'n phim so" 0 tren biin phim d£ chon 6 dia C. 

Danh sdeh 6 dia bit ddu tCr 0, trong muc n&y m3y tinh cua chung ta 
c6 2 6 dia, do vay chiicfng trinh se li$t danh sach bao gdm 0 v& 1 (xem 
hinh 2.13). 


Logical drives list: 

No|HDD|Part it iun| Type | Disk Label | Size (fib) 

0 (0) (01 NTFS 10001 

1 (0) (1) * NTFS " 6369 


Your choice (0..1 or HI Dial: 101 





Hinh 2.13: Chon 6 dia C. 
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8 Dai niQt luc de chirong trinh tim t£p tin SAM trong phan viing C. 
Sau do, chifang trinh hien thi dudng dan chura tap tin SAM trong 
rn&y tinh (xem hinh 2.14) 


PIN SW) Im l hImi sr*s at Jisk(l)i|Mrt iliuiiUiiUhrlO, I'S HTFS 


Wo | ns awn Database lath 

|~0 Ny itlWiH^YSTLfl^vamF 16\sa« j 

There is one rtS SW1 database detected, 

Preo! £nl»>r t«» cool iium . . . 

Press Esc to exit 


Hinh 2.14: Tap tin SAM tren may tinh. 

9. Chon t&i khoan Administrator b&ng c&ch nhan phim 0 tren ban 
phim, sau d6 nhan Enter thi/c hien. 

C4c t&i khoan difcfc liet ke theo thif tu tir 0 (xem hinh 2.15). 


USER LIST 

rc. sort path: vUlWWlUSx.SYSTEni^MjnHFrr.Nsiin Total users: ooos 

at it IsfctO )part i t iuni 0 >Lahrl< > . TS HTFS 

No | HID |User Hme | DrscrIptJnn 

0 OOUOOIM Dtlmnistratur Until m iuiiniiiI fur a<tnt uIster Iuy 11»» cunp 

1 tWU'JUJeli H&tSf 

I 2 OOOOOlfS Guest in account For guest access to the eti 

3 OOWO3e0 Helpftr.sistant fti ur PrnviU it»i R.muttr ftssistance 

t (KNOOVa Uiri'OHTJWH'tVw.O TM-. <| ( ,r' . ...room lor the Help a.*1 


Rr«rt p«Mword ouk (At 
khoan udm mint rate. 


Vuur choice: 101 

Pr**r-» Et.c to exit or P.|ll|»^Pqt>nM.i to si roll User list 


Hinh 2.15: Loai bo password Administrator. 




10. Nhtfng thi£t Up khac d§ m3c dinh, nhan phim Y tren ban phim 
de thiic hien loai bo password (xem hinh 2.16). 



Hinh 2.16: Nhan phim Y. 
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11. Tiep theo, ban khdi dQng lai mdy tinh vd cho he thong khdi dpng 
tir Hard disk, ddng nhdp vdo tdi khodn administrator. 

Htfdtng din them: 

• Ban c6 th£ dp dung cdch trdn de loai b6 password cua cdc tdi 
khoan khdc nhau. quay lai cdc bode trtfdc, sau khi ket thiic d 
btfdc 10, ban chi edn nhdn phim Esc. 

• Loai bo password: Ld qud trinh thay th£ password cua tdi 
khoan ngtf&i dung b&ng ky tif r5ng (NULL). Cdch ndy chi dp 
dung khi ngirdi ddng quen password mA th6i. Vi khi loai b 6 
password thi ngtfdi dung khong thd ddng nhdp vdo thtfng b&ng 
password cu dirqc n£n se de lai dau vet. 

• Tim lai password: LA qud trinh suf dung cdc chifcfng trinh de tim 
ra chinh xdc password cua tdi khoan ngtfdi dung. Cdc chuong 
trinh d6 tim password se suf dung cdc thu$t todn ducfc lap trinh 
sdn de tim lai password cua tdi khoan diroc chi dinh hay tat ca 
cdc tdi khoan trong Windows. Phuong phdp md cdc chifcmg trinh 
d6 tim password thtfdng dp dung Id Brute-Force (thur sai) va 
Dictionary (tif dien). 

IV. LOpCrack 5.02 

Chtfdng trinh ndy giup tim lai password Windows vd UNIX. Ngodi 
chufc ndng giai ma password tr&n mdy tinh cue bp, chtfdng trinh c6n cho 
phdp tim lai password Windows/Unix trong mang LAN, hay tir m6t 
project da dime luu. 

Chitong trinh dude cung cdp tai website www.minhkhai.com.vn, thif 
muc Chapter 2. Sau khi giai ndn vd edi ddt thdnh cong chiitfng trinh vdo 
mdy tinh, ban thtfc hi?n nhu sau: 

1. Tim lai password Windows trfen may tinh ciic b§ 

1. Vdo Start > Programs > LC5 > LC5 de khefi dong chtfcmg trinh 
(xem hinh 2.17). 

2. Nhdp Next, ti£p theo nhap chon vdo muc Retrieve from the 
local machine, sau d 6 nhdp Next d£ ti£p tuc. 





Hinh 2.17: Giao dien cua LC5 Wizard. 


Lira chon n&y cho phep tim kiem cac tai khoan trong may tinh cue 
bQ (xem hinh 2.18). 



Hinh 2.18: Chon Retrieve from the local machine. 


3. Nhap chon v&o Strong Password Audit 
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Lira chon n&y c6 chtfc nang tim nhanh cdc password don b&ng 
phucmg phdp Brute-force (thti sai.) (xem hinh 2.19). 


Choovc Auditing Method 

Choose Auditing Method 



|01 F3 

27E1BA8D 

4HC:30EEi: 



C* Quick Password Audit 

This method checks only for ample passwords thal 
you could Ind in a cfcctionary. 

C Common PasswordAudit 

This method chackt fo* imple passwords that you 
could hnd n a dictionary as wel a* common 
mocWcuXcms oi dKrftona ry worth 

iP'^tronjParswofd Aud* |> 

method Check* forimple passwords that you 
could fnd ri a dictionary, common moditcatcni ot 
dtertionary words. and performs a brute force attack 
that attempts al combnatnra of standard letters 
and numbers 



Hinh 2.19: Chon Strong Password Audit. 

4. Tai hpp thoai tiep theo, ban nh&p chon v&o cdc muc sau: 

• Display password when audited: Lila chon n&y cho ph£p hien 
thi password khi chutfng trinh da crack xong. 

• Display how long it took to audit each password: Hien thi 
phucrng thtirc d6 tim nhCirng password dai. 

• Display audit method: Hi£n thi phucrng phdp tim password. 

• Make visible notification when auditing is done: Hien thi 
thong b£o khi qud trinh d6 tim ho&n thi£n. 

5. Nhap nut Finish de hokn thanh. 

Password diroc tim thay v& hien thi trong giao dien cua chuong 
trinh. Luu y, password duoc chucmg trinh hien thi a hai dang, chtf hoa va 
chuf thudng. Moi tai khodn tuong duung vdi mpt password (xem hinh 
2 . 20 ). 
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I* gUdwIC* [Un<.M»04| 


YfiwsnV 


Hinh 2.20: Password dtfoc tim thciy. 

2. Tim lai password bhng tif dien 

De tim password Windows bkng phtfcmg phap n£y thl trtfdc lien 
ban phai soan thao tap tin tir dien; ho£c sd dung t&p tin words-english- 
big.dic dtftfc chtfcmg trinh cung c5p s&n khi cki dat. 

Ban co th£ vao C \Program Files\@stake\LC5 de md file words- 
english-big.die, sau d6 them thong tin vao tap tin n&y (xen hinh 2.21). 



Hinh 2.21: Noi dung file words-english-bigdic. 

1. Sau khi them nhting thong tin c£n thieTt vao til dien, ban md 
chucmg trinh LOpCrack 5.02, v&o file > New Session d£ md giao 
dien lam viec mdi. 

2. V&o File > LC5 Wizard, m^n hinh LC5 Wizard xuat hi^n, nhap 
Next dd tiep tuc. 

3. Tiep theo, nh£p chon \ko muc Retrieve from the local 
machine di tim cdc t&i khoan trong m£y tinh cue bo, sau d6 
nhap Next (xem hinh 2.22). 












Hinh 2.22: Tim thdng tin tdi khodn tic may tinh cue bo. 


4. Nh£*p chon muc Custom, tiep theo nhap nut Custom Options. 


Muc n&y c 6 chilrc nflng cho phep tuy chinh danh sach ttr dien va 
hash (xem hinh 2.23). 



Hinh 2.23: Nhitng tuy chon trong muc Custom. 
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5. Nhap nut Dictionary List de md tir di6n nia ban vita tao. Tiep 
theo nhap nut. Add de dua tir dien vao danh s£ch, sau do nhap 
OK de &p dung (xein hinh 2.24). 

6. Trong hpp thoai Custom Auditing Options, nh&p OK de ap dung. 

7. Tiep theo ban nhap Next hai Lin v& nh&p Finish de thi/c hi^n 
(xem hinh 2.25). 



Hinh 2.24: Them til dien vao danh sach . 


1 ** «PH4kt 1X5 (Unlit 1*46] 


|J V»v* iMi-ori feemedate Heto 

[C ti 1? & ♦ ► » ■ S © 






Hinh 2.25: Danh sack password dupe hi&’n thi. 
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3. Tim password Windows tti tap tin SAM 

Bing cdch n&o d6, ban c6 di/Oc t&p tin SAM cua Windows de tim 
thong tin trong tip tin n&y Ban c6 the stf dung LC5, cic bifdc thirc hi£n 
nhii sau: 


1. Tai giao di£n chinh cua chtfong trinh, v&o menu Session > 
Import. Tiep theo, nhap chon vio muc From SAM file. 

2. Nhip nut Browse de di chuyen den thif muc chufa file SAM, vi du 
D:\SAM, sau d6 nhap OK (xem hinh 2.26). 


local machft* 
r Remote mahra 


[P PtoiiiwiVfe jl 

h-orr, PWCSJMP tie 
l~ *ran\ Unix shadow I 


A SAM Hm n lo«*ad and raccatsOla whae trim <*>■» «tix) system 
that uMt K b n i urn. You *nrr copy a 5AM Ha by twctnj another 
opm atmg system such as 005 (rumMtt ntfs005). v Lhux (wfth 
NT^Sfla system u***rt> and 'etnrdng ft from tt* target 
System, or you may retrte-ve I frcm a bacfajj taoe, from a 
Wrdo»« Mi emergency Reoar Disk, at ft am • ret*w riroctorv on 
the system hard drum 'ki OK to Sepcrr ■ copied SAM Ha 

—■ IMPORTANT NOT^ l If you retrieved the SAM riafnm a 
Windows 2000 or XP machine, ft is vm~y *a*y that ft is Sr*EY 
anrryptad 1 STSKFY hashes are Strong encrypted and «~ft kftOT 
ba found using a password a acker* 


□ 


Hinh 2.26: Di/a file SAM uao, 


3. 


Sau khi Import file SAM v&o chi/cmg trinh, npi dung cua file SAM 
dtfoc hien thi trong giao dien chinh cua chuang trinh (xem hinh 


2.27). 



Hinh 2.27: N6i dung file SAM. 
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4. Tiep theo, ban tien hdnh tim password b&ng phtfcmg phap nha da 
trinh bdy tr&n. 

4. Tim lai password Windows Server 2003 qua LAN 

Chtfcfng trinh c6 ti£n fch giiip ban tim lai password Windows qua 
mang LAN. Be tim di/oc password bing ti£n ich ndy, yeu cdu ban phdi co 
ddc quyen quan tri tren he thong Windows Server. Cdch thiTc hi£n nhu sau: 

1. Tai giao di$n chinh cua chuang trinh, vdo menu Session > 
Import. 

2. Nhdp chon vdo Remote machine (xem hinh 2.28). 

Muc ndy chi dp dung cho h$ dieu hdnh Windows NT/2000/2003 vd 

Unix. 



Hinh 2.28: Chon Remote machine. 

3. Tiep theo, nhdp nut Add, sau d6 nhdp vdo ten mdy tinh mu6h 
remote, vi du server, sau d6 nhdp OK (xem hinh 2.29). 



Hinh 2.29: Nhap vdo t&n may tinh muSn remote. 

4. Tiep theo, nhdp vdo username, password vd tdn domain cua mdy 
tinh muon tim password (xem hinh 2.30). 
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Enter Credentials 


Please enter credentials for an account with 
Administrator privileges on the machine 



server 

User: 

Password: 

Domain 

Save these credentials for future use 





Nhap username 


nhap vao domain 



OK | Cancel 


Hinh 2.30: Nhdp thong tin dang user vd domain. 

5. Sau khi danh sdch cdc t&i khoan difcrc hien thi trong giao di£n 
chinh cua chuong trinh, ban tien h&nh d6 tim nhu c&ch da gidfi 
thieu a tren (xem hinh 2.31). 


1 P y«fakelC5 [1 Infilled?] 


pern Senion S^hodiiu tjotp 

Ictcfrc? A4 ► » ■ SB e> 




Hinh 2.31: Password duac tim thd'y. 

HiMng dan them: 

• Ngo&i nhtfng chufc n&ng chinh nhu da gidi thieu trong phan tren, 
chucrng trinh c6n cho ph£p ban tim password ttr nhufng tap tin 
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LC4 (day 14 nhumg flies t£r chucrng trinh LOpCrack c6 phien bdn 
cu hem), PWDUMP, v4 ede file shadown cua hg dieu hdnh Unix vd 
nhi4u tlnh ndng khde nufa. Ban c6 the tham khao th£m khi stir 
dung chtfOng trinh. 

• Brute-Force (thtif sai): La phircmg phap kiem tra tat ca ede 
tritang hap cua chu6i password co chi£u dai nho (chudi password 
cd chieu dai nho hem 5 hodc 8 ky tif). tJu diem cua phuong phdp 
nay la n6 co the tim ra password nhanh chdng. Tuy nhien, khong 
phai tdt ca ede Irufing hap deu co the tim ra password, vi chudi 
password c6 do dai lorn hon 16 ky ti X va tuan theo cac quy tde ddt 
password thi phuong phap Brute-Force khong kha thi do thefi gian 
tim se rat ldu Be khde phuc han che nay, phtfemg phdp dd tim 
password b&ng tif didn ra ddi. 

• Tim password bdng t\X dien (dictionary): Bay 14 phtfcfng phdp 
db dm password dira vao tarn ly ddt password cua ngifdi dung 
nhu: Ho ten, ngay thdng nam sinh, mot s6' sif kien,,. C4c chifcmg 
trinh d6 tim password se so sdnh t£mg til trong tir dien vdi chu6i 
password cua t4i khoan ngifdi dimg de tim. Tuy nhien, khong phai 
password nao cung tim thay do ngon ngtf d m6i Quoc gia khde 
nhau. VI du, a Viet Nam hay Trung Quoc nhtfng tir nhu: emyeu, 
bonghong, thanai thi phircmg phap t it dien khong kha thi. 

V. Windows Password Cracker V. 2.1.9.0 

Khi co dirge file SAM cua he didu h4nh thi cong viec tiep theo la 
gidi ma password co trong files n4y. Mot trong nhiifng phan mdm hay 
nhat giup giai ma files nay 14 Windows Password Cracker. Chuong trinh 
cung cap hai edeh giai ma ca ban d6 la Brute-force (thtir sai) v4 Dictionary 
(tir dien). 

Ban c6 the download chtfong trinh ndy tai website 
www.minhkhai.com.vn, thir muc Chapter 2. Sau khi gidi ndn v4 c4i d&t, 
ban thife hien nhu sau: 

1. Tim lai password b&ng phtfdng phap Brute-force 

Sau khi c4i ddt Windows Password Cracker, de tim password cua 
ede users trong mdy tlnh cue bp ban thuc hien nhif sau: 

1. V4o Start > Programs > Windows Password Cracker > 
Windows Password Cracker de chay chifcmg trinh. Giao di£n 
nhirhinh 2.32. 
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2. Nhdp niit Import Users, chifcmg trinh s@ tir dpng nhap cdc users 
hien c6 trong mdy tinh vdo danh sdch a giao dien chinh cua 
chifcmg trinh (xem hinh 2.32). 



„ Windows Paviwtwd Crarkrr 


If*'!&» 


*©G*E 1 




L Uwt 3 C*m* ow-wrt [ 

z no oat] 

oon z : s o «<ur»r *' o% ’ 


Hinh 2.32: Danh sack cdc users trong may tinh. 

3. Vdo menu Service > Options de md hpp thoai Windows 
Password Cracker - Options, tiep theo ddnh dau chon vdo cdc 
muc trong thd General: 

• Perform “intellectual” check of password: Kiem tra 
password b&ng thuat toan thong minh. 

• Check early found password from twc.DIC: Kiem tra mat 
khau trong tuf dien. 

4. Nhap chon t.h£ Brute-force, tiep theo ban ddnh ddu chon vdo cdc 
muc sau: 

• Latin small simbols [a..z]: Ki£m tra password bkng cdch so 
sanh vdi cdc ky tir Latin thirdng tir a - z, 

• Digits [0..9]: Cdc con so tCr 0 - 9. 

• Latin capital simbols [A..Z]: Cdc tir hoa tir A - Z. 

• Spectial Sombols [!@#$...]: Cdc ky t.i t ddc bi^t. 

• Space []: Ky tif khoang trdng. 
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imu 


• Minimum passwords length, character (s): Do dki nho nhtft 
cua ky ttf, ban nhap \k 1. 

• Maximum passwords length, character (s): Nh&p v&o do d&i 
ldn nhAt cua password. M&c dinh 127, do dki theo phan tich 
rieng cua ban, Sau d6, nhap nut Check de rip dung (xem hinh 
2.33). 



Hinh 2.33: Crack password bdng Brute-force. 

5. Tiep theo, nhrip nut Start Attack de' tien hanh crack. 

Ngorii ra, ban c6 the vrio menu Service > Start Attack de thifc 
hien (xem hinh 2.34). 



Hinh 2.34; Ti$n hanh Attack. 
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2. Tim Password b&ng tit dien 

thtfc hien tim password bkng tilr dien, triftfc tien ta phai xay 
dimg mot US di£n Mot tir dien hieu qua thi n§i dung cua n6 phai chiifa 
nhCrng thong tin lien quan den nhuTng ngufri svV dung mdy tinh ma chung 
ta din tim password, vi du: Nhtimg thong tin lien quan den ngay thang 
nam sinh, scr thich, scr gh£t., gia dinh, ban be, 

Han mof nodepad va nhap cdc thong tin vao. Sau d6 loti chting ducri 
dang dictionary.txt ho&c dictionary.die, hai dinh dang nay hay diiqc 
cac chi/ang trinh d6 tim password ho trd (xem hinh 2.35). 


E3 i* fo* t3*t 

t;i,'9^/1982 
vud : nhs. ang 
vu chithjy 
tranChiDicha 
vnts.vn 
vnes 

hvaonlire 

vurti nhmonghack-er 

cjuacili 
qud'<ytrurq 
howrani t< ih^-* 

J 1oveyoubjt'1icJ 
hoa r gquoc c a i 
uni \/er?i 


Hinh 2.35: X6y dung tit dien. 

Thifc hien tis birdrc 1 den budre 2 cua muc “Tim password hang 
phi/cfng phap Brute-force”. Tiep theo, trong hop thoai Windows 
Password Cracker - Options chon the Dictionary (xem hinh 
2.36). 



Hinh 2.36: Chon the Dictionary. 
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2. Nhap nut Add d£ diia tit di£n vao danh s£ch (xem hinh 2.37). 


[ Window* Password Crackor - Options 

®1 

General | Brute ^o«ce Okrtonary | 

1 


ADD 
DELCTf 
MAR*. ALL 
UNMAm: AU 


O 8 * 


Dictionary hwu 



Hinh 2.37: Dua ti( dien vdo danh sack. 


3. Tiep theo, chon the Brute-force. Sau do, bo chon ft Uit ca cAc 
muc trong the nay (xem hinh 2.38). 


[ Window* Password Cracker 

Options 

m 

General Bnio-tctoo | J^ctronary | 

Symbok »or attack 

Q Al prmable 

□ Labn tmal tymboh [a. 2) 

□ DrgSilCl 9| 

□ latir capital jyrnbob JA 2] 

□ Soociol tymbofa l'0«l 1 

□ Space 11 



□ 1 1 



Forming d powserurda 

Mnantan pasiwotdi length, char octets). [__^ 0r4y Int fi! 

Maxarvan pauerurds length, charactors) } 1 ^ * 

Ha;he- attack 






Hinh 2.38: Bo chon 6 thd Brute-force. 

4. Nh&p nut Check de ap dung, sau cung nhap nut Start Attack de 
tien hanh tim (xem hinh 2.39). 
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IS*®* 



Hinh 2,39: Password dtioc tim thdy. 


3. Ma hoa d\J li^u 

Be tien h&nh ma hoa hoac xem chum ky tu ducfc ma hba ra sao, ban 
v£o menu Tools > LM/NT - hash generator de md hop thoai Windows 
Password Cracker Hash Generator. 

Tai muc Password, nhap v&o password de so sdnh, vl du nhif 
viethacker (xem hinh 2.40). 


i\i Windows Password Cracker - Hash generator [fO if^Tj 


LM/NT -hash goner a*oi 

Password |MMM __] 

LM hash 

NT hash ^ 1 **£- <■• • 1 

_ & S* 

Hinh 2.40: Nhdp password de' so sank. 

VI. Advanced Windows Password Recovery 
2.9.2.224 

Advanced Windows Password Recovery la chtfong trinh de tim tat 
cd cac loai password Windows nhtf: Password dang nhap (de tim dtftfc 
password nay thi ban phai c6 dac quy4n administrator), Password 
Screensaver, password .NET Passport, password RAS va dial-up, 
password cua tai nguyen chia se. Chtfcmg trinh cung hi§n thi tat ca cdc 
users va groups, cho phdp chay bat ky mpt chtfcmg trinh nao vdi tai 
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khoan khfic, hien thi password hashes, doc password hashes tit files SAM 
vfi SYSTEM, hien thi nhufng password fin dirdi cfic dfiu sao (*). Ban c6 the 
tim password theo hai hinh thufc Brute-force vfi Dictionary trong file 
PWL (doi vdi Windows 9x). Ngofii ra, no c6n hi£n thi ID cua Window's vfi 
Microsoft Office. 


Sau khi giai nfin vfi cfii dfit chifcfng trinh, ban thiic hien nhu sau: 

1. Xac dinh password d&ng nhap 

ChUcmg trinh nfiy cho phfip ban xfic dinh nhufng thdng tin lien quan 
den qua trinh dang nhfip nhu. Ten may tinh, tfii khoan vfi che' dp tif dong 
logon. 

1. Be thifc hipn, tai giao dien chinh cua chiTOng trinh, chon muc 
menu, sau d6 nhfip Logon password, dai mot luc chtfang trinh 
se thong ke nhufng thong tin lien quan den qufi trinh dfing nhfip 
vfi hien thi trong 6 b£n phai (xem hinh 2.41), 


‘■ThOTnfi thong tin 

ihotig k£ 


Advanced 

Rev*(*l»on 
flwn-w PN*A. 
Opbona 
Ho<p 
Erf 


Hinh 2.41: Nhrtng thong tin thdng ke. 

Tai muc Logon password nhfip nut Modify. Tiep theo, nhap 
password cu vfio muc Old password vfi nhap password mdi vfio 
trong muc New password (xem hinh 2.42). 
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Cancel 


Hinh 2.42: Doi password cho tdi khodn logon. 

3. Neu chi/ang trinh kiem tra qua trinh dang nhap vao mdy tinh vdi 
t&i kho&n da chi dinh chiia dSt che dQ Auto logon thi mac 
chon enable auto logon xu&t hien. Neu muon Hi dong dAng nhap 
vdi t4i khoan administrator trong nhufng lAn dAng nhap sau thi 
nhap chon v&o muc Enable auto logon de md hop thoai 
Confirmation. Tai hdp thoai nay ban nhap vAo tAi khoan can 
logon tu dong trong muc Auto logon user name vA nhap vao 
password cua t&i khoan nAy trong muc Auto logon password 
(xem hinh 2.43). 


Hinh 2.43: Tu ddng logon. 

2. Xac dinh thong tin chia se 

Muc nay cho ph£p ban xac dinh nhCfng thdng tin chia s£ nhir cAc 
thiX muc vA 6 dia di/dc chia s& trong mAy tmh cue bo. Til dd ban c6 the 
SLfa nhufng thong tin nAy, hoAc them nhufng thif muc hoAc 6 dia chia se. 
CAc bade thirc hien nhu sau: 

1. Tren giao di£n chinh cua chi/omg trinh, chon muc menu, tiep theo 
nhap chon Shared info. 




. £££ Adminislratnij 
P^sss cu 
.*•113 | pass moi 
PI Write new logon password to cache 
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Chifcmg trinh se hien thi nhutag thtf muc v& o dia duoc chia se trong 
mriy tinh cue bd (xem hinh 2.44). 



Hinh 2.44: Xdc dinh nhdng thong tin chia s£. 

2. Neu th£y nhting thong chia se chira hop ly, ban c6 the chinh sufa 
lai b&ng c£ch nh&p vko thu muc chia se, sau d6 nhap nut Modify 
vk nhap v5o ckc thdng tin nhtf: Dufrng dan thu muc chia se trong 
muc Directory, so liTOng users duoc truy cap trong muc Max 
Users (xem hinh 2.45). 



Hinh 2.45: Chinh sita thong tin chia s£. 
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3. Ban cung co the them nhCfng thu muc ho&c 6 dia chia se. De thirc 
hign, nh£p nut Add, sau do nhap c£c thong tin chia se nhit: 

• Share name: Ten hien thi cua thif muc mudn chia se. 

• Type: Loai chia si 1& mot trong nhCmg loai diroc chi dinh sau. 

• Disk drive: <5 dia. 

• Print queue: H&ng dgi m&y in. 

• Communication device: Thiet bi tray£n thdng. 

• Interprocess communication (IPC): Chia si theo IPC. 

• Special Share: Chia se d&c biet. 

• Unknow: Kidu khac. 

• Directory: Nhap v&o thif muc chia se cua chiton g trinh. 

• Max users: S6' luong t6i da user ducrc phdp truy c&p v&o thif muc 
(xem hinh 2.46). 



Hinh 2.46: Chia si thdng tin. 


3. Tao ttf dien va Brute-force 

tao tit dien, ban mo nodepad v& nhap v&o c£c thong tin lien 
quan den c£c users trong m<iy tinh, sau d6 luu lai vdi ten Dictionary.die 
(xem hinh 2.47). 
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r Dictionary Notepad 


tjm l 

■ -J 0* Format \&> 



01/08/19W 
vucMnnsanq 


4k 

vutMthuy 

tranth1b*cha 



vnes.vn 
vnes 

hvaonl1ne 

vudlnhcuonghacker 



quanl? 
quaogt rung 
howcanltether 

11oveyoubut111ed 
hoangquothal 
university 
vlethacker 


& 

1 


Hinli 2.47: Noi dung tit di£n. 


1. Tai giao di£n chinh cua chifcmg tiinh, chon muc Options. Tiep 
theo, chon muc NT hash options. 

2. Ddnh dau chon vko ckc muc sau: 


• Check short password: Kiem tra ckc password ngdn. 

• Dictionary analysis: Tai muc n&y nhap vko dLfdng dan chufa file 
Dictionary .die mk ban vita tao. 

• View only the recovery hashes: Xem password dtfcfc tim thay. 

• View password History hashes: Xem thong tin password. 

• Look for passwords stored in Active Directory: Tim 

password trong Active Directory (xem hinh 2.48). 



Hinh 2.48: Nhdng thid't Idp trong muc NT hash options. 
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3. Nhap chon Menu, tiep theo nhap Recovered hashes. 


Chucmg trinh se thifc hien tim password cua ckc users hi£n c6 trong 
mdy tinh (xem hinh 2.49). 



Vary m fflg we taE& dwl 'ooi.tg ^c I 


k.jyjiuft'rl*, 


to «ta»i<3*arinq U»- . 




R«m*rka 


Bssword 


dlftfo 


lira 


oho 


ea 


use 


»» Advanced Windows Password Recovery v2, 9. 1 . 224 


fZl ® 


Hon menu 


Logon yji wl 


RrcflvwfiJ h**h*« “ 


Hinh 2.49: Password ditgc tim thdy. 


Hu'dfng dan them: 

Muc n&y c6n cho ph£p thay doi hash cua t&i khodn diigc chon. De 
thtfc hign, nhap v&o tai khoan mud'n thay d6i, sau do nh£p nut Modify va 
nhap v&o hash tifefng ling cho tai khoan. 


4. Nhtfng chute n&ng nang cao 

Tai muc n&y chtrong trinh cho ta nhtfng thong tin ve tki khoan 
ngiidi dung, thong tin ve CD key cua Windows vk Office. De thtfc hi£n 
ban hm theo ckc btfdc sau: 

1. Tai giao dien chinh cua chtfcmg trinh ban chon muc Advanced 
features. 

2. Nhap muc Groups and Users, chirong trinh thong ke nhiimg 
thong tin lien quan den Group va Users. De xem thong tin user 
administrator, nhap phai chu$t v&o muc Administrator > 
Administrator > View item info (xem hinh 2.50). 
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Information 


Name: Admnrstr at or 

Password v-as set. changedoi *er#e<j: 18-10-2007 22 17:35 
Privilege: administrator 

Comment Boifc -tn at'.ount fo« edmirrsterlng the rompiJtef/domain 
Rags:logon script executed 
Last logon 19-09-200 ? 08 28:33 

Ha* amount of d*sk space the osar can usa all available 

SuccessfuVy logged on counter: 5 

Server to which logon requests are sent: \\" 

User s P.ID: 500 

Primary <3obal Group RID: 513 


Hinh 2.50: Xem thong tin user administrator. 


3. D6 xem nhCimg thong li£n quan d£n CD Key cua Windows vk 
Office, ban nhkp vko inuc Windows CD Key (xem hiinh 2.51). 



>94nr*t*r i wxa 

IS rataT cirm > 0*> 10 300/ 

- ptoduc. ID . 55771 b4H 1 *053 2*06 

> JD/T3UH3fiNx7W3W 7n3XT-Ovnra 
'produnrQ I K7TIBfeOtva*.M3SS 73SX 
L f«cir*»c*V-y . JDJT3qWW-X/W7W 7W >:1 OVWPQ 

isomo-nyoir-oducMp > Hsaefr/o? 

•S nUkm fl3 0} product U-v > fcfiFV, 7 /23B avAXSXTG44-BC7D8 


kltng Ih6ng t] 
lUtfc tini thflv 


Hinh 2.51: Nhdng thong tin CD Key. 


VII. Proactive Windows Security Explorer™ 

Proactive Windows Security Explorer™ viet t&t PWSE MT la cong cu 
giup kiem tra do an to£n cua password tren Windows XP, NT, 2000. Day 
lk m§t cong cu hCfU ich giup cho quan tri vien xkc dinh vk tri£n khai h$ 
thong bao mat password. 

Chuang trinh ho trq mpt so chtfc nkng chinh nhiX: Kiem to£n, tim 
lai password tit nhOlig files dump (pwdump/pwdump2/pwdump3), Registry 
cua mky tinh, registry of dang nhi phan (SAM/SYSTEM), b$ nhd mky tinh 
cue bo v& mdy tinh di£u khiln til xa, bao gom ca Active Directory. 
ChtfOng trinh c6 the suf dung phuemg thufc Brute-force hokc Til dien. 
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Hinh 2.52: Nhdng thi&t Idp trong muc Brute-force. 
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Hinh 2.54: Dua til diin vao danh sdch. 


3. Chon the Hashes, sau d6 nhap chon vdo muc Memory of local 
computer di qudt cdc tdi khoin vd password trong mdy tinh cue 
bQ. Sau cung nhdp nut Dump for memory (xem hinh 2.53). 


Hinh 2.53: Nhdng thdng tin duoc tim thdy. 

2. Xac dinh password ttf t&p tin SAM va SYSTEM 

xdc dinh th6ng tin ede tdp tin SAM vd SYSTEM c6 tnfdc, ban c 6 
th£ stf dung ti§n ich ndy. Ngodi ra, muc ndy c6n cung cap cho ban mot tit 
diln rift manh kho&ng 10.638.490 tir. thirc hi$n, ban 14m nhtf sau: 

1. Nha'p chon muc Dictionary, sau dd nhdp nut Dictionary list. 
Tiep theo, nha'p Add di dita tir dien vdo danh sdch (xem hinh 2.54). 
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2. Nh£p chon th& Hashes v& nhap chon vao muc Registry files 
(SAM, SYSTEM). Sau do nhap nut. Dump de md h$p thoai 
Dump hashes from registry file (xem hinh 2.55). 



Hinh 2.55: Tim thdng tin til files SAM SYSTEM. 

3. Nhap chon v&o File name of the SYSTEM Registry file, ti£p 
theo nhap Browse de dua file SYSTEM v&o. 

4 Nhap nut Browse d muc SAM Registry d£ dua file SAM vao. Sau 
cung nhfip nut Dump de thifc hi£n (xem hinh 2.56). 



Hinh 2.56: DiXa File SAM va SYSTEM vao. 
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5. Sau khi nhap niit Dump, chifcfng trinh se dua danh sach cdc 
thong tin dirge hi4n thi tren giao dien (xem hinh 2.57). 


* Pro«r'tv* Windows Security txptorcr 1 10 Untitled.Itdl 


f-plfR) 


E<* QpUor« [jeta 

ji *? *!&#***• Or* 


Attack type: (t;D«*on«v lhxh 

H OiHvnmv 


nrtnr. • pmm-J Hr- 

O Dtxnc l*» (fWOl TM P-*_« I 0 Pegimy d k>C.d 
C H«™>V of bee concern ft 

W»r rSftM ^TTW^ 


r ^ 





* Um 

500 

not 

■■300 l M*NTLM 
St'PPOHI J fl TOOL? N*lX 

*r*- ■ 1003 LX-mo* vuct 


P-71 


■ I* «] 



Sfc'J* m #rrnLrl lut *)■< 

jjlidN* xuxxmrfc* 

j^ccoonr la ProvrSna 0»| 

* 


21 ID 2007 102/ 12 fo^Ni-oe*»*^d*oi«*e--KeDfc-i- |wic.| 

21 lC.nHM027 12 >ech»* IVUli,' 

.M 102007 IO»52 S»^r,...r|,^>o'M JiiMM 
21 ’0 2CC' 10 WSJ I’ijar m>c«kJ lucceuh* 





Hinh 2.57: NhiZng thdng tin dtfoc tint thdy. 


3. Xac dinh password qua LAN 

Chiiong trinh nay cbn cho ph£p ban xac dinh dp an toan password 
cua bat ky mot mdy tinh n^o trong mang. Chi edn a mpt may tlnh b&t ky 
trong mang LAN ban cung c6 the ket noi den mot may khde de tim 
password va xac dinh do an toan cua chung. Phifcmg phap thifc hien nhu 
sau: 

1. Tai giao dien chinh, nhap chon th4 Hashes, tiep theo nhap chon 

Memory of remote computer. 

2. Tai muc Remote computer name, ban nhap ten may tinh muon 
remote theo cu phap: 

WTen may tinh muon remote , vi du Wserver . trong d6 server la 
ten may tinh muon remote, sau d6 nhap nut Dump de ket noi (xem hinh 

2.58). 

Ban cung c6 the nhap nut Browse dl hi4n thi cac mdy tinh dang 
chay trong mang LAN, sau d6 chon may muon ket noi. 

3. Tiep theo, ban nhap username va password d! chtfng thifc dang 
nhap. Username phai la tai khoan administrator hoac c6 dac 
quy4n tiferng difemg vdi tai khoan nay (xem hinh 2.59). 
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Hlnh 2.59: Nhdp username vd password. 


4. Sau khi d&ng nhap v&o m4y tinh server, c&c thong tin m& chtfcmg 
trinh tim dtfoc hien thi trong hinh 2.60. 



Proactive Window* Security I aplorer 1 10 Unltlted hdl 


Attack t/p« O 


SYsiEui 


Hlnh 2.60: NhQng thdng tin thSng k$ dupe tr$n Server. 
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VIII. Xem password dang sau dau sao (*) 

1. See Password 

Moi khi nhip password v4o mpt muc nio d6, thay vi hign thi 
password dirdi nhtifng k? tif thong thtfdng, chufcmg trinh hi£n thi chung 
dtfdi dang nhCimg d£u sao (*) hay ddu chim (•). V4y 14m the n4o 6i biit 
dude nhtfng ky tif ding sau nhtifng diu * hay • n4y. BA giai quyet vtfn d£ 
n4y, ban c6 thA sijf dung chifcmg trinh See Password. 

Sau khi giai n£n v4 c4i d4t chiiang trinh v4o m4y tinh, ban thifc 
hi£n nhtf sau: 

1. V4o Start Programs > See Password > See password dA md 

chutmg trinh. 

2. Nhap v4o bit ky vi tri n4o tren giao di$n cua chtftfng trinh, ddng 
thdi nhin giCT chudt trii v4 k6o chi/ong trinh den vi tri cin xem. 
Password dtfoc hi§n ra ding sau tAm gtfcmg cua chtfong trinh (xem 
hinh 2.61). 

Ban dp dung cdch tifcrng ttf de xem password ding sau dAu sao (*), 
hay dAu chAm (•) tr£n nhutog chifcmg trinh khdc nhau. 



Hinh 2.61: Password dtfoc tim thdy b&ng Seepass. 

2. Xem password b&ng chtfcfng trinh Asterisk Key 

Asterisk Key khdng cAn kdo v4 thi v4o vung cAn xem password, hoat 
d$ng cua chifcmg trinh tifcmg dAi dA ddng. Khi ban thAy mQt chifcmg trinh 
nAo d6 mA password cua n6 dang difoc hi£n trong edit box (hpp soan thao) 
diidi dang nhufng dAu sao (*) hay dAu chAm (•) thi Asterisk Key 14 m$t giAi 
phdp to4n di$n giup ban hiAn thi nhanh nhufng password n4y. 

Sau khi giai ndn v4 c4i dat chtfcmg trinh v4o m4y tinh, ban thifc 
hi§n theo c4c bifdc sau: 






Chtfcfng 2: Tim lai password Windows 


1 V&o Start > Programs > Passware > Asterisk Key d£ md 

chtftfng trinh, giao dien chinh cua Asterisk Key nhtf hinh 2.62. 


Hinh 2.62: Giao dien cda Asterisk Key. 

2. Nhap mit Recovery de tim kiem tat ca nhtimg password dirge 
hien thi diidi dang dau sao (*) hodc dau cham (•). 

Luc n&y, moi password dirge che dau b&ng dau sao (*) hodc dau 
cham (•) d$u dirge hien thi (xem hinh 2.63). 


Hinh 2.63: Password dugc hien thi. 

Hiicing d&n them: 

Ky thuat xem password dkng sau d£u sao (*) chi c6 the dp dung 
tren mot so h§ dieu hdnh nhir: Windows XP (ttr SP2 tref lai), Windows 
2K, D6i vdi Windows XP SP3 hoAc Windows Vista thi ky thuat n&y 
khong kha thi. 
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Chitctng 3: 

TIM LAI PASSWORD TAP TIN 

4 m 


• Tim l^i password tren t§p tin cua Winrar. 

• Tim lai password tr€n t£p tin cua Winzip. 

• Tim lai password t$p tin nen. 

• Tim lai password cac t$p tin cua MS Office. 

• Tim password cac t£p tin cua Adobe Acrobat Reader. 

• Phuttng phap d$t password cho cac t$p tin. 

Ban dang thtfc hi$n nghi£n ctfu mpt d£ tki nao d6, vk muon tiep ckn 
vdi mpt t&i lipu chuy&n ng&nh, chlnh vi v&y giii phdp diu ti£n Ik tim 
thdng tin tren Internet. Ban da mit nhieu thdi gian vk cong sufc de tim 
ki6m vk download tai li$u, nhung m6t trong s 6 chdng lai dune bao ve 
b&ng password, vk khong th£ truy cap dutoc. 

Chifcmg nky se gidi thieu d£n ban mpt s6 ckch tim lai password 
tr§n nhutag tip tin cua m§t so' phdn mem th6ng dung nhil MS Office, 
Winzip, Winrar vk Adobe Acrobat. 

Ngo&i ra, chufdng nky cung gidi thipu den ban c£ch dfit password an 
to&n cho nhtfng loai t4p tin tr£n. 

I. Tim lai password tren tap tin cua Winrar 

1. Chttong trinh Rar Password Recovery 

Day \k mpt chuong trinh chuy£n dung, nd cho ph£p nhanh chong 
tim lai password tr§n nhutag t$p tin cua Winrar, 

Chuong trinh dupe cung cap tai website www.mmhkhabcom.vn, 
phan download. Sau khi giai n6n vk c&i d&t, ban thtfc hidn nhif sau: 

1.1. Tim password bhng phUcfng phap Brute-force 

Phtfcmg phap nky rat hieu qua de tim lai nhtfng password cd do dki 
nhd. De thirc hi£n, ban l&m nhu sau: 
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1. Vao Start > Programs > Rar Password Recovery > Rar 
Password Recovery de md chirong trinh. 

2. Nh&p nut Open md t&p tin muon tint password. 

Vi du tim password tap tin c6 ten Crack Tools.rar. 

3. Tai muc Method attack, chon Brute-force attack. 

4. Tai the Brute-force ban chon cdc muc thiet l£p sau: 

• Digits (from ‘O’ to 4 9*): Cdc con so tir 0 den 9. 

• Uppercase letters (from ‘A’ to ‘Z’): Ky tir hoa tCr A-Z. 

• Lowercase letters (from ‘a’ to V): Ky tir thtfdng tir a-z. 

• Special simbols (*!’, *?*, 4 @\.. ): Cdc ky tir d&c biet. 

• All printable simbols: TSt ca c&c Ilia chon. 

5. Tai muc Start from, nh£p v&o ky tir b£t ddu. 

Can cur vao ky tir ban nhap chirong trinh se bdt ddu tim v& ket hop 
ky tir nay vOi nhutag ky tir khac. 

6. Tai muc Password length, d Minimal length, nhap vao dp dki 
password nho nhat; d muc Maximal length, nhap vko do d&i ldn 
nha't cua password (xem hinh 3.1). 



Hinh 3.1: Nhilng thiet Idp khi crack bdng Brute-force. 
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7. Nh£p nut Start, chirong trinh ti&n h&nh tim kiem, so s£nh v& 
giai ma, Sau cung, neu tim thSy password chirong trinh se xu&t 
hien hpp thoai thong b&o nhiX hinh 3.2. 


Password recovered fX' 



Hinh 3.2: Password duac tim thd'y. 


1.2 . Phitcrng phdp Booost-Up Engine 

Day la phucmg cdch dun gian, nhtfng thiet lap trong the nky chi l& 
nhtfng tuy chon cho ph£p ket hpp nhtfng muc da dtfpc dinh sSn, sau d6 
chuong trinh se ttf xu ly. De thtfc hien ban l&m nhtf sau: 

1. Nh£p nut Open de ind file Rar ma ban mudn tim password. 

2. Tiep theo, trong muc Attack method, ban chon Booost-Up. 

3. Chpn the Booost-Up Engine, tiep theo ban nhap chon vao c&c 
muc sau: 

• Check most combinations with higher probability: Muc n&y 
cho ph£p ket hpp nhtfng kha n&ng c6 the xay ra khi crack password. 

• Extremal: Chon mure ket hpp cao (xem hinh 3.3). 



Hinh 3.3: Phucmg phdp Booost-Up Engine. 
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ChUcfng 3: Tim lai password tap tin 


4. Sau khi qu3 trinh xuf ly ket thuc, chircmg trinh se cho chiing ta 
h$p thoai thdng bao nhOfng thong tin tira diroc nhu hinh 3.4 



Hinh 3.4: Password dilgc tim thdy . 

1.3. Phitotng phap ti£ dien 

1. Nhap nut Open de mcf file .rar ban mu6n tim password. 

2. Trong muc Attack method, chon Dictionary. 

3. Chon the Dictionary, tiep theo nhap Select de md tap tin tit 
dien da tao trade. Sau d6, nhap v&o d6ng ddu tien trong t£r di£n, 
mac dinh 1 (de chiicmg trinh b£t dau tim ttr vi tri d6ng ban 
nhap). Tiep theo, nhap nut Start de thtfc hi£n. 

Trong vi du nay sd dung t&p tin Wordlist.txt (xem hinh 3.5). 



Hinh 3.5: PhUong phdp crack password bdng tit di$n. 
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4. Sau khi qu4 trinh xuf ly ho4n thien, chiitfng trinh s4 thdng b4o 
den ban nhufng thong tin m4 n6 tim diroc<xem hinh 3.6). 


Password recovered 


T otal passwords 
T ested passwords 
T otal lime 
Recovering speed 
Password 
File 

Save... 

Hinh 3.6: Password diigc tim thdy. 

2. Advanced Rar Password Recovery 

B4y cung 14 chufcmg trinh giup tim lai password cho nhufng t4p tin 
cua Winrar. 

C4ch sir dung tiTcmg tir nhif chirang trinh Rar Password Recovery 

tr£n. 

II. Tim lai password tren t|ip tin cua Winzip 

1. Advanced Zip Password Recovery 

Nhufng t$p tin c6 dinh dang .zip duoc sOr dung kh£ pho bi£'n, vi 
Winzip 14 mot trinh n4n duf lieu r4't hay. Hon nufa, Winrar ngo4i dinh 
dang rar m4c dinh, chucmg trinh c6n hd trcf nen v4 gi4i ndn dang .zip. 
Chinh vi v$y m4 nhufng t§p tin .zip c6 rat nhieu tren Internet. 

Sau khi giai n6n v4 c4i dat chiicmg trinh, ban thiTc hien nhtf sau: 

1.2. Phiictng phdp Brute-force 

1. V4o Start > Programs > Advanced Zip Password Recovery 
> Advanced Zip Password Recovery d£ md chtfcmg trinh. 

2. Nh4p Open de md tap tin .zip muon tim password. Vi du, tim 
password tap tin Winice.zip. 
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3. Trong muc Type of attack, chon Brute-force, d& dd tim b&ng 
phifcmg phrip ket hop cac ky tif (xem hinh 3.7). 


5 ? AZPR 3.54 


Q 8 



dRKMKiy 


ifdng di n chifa 
ip tin o^n oracld 


enchfTwk 


— 


□ pen 


About 


Help 


Type of attack 


:D AeMuleMocommg^Nelwofk Tiaa 

; Range Length | Dicti onary ( Plain-text || Auto-sav e jj Opti ons [j 
Brute force range options 

□ Al caps latm fA • Z) 5^ 

□ Al smal lain fa 7) ^CllO U phlfrtnj 

0AlcMs (0 -9) 

□ Al special symbol (!<S> ) 

BaUwUuc User-defined □ % 


Status w indow . .... 

110/23/2007 7 52 21 AM • AZPR version 3 S4 build 1 launched, unregistered version. 
I some features disabled 


Current password Average speed 

Time elapsed Tme remaining 

Progress indicator 

05s 

AZPR version 3.54 (c)1997^2003 ElcomSoH Co.Ltd 


Hinh 3,7: Chon tdp tin vd phuong phdp crack. 

4 Tiep theo, nhap chpn the Range v& tham khao cdc muc sau: 

• All caps latin [A-Z]: Tat ca cdc ky tif Latin hoa tir A - Z. 

• All small latin [a-z]: C6c ky tu Latin thif&ng tif z - z. 

• All digits: T£t cd cdc ky to' so tif 0-9. 

• All special simbols [!@...]: T£t ca cdc ky tif d£c bi£t. 

• Space: Ky tif khoang trSng. 

• All printable: K£t hop tdt ca cdc tif (xem hinh 3.8). 

5. Chon the Length, sau d6 nMp dAi nho nh&'t trong muc 
Minimum password length, mSc dinh Id 1 v4 ddi ldn nhat 
cua password trong muc Maximum password length 1& 100. 
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u u ► 

□pen Save Start 


Advanced ZIP Password Rj&cowtfJM 

I ► L. ® @ s> *2 


Benchmark Hefc Atxxrt 


10/23/2007 7 52.21 AM AZPP .em 

tc*n« featuiei batted 


Cunert pauv#o*d 
Tirw«apsed 
Proarets ndicator 


Average *peec 
T vne temarvtg 


ZPfl verson 354 |c| 1SJ7 AJG3 ElcomSoft Co Ltd 


Ena cted ZIP-ftie T «* cJ aHaci 

, 0 \<sMute'JncomrtTg\N ehvnrk T iecT • f Biu»e4orce 

C)af X?e j LeryJ&i Dcbooary : FWvtexi ^ Au to-tave j Opbora { Advanced 

Bwjte-fnrre range ripQ.jn: 

Start hem 

FjAlsmalletrrfa r) ' ============= 

BAldb*i(0-9) L Lndat _ 

^AIjpeaa»tvmbot»fi0 Mwk. ' 


Status «vindowi 


Hinh 3.8: Kdit hap ede ky tu de crack. 


Ndn thiet lap password c6 dd d&i vifa phai, ndu d£ dai qud thi tim 
password se mSt rat nhi£u thdi gian (xem hinh 3.9). 



Hinh 3.9: NhUng thiH Idp trong thd Length. 
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6. Nhap nut Start thifc hi£n. Sau khi qud trinh tim kiem hobn 
thien, chtfcfng trinh se xu&t ra mpt b&ng thong bdo cung vdi 
password m& chucrng trinh da tim th£y (xem hinh 3.10). 


| Password successfully recovered 

« ® 

pjgiwp . ^jjiWMPPTT mmm 


Tolal patmordi 



Totaf tone 






P«w>fcrd fa tha lie 

i?*Ji ., 


P«t*wordinHEX 


U Save. 

s/ OK 


Hinh 3.10: Password dugc tim thdy. 

1.2. PhU&ng phdp tim password bang tit dien 

1. Nhap nut Open de md tap tin .zip muon tim lai password. 

2. Tiep theo, trong muc Type of attack, ban chon Dictionary. 

Muc n&y cho ph£p ban chon phncrng phrip db tim. 

3. Nhap nut Open d£ md t&p tin mk ban muon \km tvf dien. Sau d6, 
ban nh&p v&o d6ng ddu tien d£ chi/cmg trinh tham chieu trong tif 
die’n d muc Start line. 


Loai tir dien phai cd dinh dang .die, vi du, sti dung tif diSn 
Wordlist.dic de tim password tap tin Winice.zip (xem hinh 3.11). 


A/PR version 3 54 


Q 

Opan S»v« 

CfKWiaP^»" ' 


► 

SMI' 


© ® 

BencHrvjrt Hofc 


0 

A bnj 


& 

Out 


7 *je o( attack 
' £>itfton *y 


R*n*», Lanjtfi Demrury [Rm*] AUS»*»v» i Optont ,A4.«nc*dI_ 
Dctorwy apboni 
Dcfonay trie pdh 



110/23/3007 ftl 

11 0/23/2007 8 7& 56 AM • Sww* bfuo-lac* , 

1 1<V?V2Q0? ft 18 56 AM ■ P*t*v*ofd tuccerriiJ^ racwvwd 1 
JlO/22/2Q07B1ft5SAM 1Z3T n a vahl wnwcul loi tw Me 


Awageipe**! 


Tm ibpMd 
Progw*» ndcato 

fPt 

IaZPR won 3 V |c) 1997 2003 ftwrtSoA CoUeT 


Hinh 3.11: Nhtfng thi&t lap trong the Dictionary. 
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4. Nh&p nut. Start thac hi^n. Sau khi hoan th&nh, chircfng triiih 
se cho chiing ta bang th6ng b&o vdi password ditoc tim th£y 
(3.12). 



Hinh 3.12: Password duoc tim tfidy. 


III. Tim lai password tap tin nen 

1. Advanced Archive Password Recovery 3.01 

D&y la chacfng trinh cho phdp tim password tren c&c loai t&p tin 

nhir. 


• ZIP/P KZipAVinZip. 

• ARJ/WmARJ. 

• ACE/WinACE (1.x). 

• RAR/WinRAR. 

Chacrng trinh ho tra r&t nhi&u dang tap tin nhir da trinh b&y. Vdi 
m&y tinh co cau hinh Pentium IV nhir ngay nay thi viec tim password se 
thdc hien rat. nhanh, phaofng ph&p thac hien va so sanh khoang 15 t.ri£u 
password trong trcin mot giay. Ngo&i viec tim password b&ng phirong 
phap Brute-force truy4n thong, chacfng trinh n&y cbn cho phdp crack b&ng 
Dictionary 

Sau khi giai nen y& cAi dat chucrng trinh, ban thufc hi$n nhir nhCfng 
muc trade dd tim password 

2. Ultimate ZIP Cracker 

Chirong trinh nAy cho phep ban tim lai password mot so loai tap 
tin cua nhufng chacfng trinh nha: Winzip, MS Word, Excel, v& nhOrng tap 
tin thac thi nha .exe. 
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No c6 the’ l&m vi$c tren moi loai phien bdn cua chc chucfng trinh, vi 
du nhu n6 c6 the tim password cua MS Word 97/2000/2003. Password cua 
chc chuong trinh dugc tim ra mot c£ch nhanh ch6ng. 


IV. Tim password cac t$p tin cua MS Office 

1. Accent Access Password Recovery 

Chiicmg trinh nay cho ph6p tim lai password tren nhufng tap tin cua 
MS Access (.mdb). 

Sau khi giai n£n vh chi d&t chucrng trinh, ban c6 the thuc hi$n theo 
chc buOc sau: 

1. Who Start > Programs > Accent Access Password Recovery 
> Accent Access Password Recovery de md chuong trinh. 
Giao dien cua chuong trinh nhu hinh 3.13. 



M Accent Access Password Recovery 


Search Options setup hdp 


0 ®® 


<3 ft ► O *3 


Information wndow 


FossvvgdRs <-P v y V.jy g ,102 j 'ecovers. 

- database password lor MS Access 6/95/97/2000/XP 
Please report any protfterr> or bug tound to the author at support@denqlecl com 


Anertior 1 It your software copy ts not registered ft wt* rot recover any password longer then ft 
characters. You need to register your copy to bypass this Imlatiori 


The versons history 
2 02 [October 12,2002] 
• - some rranor changes 


Step 1: Open the documcrft or a We ot recovery status 


A2PR © AccentSoft Uttbes, 2000-2002 


Revered copy 


Hinh 3.13: Giao dien cua Access Password Recovery. 

2. Nh&p nut Open de mcf file co dinh dang .mdb. 

Vi du, tim password cua t&p tin admin.mdb trong thu muc F:\Data 
shared\admin mdb. 


3. Nha'p nut Start thifc hi£n. 

Sau khi qud trinh xii ly th&nh cong, chuong trinh se cho chung ta 
password cua file nhu hinh 3.14. 
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Hirirng din them: 


Chifcmg trinh n&y chi Ip dung de tiir nhCfng password c6 dQ dki 
nh6. Neu gap nhtfng password c6 dp phtfc tap cao thi ta khong the stir 
dung chucfng trinh n4y de tim difoc, vi clufong trinh khong cho ph6p &p 
dung nhieu thiet lap phufc tap. 



X Accent Access Password Recovery 


-information window 


Congr atiiJfkms! The searched password was successful recovered and saved m the fatder 
wSfi tne document (Password Recovery ResuK (PRR'.i fit©) 


Hinh 3.14: Password dicoc tim thdy. 


2. Accent Office Password Recovery 

D&y la chucrng trinh khong chi c6 giao dien rit de suf dung m& chufc 
n&ng cua n6 cung rat da dang, n6 ho tra ban tim password cua nhieu loai 
t4p tin nhtf: MS Word, Excel, Access. 

Sau khi giai n6n v& c&i d&t chuang trinh, ban thuc hien theo c&c 
bade sau. 


2.1. Tim password tap tin MS Word bhng phuCOng phap 
Brute-force 

Gid stf ta c6 tap tin Design.doc duac liru trong thu muc F:\Data 
shared\Design.doc, chung ta hay sijf dung phtftfng ph4p Brute-force de 
tim. Cdc bade thtfc hi£n nhif sau: 

1. Vao Start > Programs > Accent Office Password Recovery > 
Accent Office Password Recovery de md chuang trinh. 

2. Nh&p nut Open de md tfip tin Design.doc trong thii muc F:\Data 
shared\Design.doc (xem hinh 3.15). 










Hinh 3.15: Mo tap tin Design.doc. 

3. Tai giao dien chinh cua chtfcfng trinh, v&o menu Search > Start 
Wizard de md hpp thoai Accent Password Recovery Wizard, nhap 
chon v&o muc No (Brute-force attack will be performed). Sau 
d6 nhap Next de tiep tuc (xem hinh 3.16). 



Hinh 3.16: Chon phtfcmg phap Brute-force. 

4. Tiep theo, ban nhd'p chon v&o muc Create custom charset. Sau 
d6 nhap v&o chuoi ky td de chdcrng trinh thdc hi&n (xem hinh 
3.17). 






























Accent P cm wo id Recovery Wizard 



Oh Let* try Is recow your Dv*swc»a wth be me Irvt t « attack Thu means 
L~iV in* pr sgiwr -*dW a* char acier comtslnator.a. wthin the 

you '>rf*»c fit at or ml you <w*i t- <-« rM wrvcr, alphabet was jsed n 
YUj' Da>s«n<» 3 v o- ran men cnki an arphacel from the droc-ckr-m tart IT 
r> * irfvi Pie you ranc, you car create a custom chat «dw «« 

(cron %«> %-id ta<« 4 ire lurfhar use 


:»«o2--- 

Aiuqr an atphnbel 

1“ Satan horn ku 

Lcfie** kw cow |abcdd^Te hvwqt|tuv«njyi 
i «ffen. um« cosa [ABCOEFGWUr .MNnFHJRS TLVwXY, 

D**t f 0 TZM 5 C~?ii 

Special character! F : ^?^ 4 Tp~T 7 ^r : »^{Niva^ 


bove charset 
! Load charset \ 


Hinh 3-17: Nhap vao chufii ky tU d$ crack. 

Ban nh£p chon vao muc No (Simple Brute-force attack will 
be performed). Sau do nhap Next de ti£p tuc (xem hinh 3.18) 


Accent Password Recovery Wizard 


The moit refined your search parameters we the Intrr v-our 
wflbe recovered There.<ure, Iry tu »ec«* « rfanr Petals of inrgaBer. 
paiTwJ mv possmte it you lememoer at least a part of your tart password 
(10* e»ampte. you remember that t starts wth three chgts o» that I starts wth 
an upper case letter tcOowed by lour smei tetters arO has Iwn cfcgts nme 
end, etc ], than wvr recommend that you try an extended variant of the 
Uifetorre an ark usng a sc-caleo mask 



Ptep j 

Do yuu ft 


at least a part at your lost password? 


( ' Yes (Brute force attack with a mask w* be performed) 


No tSVnpie bruta-forca aCact vil be pa^oimedl 



Hinh 3.18: Thilc hien crack bdng Brute-force. 
6. Tiep theo ban thain khao cric muc sau: 

• Lower case: C£c ky ttf thtfdng 

• Upper case: Cdc ky tir hoa. 

• Number: Cac ky tii so. 

• Other simbols: Clc ky tU d&c biet. 
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Space: Ky tir khoang tr&ng. 

Users: Cdc ky tir do ngi/cri dung dinh nghla. 

Tiep theo, nhap Next de ti§'p tuc (xem hinh 3.19). 


9 


Accent Password Recovery Wizard fS] 


WOK now ytxi rleeiJto define erfvchchar actors win oo usrtri [he search The rule 
*5 urr*M- The lexiei characters n use the shorter search time So if you 
rKfejfejhjB know. Tor e*amp»e, lhal you never use special symbols and** upper case 

jM letters n your passvw*.*s, dont rrciude them in you character range Vou can 
Inctudetexeiijoe crwacter group* by checking or irehedong (he 
corresponckng checkboxes Also you can setect Users" and edk tfe 
character range manuaty 

-Step 4 --- —---- -- 

Define chaiacteis to use in four search: 


Alphabet Custom 



Pievious | Next | Caned [ 


Hinh 3.19: K&t hap ede kiiu ky tit. 

7. Nhap v&o do dai nh6 nhat ctia password trong muc Password 
length from, m$c dinh 1& 1. Sau dd nhap ky tir bit dau trong 
muc Start search with, m&c dinh 1& a. Tiep theo nhdp Next de 
tiep tuc (xem hinh 3.20). 


Accent Password Recovery Wizard 



Hinh 3.20: Chon do dai yd ky tit bdt ddu . 
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8. Cuoi cung, ban nh&p nut Run search d£ thuc hi£n. Sau khi xtf ly 
xong, chudng trinh se thong b&o k£t qua cua vi£c tim kiem (xem 
hinh 3.21). 



Hinh 3.21: Password ditgc tim thdy. 


2.2. Tim password tap tin cua MS Excel bang phiictng phap 
tii dien 

Trong mac nky ta se suf dung kieu til dien d£ tim password tap tin 
c6 dinh dang .xls. Vi du, tim password tap tin Customer list.xls trong 
thu muc F:\Data sharedXCustomer list.xls. 

De thuc hi£n dilofc bildc n&y, ta phai tao ra mpt til dien. Sau d6 luu 
n 6 dildi dang die ho&c .txt. C£c bildc tao tir dien nhu da n6i ro trong 
chilcrng 2. 

Vi du, sir dung til dien co ten Wordlist.txt, til dien n&y ban c6 t.h£ 
download tai website www.minhkhai.com.vn, 

1 Nh£'p nut Open de mo tap tin Customer list.xls tai thii muc 
F:\Data sharedXCustomer list.xls (xem hinh 3.22). 



Hinh 3.22: Mo tdp tin Customer list.xls. 
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2. Tai giao dien chinh ciia chtrcmg trinh, v&o menu Search > Start 
Wizard de mcf hop thoai Accent Password Recovery Wizard. Sau 
d6. chon Yes (Dictionary bases attack will be performed) vk 
nh&p Next de tiep tuc (xem hinh 3.23). 



Hinh 3.23: Crack tap tin b&ng til dien. 


3. Tie'p theo, ban nhap nut Add dictionary d§ dira tCr dien v&o 
chucmg trinh (xem hinh 3.24). 



Accent Password Recovery Wizard 


ij F-vroote M«cksWorditi\W.>Jln ixt 


tit trong ttf di< 


Hinh 3.24: Dua til dien vao dank sack. 
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4. Tiep theo, ban nhap chon vao muc Skip characters d$ giuf 
nguyen trang thdi trong tif dien vk nhap Next tiep tuc (xem 
hinh 3.25). 



Accent Password Recovery Wizard 


Dictionaries for password recovery are simple Isis of words speled 
correctly EM there tt a chance that you make a mistake when typing your 
password or use the wrong case, nte'Change <* skJ P characters, etc. (for 
example, instead oi -got if you could type "OoW. "gkxr. "gcTi Also you could 
nave moc*f>ed a word wftrn^y for higher security So use addional <Jctwnary 
based attack options M you want the program to check such typos and/or 
modified vanarts too 


Adjust dictionary bared attack options 


Modrfy words hom a dictionary; 
r Change case (tower/upper) 
r Interchange adjacent characters 


digit rio^iewords 


Examples lot word 'gofcf 
goto. Gold. gOld. GOLD 
gold. ogld. gkx). god 
gold. old. gld god. go) 
goto. goldO. gotol.... goU9 



Hinh 3.25: GiU nguyin trang thdi trong til dien. 


5. Sau cimg, nhtfp nut Run search de thirc hi$n tim kiem. Sau khi 
qu4 trinh tim kiem k£t thuc, chucmg trinh se hien thi thong b^o 
ve tinh trang tim kiem (xem hinh 3.26). 



Hinh 3.26: Password diloc tim thdy. 




















Chitting 3: Tim lai password tip tin 



Hittfrig din th§m: 

Ban c6 the suf dung nhQng phuomg phip m k chircmg trinh h6 tro 
tim lai password cic tip tin, khong nhit thiet phii thifc hi£n cic thiOt 
l^p m&c dinh. Trong vi du trin ta tich riing 2 phildng phip ra nh&m 
trinh tinh trang triing lip. 

Ban c 6 th£ ip dung m£t cich ttfcmg tir di tim password tip tin MS 
Access (.mdb). 

3. Accent Excel Password Recovery 

Biy li chucrng trinh di/oc thiet k£ nho gon d$ tim password cua cic 
tip tin Excel. Tuy c6 giao di£n khiim ton, nhixng nhufng thu§t toin mi nd 
xuf ly thi rit nhanh. Nhufng password c6 d$ dii nho hdn 5 ky tir cd th£ 
dirge tim thiy trong khoing 3 phut. 

Sau khi giii nin v& cii dit chtfcmg trinh, ban thi/c hiin tuttfng tii 
nhtf nhilng phin trtfdc d$ tim password. 

4. Excel Password Recovery 

Biy li Chtfcmg trinh cho phip ban tim nhufng password tren cic tip 
tin cua MS Excel. Chutrng trinh niy c6 khi ning tim lai tit ci cic loai 
password, nhtfng password ngin c6 the dutdc tim thay ngay lip ttfc. 

Sau khi giii nin vi cii dit chifcmg trinh, ban thiic hiin nhtf sau: 

4.1. Tim password t(ip tin Excel 97/2000/XP/2003 

1. Vio Start > Programs > Excel Password Recovery > Excel 
Password Recovery md chtfctag trinh. 

2. Nhip nut Open d i md file xls muon crack, h$p thoai Decrypt the 
document removing password or recovery xufi't hi$n. 

Vi du niy se tim password tip tin Customer list.xls trong thir muc 
F:\Data share\Customer list.xls. 

3. Nhijp chon Recover the password to open. Sau d6 nhi'p OK 
di md hop thoai Create password recovery project. 

Lira chon niy c6 chufc ning tim password cua tip tin mi ban vira 
md (xem hinh 3.27). 
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Oeciypf ihe document removing till passwords 01 recover ... X 


O 1 005; inrtanJ document decryption 

You con nstanHy remove the parsword from the document using the onbne 
password lecovery service T he document wi look ike it had no password at 


/o itrfW) information ei BS3Fthe forgotten or lost password, moke sure to 
answer the Wuorcf* questions correctly and you forgotten password wi be 
i ©coveted at once. 


Hinh 3.27: Tim password file Vila md. 

4. Nh£p Next di tiep tuc. Sau do tai muc Password information, 
attack methods nh&p chon muc I do not know anything about 
the password \k nh&p Next de tiep tuc. 

Neu ban khong bi£t bat ky thong tin n&o v£ password thi lua chon 
n&y la mQt giai phap giup ban thtfc hi$n ttft viec do tim (xem hinh 3.28). 


Creating password recovery project 


Passv/ord information, attack methods 



o I know something about the password. 

Select this option If you have any information about the password such as ts length, 
some of Its characters, the case of characters, the alphabet used, etc. Any information 
provided wi help sigrtficantty reduce the recovery bme. 


jir-asiBBapati 


the password. |) 

) anything about the password. In 
this case, the default attack profile wi be used. This means that the most popular and 
often-used passwords «a* 8 be tested. 


OI *** us© my own attack profile. 

Select this tern If you have created (or plan to create) your own attack profit for 
recovering the password for this document. For more information about creating 
profftes, see the help We. 



Finish 


Hinh 3.28: Uy thac viec tim password cho chilang trinh. 

5. Tiep theo, nh£p chon muc Automatic attack profile 
(recommended), nh£p Next d# ti£p tuc. 

Muc nky duefe chon, chuong trinh se tu tim nhOTng profile thich hop 
d& tim (xem hinh 3.29). 
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Hinh 3.29: ChUong trinh tU gan profile thick hop . 


6. Tiep theo, ban nh&p Finish d£ thifc hi£n. Sau khi qua trinh xuf ly 
k§'t thuc, chtrcmg trinh se hiln thi password (xem hinh 3.30). 



Hinh 3.30: Password duoc tim thdy. 

4.2. Tim password MS Excel 2007 

Bo Office 2007 ra ddi vdi nhi4u cai tien vh giao di£n ttfcmg doi dep 
mil. hem ntfa nhOTng phan mem cua n6 cung trvfc quan v£ de suf dung. 
Ngo&i ra, n6 c6n dirge biSt d£n vdi tlnh bao mat tirong doi cao. 

Nhufng tap tin mb Excel 2007 luu m&c dinh se c6 dinh dang .xlsx. 
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V T i dii, tim password tdp tin userlist.xlsx tai thir muc F:\Data 
sharedXuserlist.xlsx, d£ thtfc hi$n ban ldm nhii sau: 

1. Nh&p nut Open de md t^P tin c6 dinh dang .xlsx muon tim 
password. Hop thoai Create password recovery project xuat hi^n, 
nhap Next d& tiep tuc. 

2. Tiep theo, ban nhap chon vdo muc I will use my own attack 
profile, sau d6 nhdp Next de tiep tuc. 

Muc ndy cho phdp ban chon mpt profile nhdt dinh de thuc hi£n 
attack (xem hinh 3.31). 



Hinh 3.31: Chon profile ma ban riiudn stf dung. 

3. Tiep theo, ban nhap nut Profile Manager de md mot profile cua 
chuong trinh. 

4. Nhap chon Brute-force > Quick template > [a..z] crack 
theo kieu Brute-force. Sau d6, nhdp Close de dp dung (xem hinh 
3.32). 

5. Sau cung, nhap Finish de thuc hi§n. 
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Hinh 3.32: Crack bing phi/xmg phap Brute-force . 

6. Sau khi xi 1 ly th&nh coug, chirong trinh se hiln thi password 
trong giao difn chinh cua chtfcfng trinh (xem hinh 3.33). 

Ban co the dp dung cdch tuong tuf d£ tim password tr&n cdc tap tin 
cua MS Excel 2003, khong nh&t thiet phai theo sir phan chi a nhu rnuc 
tren. Cdc mac hodn todn co the ho&n doi cho nhau. 



Hinh 3.33: Password dilac tim thdy. 


4.3. Phitctng phap too tit dien tren Excel Password Recovery 

Khong nhir nhCfng chuong trinh tim kiem password khdc, ban c6 
the tao tir di£n t it tap tin vdn bdn. Chocmg trinh ndy tich hop s&n nhufng 
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muc c&n rhiet. d<? ban c6 the* tao tif diep ngay tren chtfcmg trinh De timg 
budc tao tCr dien, ban thtfc hi£n nhir sau: 

1. Ngay tren giao di£n chinh cua chi/cmg trinh, ban nhap muc 
Profile Manager de md hop thoai Attack profile manager (xem 
hinh 3.34) 



Hinh 3.34: Md h6p thoai Attack profile manager. 

2. TU'p theo, nh&p nut Create new dictionary de md hop thoai 
Creating dictionary ixem hinh 3.35) 



Hinh 3.35: Nhdp nut Create new dictionary. 









ChtfOng 3: Tim lai password t£p tin 



3. Trong hpp thoai Creating dictionary, tai the Text files, ban nh£p 
nut Add files de dua file co dinh dang -txt hay .die l&m tif dien. 

4 Tiep theo, nhap nut Create dictionary, nhap ten cua tif dien de 
luu, vi du DictionaryVNCS.ldf (xem hinh 3.36). 



Ilinh 3.36: Tcto file til dien til file text. 


5. MS Outlook Password Recovery 

Day la chuong trinh cho phep ban xdc dinh password c£c tap tin 
pst cua Outlook Express. Giao di«?n cua chuong trinh rtft dan gian v& d£ 
suf dung. Password cua tap tin c6 the duac tlm thay hien thi ngay tren 
giao di^n chinh cua chuong trinh. 

Sau khi giai n£n va c&i dat chuong trinh vao m£y tinh, ban thifc 
hien nliu sau: 


1 Vao Start > Programs > MS Outlook Password Recovery > 
MS Outlook Password Recovery de md chuong trinh. 

2. Khi chuong trinh duac khdi chay, ban phai doi khoang 3 phut 
chuong trinh thuc hi&n tim kie'm. 

3. Password cung nhieu thong tin duoc hi&n thi ngay tren giao dien 
chinh cua chuong trinh (xem hinh 3.37). 
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Hinh 3.37: Password dtfoc tim thtiy. 


V. Tim password cac tap tin cua Adobe Acrobat 
Reader (pdf) 

Trong muc n&y se gidi thipu mpt so ph£n giiip tim lai password 
tr&n nhOtig t&p tin co dinh dang pdf. 

1. PDF Password Cracker Pro V.3,0 

D&y la chifcmg trinh cho phep tim lai password tap tin .pfd. Sau khi 
gi<ti n£n va cai dat chifcmg trinh, ban thifc hipn nhir sau: 

1.1, Tim password theo phiCcfng phdp Brute-force 

Phifcfng phdp n&y cho phbp tim nhanh nhtfng password cb dp dai 
nho hern 5 ky tif. Hon ntfa, nhtfng thiet lap trong muc n&y cung khd dtfn 
gian. 

Vi du, tim password cua t&p tin Security document.pdf a thif muc 
F:\Data shared\Security document.pdf. Be thifc hien, ban lam nhir sau: 

1. Vao Start > Programs > PDF Password Cracker Pro v3.0 > 
PDF Password Cracker Pro v3.0 de md chifcmg trinh 

2. Tai giao di£n chfnh cua chifcmg trinh, ban nh&p nut Load md 
tap tin pdf muon tim password. 

Vf du, tim password tap tin Security document.pdf trong thif muc 
F:\Data shared\Security document.pdf. 
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3. Tiep theo, trong muc Type of attack, ban nhfip chon Brute-force. 
B&y 1 k phuong phdp tim password b&ng c4ch k£t hcfp c4c ky ttf cho 

trtfdfc. 

4. Tai muc Brute-force range options, ban tham khao cAc lua chon 
sau: 

• All caps latin [A-Z]: T£t cA cAc ky tii Latin hoa tir A - Z. 

• All small latin [a-z]: CAc ky tu Latin thudng tir a - z. 

• All digits [0-9]: Tat cA cAc ky ttf s6' tir 0 - 9. 

• All special simbols [!©.♦♦]: T£t ci cAc ky tir dAc bi^t. 

• User defined characters: Ky tif do ngtfdi dung dinh nghla. 

5. Nhip v&o dAi nhd nh£t cho chufii password trong muc 
Minimal password length, mac dinh 1 A 1 \k Maximal password 
length, dO dki ldn nh&'t cho chudi password (xem hinh 3.38). 



Hinh 3.38: NhUng thiit Idp trong muc Brute-force. 

6. Nh&'p nut Start de bdt ddu tim ki£m. Sau khi xur iy xong, chiTong 
trinh se xu£t hi$n h6p thoai y£u cdu ban ltfU nOi dung tap tin mA 
n6 da crack dtfdc. Ban nh$p ten t&p tin cdn luu, ti£p theo nhap 
OK de ho&n th&nh. Sau khi xur ly xong, chtftfng trinh hi£n thi 
password tren giao di^n chinh ctia chtfcmg trinh (xem hinh 3.39). 
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3. Tiep theo, trong muc Type of attack, ban nh&p chon Brute-force. 
DAy IA phtiting phAp tim password b&ng cAch k£t hap cAc ky tu cho 


trade 


4. Tai muc Brute-force range options, ban tham khao cAc ltia chon 


All caps latin [A-Z]: Ttft ca cAc ky ta Latin hoa td A - Z. 

All small latin [a-z]: Cac ky tu Latin thtidng td a - z. 

All digits [0-9]: Tat ca cAc ky tu so tCr 0 - 9. 

All special simbols [!@...]: TAt cd cAc ky ta d&c bi^t. 

User defined characters: Ky ta do ngtidi dung dinh nghia. 

NhAp vAo dd dAi nho nhat cho chuoi password trong muc 
Minimal password length, mAc dinh LA 1 vA Maximal password 
length, d$ dAi Idn nhA't cho chu6i password (xem hinh 3.38). 


Load 


•l nW.y- s hs* rembtfio&cnv 


Hinh 3.38: Nhilng thiet Idp trong muc Brute-force. 

NhAp nut Start de bit dau tim kiOm. Sau khi xd ly xong, chuong 
trinh se xuA't hi£n hop thoai yeu cau ban lou n$i dung tAp tin mA 
no da crack duoc. Ban nhap ten tap tin cAn lou, tiep theo nhap 
OK de hoAn thAnh. Sau khi xd ly xong, chaang trinh hi£n thi 
password tren giao di£n chinh cua chuong trinh (xem hinh 3.39). 


Brute-face range option* 

Mrenal p*»««d length • (l 

1 ' j. 1 

Characters 

W^Iah smalll all n (a-2) 

Mesomei pA*«NO»d ten^h - * 

Characters 

JtllAii digits (0-9) 


1 

|C]a»I special symbols 0€3 ) 

Start from ! 


k ]AJ1 printable 

End at { 

: 

IrjUser defined characters 
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MMii 




Biute~lwco iaoge options----—--.. - . - _ , 

I d]AH caps latln (A-Z) Minimal pattwofd length ■ j 1 

0AM WraM latm (»-0 p~»d - |T 

□All digits (09) [ —z 

QAII special symbols (l@ -) Start hont ;D»o 

□ 8p.ce End* 

QAII printable 
| OUser defined characters 


Hinh 3.39: Password diiqc tlm thd'y. 


1.2. Tim password bang phiicfng phdp tic dien 


Trong muc n&y vkn sU dung til di£n ik file Wordlist.txt. Cric btfdrc 
thuc hien nhu sau: 


1. Nhap nut Load de md tap tin .pdf muon tlm password. 

Vi du suf dung phuong phdp n&y de crack password tap tin Security 
document.pdf trong thu muc F:\Data sharedX Security document.pdf. 

2. Ti£p theo, ban nhap nut Load trong muc Dictionary options de 
dua tir diln v&o chtrcmg trinh, trong vi du nky \k file Wordlist.txt. 
Sau d6, ban nh£p chon vko muc Try all possible upper/lower 
case combinations (k§t hop chti hoa vk chuT thudng) (xem hinh 
3.40). 

3. Nhap nut Start de thuc hi£n. Sau khi ho&n thanh, chirong trinh 
se y&u cau ban nhap ten vk dudng ddn luu tap tin. 

Tap tin n&y se khong c6 password. Day ik tap tin sao luu cua tap 
tin mk ta da loai bo password. Neu khdng muon sao luu tap tin n&y thi 
ban c6 thi nh&p nut Cancel Tilp theo, password duoc hien thi ngay 
tren giao di|n chinh cua chuong trinh (xem hinh 3.41). 
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wriiirar 


|-| Ocwxwy 


□a*’ r in I at*- *' 

0 « rr „.i r.l»f.i*-j 
Q^i! c»W K*h 


□Try*11 possible uppeiflow case combmal 


Hinh 3.40: Nfiling thi&t Idp cua phiiang phdp dictionary. 



| |Try ail possible upperflowsr can combination! 


Cun or* pei^void |8'O»/0»c« Or patiww-Vpro key-fl 
r.lDMM.d. lnedKpe^o* 

Tme *oend C3»m IQ »3fc. 000m. 0 OOH. HOW. 


Hinh 3.41: Nhtfng thdng tin tim c iliac. 

Ngoai ra, chtftfng trinh con h5 tro them mQt s6 chile uSng khdc iihif 
Key search. Ban c6 the kham phd them khi sOf dung chi/ong trinh. 


2. Advanced PDF Password Recovery Pro V.2.0.4 

B&y Id mpt chtfctag trinh tim password tap tin .pdf chuy£n nghi^p. 
No c6 the tim difoc password tren nhtfng flies cua Adobe Acrobat Reader 
b&ng nhieu phtftfng phdp. 
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Giao dien than thien, each suf dung true quan, nhufng thiet lap 
tifong doi de d&ng, tir di6n md. Sau khi giai nen va c&i dat thanh cong 
chiicfng trinh, ban thufc hipn tiiong til nhu c£ch tren tim password. 


VI. Dat password cho trip tin 

1. Dat password cho nhffng tap tin cua MS Word 2007 

Mpt. phtfemg ph£p bao ve hiiu hieu cho ede tai lipu cua MS Word 1& 
d$t password truy cap tap tin. Phtferng ph£p thiic hien nhtf sau: 

1 V&o Start > Programs > Microsoft Office > Microsoft Office 
Word 2007 de mcr MS Word. 

2. Md tap tin muon dftt password. Sau d6 ban nhap niit Office 
Button ^ dC* md menu. 


3. Tiep theo, vao Prepare > Encypt Document de md hop thoai 
Encry pt Document (xem hinh 3.42). 



Print 


O p«op^fiffcris while lestrulmg their 

ability to e^Vcopy. and print 


Mac* as Final 

let readers know the document is bnai ano 
make it read only. 


Publish ► 


Run Compabbitity tneikei 

Check lor features not Supported by earlier 

versions of Word 


Word Options ||X E^it Word 


Prepare the document for destributoon 


«£] 

Properties 

View and edit document properties, such 
at Title. Author, and keywords 



Inspect Document 

Check the document for hidden metadata 
or personal information 



fncrypt Document 

Increase the security of the^ocument by 
adding encryption. 

IB1 

r 'i, 

Restrict Permkaj&n 



Hinh 3.42: Chon Encrypt Document. 

4. Tai hop thoai n&y, ban nhap password vao 6 Password, sau d6 
nhdp OK de tiep tuc (xem hinh 3.43). 
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Hinh 3.43: Nhdp password. 

5. Ban nh&p lai password trong muc Reenter password. Sau d6, ban 
luu t&p tin nky lai. 

De kiem tra, ban md t£p tin vtra luu, luc n&y chuong trinh se y§u 
cau password (xem hinh 3.44). 


Confirm Password J57J2J 



Hinh 3.44: Nhdp lai password. 

2. Dat password cho cac tSp tin cua MS Excel 2007 

1. V&o Start > Programs > Microsoft Office > Microsoft Office 
Excel 2007 md MS Excel. 

2. Tiep theo, md tdp tin mu6n dat password. Sau dd nhap nut Office 
Button de md menu. 

3. V&o menu Prepare > Encrypt Document de md hdp thoai 
Encrypt Document (xem hinh 3.45). 


















Encrypt Document 


J Excel Options 


Prepare the document foe dHtrtbutlon 


i L& 

y *- 
*«*»» 

Ermt 


<^y Pubiivh 


_J £'»< 


U Properties 

View ind edit workbook properties. such 
at Title, Author, and keyword! 

' jfty inspect Document 

Check the workbook foi hidden metadata 
or personal inter mat ion. 




Ensure the i 


Ensure the integrity of the workbook by 
adding an invisible digital signature 

Mark as final 

Let readers know the workbook «s final and 
make it read-only 

Run ^ompatibtftty Checker 

Check tor features not supported by earlier 
versions of Excel. 


-OH 
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Hinh 3,45: Chon Encrypt Document. 

Tai hop thoai Encrypt Document ban nh&p v&o password m& 
ban muon d&t cho t£p tin, ti£p t.heo, nh£p OK vk nhap lai 
password v&o muc Reenter password (xem hinh 3.46). 


Hinh 3.46: Nhdp password cho tap tin Excel. 

5. Tiep theo, ban nhan 16 hop phim Ctrl + S d£ luu lai nhOrng thong 
n&y vao t&p tin. 

Nhir vay 1& hokn th&nh vi£c d&t password cho tap tin. 

3. Dat password cho cac t£p tin cua MS PowerPoint 2007 

1. Vko Start > Programs > Microsoft Office > Microsoft Office 
PowerPoint 2007 de md MS PowerPoint 2007. 
















<* 
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2. Tiep theo, md tap tin muon d&t password, sau d6 nMp nut Office 
Button ^ de md menu. 

3. Tiep theo, v&o menu Prepare > Encrypt Document md hpp 
thoai Encrypt Document (xem hinh 3.47). 


Hinh 3.48: Nhdp password cho tap tin cua Excel. 

5. Ti£p theo, ban nh&'n t6 hop phim Ctrl + S de ltfu lai nhtfng thong 
n&y vao tap tin. 


Iri 

«• 


EcafMrfln 

View tnd edit pretentahon propertici, 
iu<h a> f*l«, Author, and keyword!. 

Inspect Document 

Cn«ck The presentation tor hidden 

metadata or personal information 

Encrypt Document 

Increase the security of the presentation 

adding encryption. 


Bestrkt PerrmsMon^W 

Grant peopie uccti wf 


restricting me»f 


p vjfco d£; 


Enturefn^PW^PI^^^^V^rentatton by 
adding an invtuble digital signature 


. , a Mark 

Let fe 


Let readen know the presentation is final 
and make it read-only 

Run ^.ompabtMlrty Checker 

Check for feature\ not supported by earlier 

eervions i>1 PowerPoint 


Nhtf vay 1& ban da ho&n th&nh viec d&t password cho tap tin. 
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4. Dat password cho cac tap tin cua MS Access 2007 

Cung ttfcmg to nhu c£c muc trade, de bao vp tap tin thi phirang 
ph£p dat password la rat hipu qua. De thuc hipn, ban lam nhu sau: 

1. Vao Start > Programs > Microsoft Office > Microsoft Office 
Access 2007 de md MS Access 2007. 


2. Tiep theo, nhap nut Office Button ^ > Open, sau d6 tai hpp 
thoai Open, ban nhap chon vao tap tin ma ban mud'n dat 
password, tiep thep nhap vao mui ten of nut Open, chon Open 
Exclusive (xem hinh 3.49). 



Hinh 3.49: Mo tap tin mu6n ddt password. 


3. Tiep theo, chon the Database Tools, sau d6 chon muc Encrypt 
with Password (xem hinh 3.50). 


At# Switchboard Manager - 


Encrypt with Password 


ilf 


ImkcdTAble^ '” ■ . . 

Manager ST Add-Ins - 

Database Toots 


hv* I 

■■*Make ! 
ACCDE i 


Hinh 3.50: Chon Encrypt with Password. 


4 Tiep theo, ban nh£p password va nhap lai password trong hpp 
thoai Set Database Password, sau cung nh£‘p OK d§ hoan th&nh 
(xem hinh 3.51). 















r.M 
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Hinh 3.51: Nhdp password cho co so dd lieu. 


5. Dat password cho t£p tin .pst cua MS Outlook 
Express 2007 

B§ bao v£ nhCfng thong tin ca nhan dtftfc liru trong e-mail, mk 
nhtfug thong tin n&y thirdng chiira trong tap tin .pst dtroc qu&n ly b&ng 
MS Outlook Express 2007 De thirc hien, ban lam nhir sau: 

1. V&o Start > Programs > Microsoft Office > Microsoft Office 
Outlook 2007 de mo Microsoft Office Outlook 2007. 


2. Tiep theo, ban vao menu File > Data File Management de mcf 
h$p thoai Account Settings. 

3. Tai the Data Files, ban nhap chon v&o tap tin muon b&o ve bkng 
password, sau do nhap nut Settings (xern hinh 3.52). 



Hinh 3.52: Cdc rnuc trong hop thoai Account Settings. 


4. Sau khi nhap nut Settings, hop thoai Personal Folders xuat hien 
(xem hinh 3.53). 
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Hinh 3.53: Hop thoai Personal. 

5. Nhdp nut Change Password de md hdp thoai Change Password, 
tiep theo ban nhdp password trong muc New password vd nhap 
lai password trong muc Verify password, sau d6 nhdp OK de dp 
dung. 

Muc Old password bo trong neu ban ddt password ldn ddu (xem 
hinh 3.54). 



Hinh 3.54: Nhdp password cho tdp tin .pst. 


6. Dat password cho tap tin cua Winzip va Winrar 

De bao v£ cac tdp tin ndn cua chung ta thi phiTcrng phdp ddt 
password luon Id giai phdp hufu dung. De thtfc hien diTtfe dieu nay. ban 
phai c6 it nhdt mot. trong hai cht/ong trinh d6 Id Winzip hodc Winrar. 
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[Compress to "Security.rai 


Muc nay se gidi thieu den cdc ban phtfcmg phdp dat password cho 
tap tin cua Winzip Winrar b kng chtfcrng trinh Winrar 4.65. Chiicmg 
trinh diTcrc cung c&p trong thtf muc Genaral Software, 

6A. Dot password cho tap tin cua Winzip 

T&p tin cua Winzip thtfdng co phdn mcr rong Id .zip, trong vi du n&y 
chiing ta se suf dung Winrar d£ dat password cho tap tin cua Winzip. 

Vi du: Ban c6 mpt thu muc c6 ten la Security dtftfc lilu d thif muc goc 
cua 6 dia D tren mdy tinh. De n£n thu muc ddng thdi d&t password cho 
n6 ban thifc hi£n nhu sau: 

1. Di chuyen v&o 6 dia D T tiep theo, nh§.p phai chuot v&o thu muc 
Security > Add to archive (xem hinh 3.55). 


Hinh 3.55: Chon Add to archive. 

Giao dien cua Winrar xuat hien 

2. Trong muc Archive format, ban nhap chon v&o muc ZIP de nen 
tap thu muc nay thdnh Security.zip (xem hinh 3.56). 
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I 



Archive name and parameter* 


[Security zip 


update mode 


Archive formal 
C QAfl 


fen thif tnue theo 
chu£n Winzip* 


Hinh 3.56: Nen tha muc theo chudn Winzip. 


3. Chon the Advanced, nh£p nut Set password de md hop thoai 
Archiving with password, tiep theo, ban nhap password trong 
muc Enter password v& nh&p lai password trong muc Reenter 
password for verification (xem hinh 3.57) 



Archiving with password 


P Show password 

I” Ericrypt filecames 


Hinh 3.57: Nhdp password cho tdp tin Security.zip. 
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4. Tiep theo trong hop thoai Archive name and parameters, ban 
nhdp OK de' dp dung (xem hinh 3.58). 


Hinh 3.58: Nhdp OK de dp dung . 

Nhu vay den day ta da hodn thipn vi£c n£n thu muc Security th&nh 
tap tin Security.zip vd ddt. password. Khi gidi n6n cung nhu truy cap vdo 
tap tin n^y, chuong trinh se luon yeu cau ban phai nhap password, 

6.2. Dat password cho cdc tap tin cua Winrar 

Cung ttfcrng tu nhu vipc dat password cho tap tin cua Winzip, trong 
muc nay chung ta cung su dung Winrar de thuc hi£n. 

Vi du ban c6 thu muc c6 ten 14 Customer trong thu muc gbc cua 6 
dla D lull trti nhOtag tdi lieu ve thong tin khach hdng cua cong ty. Do thu 
inuc nky chi&m dung lupng khd lorn nen ban muon ndn lai dong thdi dat. 
password cho tap tin ndy. B£ thuc hien ban lam theo cac budc sau: 

1. Di chuyen den 6 dia D, tiep theo nhap phdi chupt v4o thu muc 
Customer > Add to archive de md giao di£n ndn cua Winrar 
(xem hinh 3.59). 

2. Tai giao dipn ndn cua Winrar, trong muc Archive format, ban 
nhdp chon vdo muc RAR. 

Binh dang ndy cd chufc ndng ndn thu muc Customer thdnh tdp tin 
Customer.rar (xem hinh 3.60). 



























Hinh 3,60: Ncn tha muc thanh dinh dang RAR. 


3. Chpn thd Advanced, tiep theo nh£p nut Set password de md 
hpp thoai Archiving with password. Ban nhap password trong 
muc Enter password nh&p lai password trong muc Reenter 
password for verification, sau d6 nh&p OK de 6p dung (xem 
hinh 3.61). 
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Hinh 3.61: D$t password cho tap tin cua Winrar. 

4. Tiep theo, trong hop thoai Archive name with parameters, ban 
nhdp OK d£ nbn thtf muc vd bp dung password. 


7. Dat password cho cac tap tin cua Adobe Acrobat 
Reader (pdf) 

Trong muc ndy se gibi thi^u ciing cbc ban phucfng phbp dat 
password cho tap tin cua Adobe Acrobat Reader cb phan mcf rong Id PDF. 

Be thiic hign dirge cbc muc ducfi dby thi mby tinh cua ban phai cdi 
dat chtfcmg trinh Adobe Acrobat 7.0 Professional. Dby Id phdn mem cho 
phbp ban vita doc vd soan thbo cbc tap tin c6 dinh dang pdf. 

Gia sd cong ty ban c6 mot tdi lieu c6 tbn la Confidential 
Document.pdf luu trong thir muc goc cua d dla D. Tdi lieu ndy chtfa nhurng 
dur ligu mat, rdt quan trong dirge dinh dang theo chubn pdf. De bdo vg tdi 
lieu nay khbi su dbm ngb cua ngi/di khbc, ban nbn dat password truy cap 
cho tap tin nay. De thtfc hign ban lam nhU sau: 

1. Di chuyen den 6 dla D, sau db nha'p dbi vdo tdp tin ndy de md tap 

tin Confidential Document.pdf. 

Khi nhap dbi vdo tap tin, n£u mby tinh cua ban da edi dbt phdn mem 
Adobe Acrobat Professional thi tap tin se dirge mo beri chircmg trinh nay. 

2. Tai giao dien chinh cua chiTcfng trinh, vdo menu File > Document 
Properties, hpp thoai Document Properties xuat hign. 

3. Tai hpp thoai Document Properties, ban chon the Security, tiep 
theo trong muc Security Method, chon Password security (xem 
hinh 3.62). 
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Hinh 3.62: N/uIng thiet lap tai muc Password security. 

4 Tiep theo, ban nhap chon vao muc Require a password to 
open the document, sau d6 nhap password v&o muc Document 
Open Password. 

5 Trong muc Permission, ban thiet lap nhu sau: 

• Nhap chon vdo muc Use a password to restrict printing and 
editing of the document and its security setting (stir dung 
password de hun che in va soan thao tdi li^u). 

• Permission password: Ban nhap password cho stf uy quyen. 

• Printing allowed: Chon Low Resolutions (150 dpi) de cho phep 
in d che do phan giai thap. 

• Change allow r ed: Chon Inserting, deleting and rotating pages 
(cho phep chen, xda va quay trang). 

• Cdc muc kiiac ban de mdc dinh, sau do nhap OK de ap dung (xem 
hinh 3.63). 


6. Trong hop thoai Confirm Document Password, ban nh&p lai 
password ma ban da nhap trong muc Require a password to open 
the document vao 6 Document Open to Password, sau dd nhap 
OK de dp dung (xem hinh 3.64). 
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Hinh 3.63: Thiet lap trong hop thoai Password Security. 



Hinh 3.64: Nhap lai truy cap. 


7. 


Ban nh&p lai password m& ban da nhap a Permission password 
v&o muc Permission password trong hop thoai Confirm 
permission password, sail d6 nh&'p OK dl &p dung (xeni hinh 3.65). 


Adobe Ai robot - ConfrmPrrnmnni Paiword 


Pte«e contt-m the Panrtsstons Pawword. Be sire to a not* Of the 
password. Tou»*need* tocher^ these setting^#*future. 

. ti “ . * • 

Note: It a Oocurgent Open Password is set, the Permissions Password <*i ako 
open the document and bypass the security settings. 

■- 


£ 




f OK | Cancel | 


Hinh 3.65: Nhap lai password uy quyin. 


8. Ltfu lai t&i li£u. 


Nhtf vay den d&y ta da ho&n th&nh vi£c d&t password eho cdc t&p 
tin co dinh dang pdf M6i l&n truy c£p v&o tap tin nhy, ban phai nhap 
v&o password m& ban vira d&t. 
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Chitctng 4: 

PHUC h6i Dtf LIEU DA MAT 

« « 


• Tim hi£u ve qua trinh lrfu trtf. 

• On track Easy Data Recovery Professional. 

• Chifrfng trinh Get Data Back for NTFS. 

• Get Data Back for FAT. 

• Data Doctor Recovery - NTFS-FAT. 

• Photo Rescue Professional. 

■ MOt so chitdng trinh phuc hoi dfi li£u khac. 


C6ng nghe lull truf phit trien da lim cho vi£c quin 1$ h6 s a vi bio 
lifu tii li£u dl ding hem. Ta khong c6n phii m£t ci ngiy th$m chi ca 
tuin tlm ki£m dur liiu trong nhirng kho lou trtf ldn. Tit ci dtf li$u di/qc 
lufu trong miy tinh, chi cAn mpt vii thao tic li thong tin c6 th£ hi<i?n thi 
ngay trin min hinh. 

Tuy nhien, luu trijr tii li£u tr£n miy tinh cung thudng xuyen gip cic 
rui ro nhd: Dia cufng bi hn hdng & m6t sector nio d6, tip tin, phin m4m 
hi 16i, hoic ban vd tinh x6a mit tip tin hay thu muc nio d 6 trong ltic v6i 
ving, mit m6i. Ngoii ra thong tin cbn bi mat do cic y£u 1 6 phi hoai nhu: 
Virus, Trojan hay mpt hinh thtic phi hoai nio d6 do d6i thu canh tranh 
giy ra. Chinh vi the duf li^u quy gii ctia ban dang dihag trUdc nguy co bien 
mat vlnh viln. 

ChUtfng niy gidfi thi$u den ban mpt s6 giii phip khdi phuc dtf li§u 
m6t cich nhanh ching, chinh xic vi to An diin. 

I. Tim hieu ve qua trinh lifu trii 

Thong tin dtftfc ltfu truf trin thi£t bi duuc goi chung li Media. Dia 
cufng cung li m6t trong nhtfng thiet bi dd. Dia cufng gdm nhiAu li tir 
mdng, trin moi li tir niy duoc chia lim cic mit goi li Side (mqt li tif c6 
2 side: side 0, side 1), mdi m6t Side dtfdc chia thinh nhilu v6ng tr6n 
dong tim, cic v6ng trbn ding tim niy goi li Track, mSi Track chia 
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th4nh nhieu cung, m6i cung daqc goi 14 Sector, trong MS DOS, m6i Sector 
co 512 bytes. T4p hap nhieu Sector dufqc goi la Cluster. So ltfang sector 
tren mot cluster 14 kh4c nhau cr c4c he dieu h4nh kh4c nhau. 

Thong tin diroc to chufc v4 lou truf tren tifng sector cua dia curng v4t 
ly goi 14 dia chi lifti trCT, moi mot t4p tin khi duqc luu trtf tren dia deu co 
mot dia chi nhat dinh va c4c dia chi n4y duqc quin ly bdi mot danh muc, 
danh muc n4y duqc quy dinh bdi bing tham so dia. 

Chmh vi vay ma m6i khi xda m6t tip tin n4o d6, ngay c4 khi ta 
xoa sach n<5 trong thiing ric cua he dieu h4nh thi h£ di4u h4nh chi 14m 
mot nhiem vu dan giin 14 x6a ten n6 trong danh muc quan ly cua bang 
tham s6' dia. N6i mdt cieh cu the d 6 14 he dieu h4nh chi x6a lien ket til 
danh muc quan ly tip tin tdi dia chi luu truf n6. VI the duf li$u tren dia 
cufng tai nhufng dia chi d6 van cbn nguyen cho den khi n6 duqc ghi d4 l£n 
bdi mot thong tin khic. 

Lqi dung diem n4y, c4c cong ty lap trinh da tao ra cic phan mem 
d£ phuc hoi lai nhufng tap tin n4y, thqc chat cua viec phuc hoi duf li$u la 
tao lien ket til danh muc quan ly den dia chi lOU truf. 

II. Ontrack Easy Data Recovery Professional 

Day 14 chuang trinh phuc hoi dtf lieu chuyen nghiep, no giup tim lai 
duqc hau het c4c loai duf lieu bi mat do cac nguyen nhan: fdisk, format, 
xda, hay do nhufng chuang trinh ph4 hoai gay ra nhu virus ho4c bat ky 
mot nguyen nhan n4o kh4c din den duf lieu bi mat. 

Chuong trinh khong can c4i d&t, ban cd the suf dung chuang trinh 
n4y d thu muc Chapter 4. Sau khi giai ndn, ban v4o thu muc chufa chuang 
trinh v4 chay tap tin EasyRecovery.exe di md chuang trinh. 

1. Chan doan dvt li$u tren dia 

Muc n4y cho phdp ban ki£m tra to4n di$n nhufng thdng tin tren dia 
cufng nhiT: DriveTests, SmartTests, SizeManager, JumperViewer, 
PartitionTests, DataAdvisor. 

1.1. Drive Tests 

Chufc ndng n4y cho phdp ki£m tra nhufng I5i tiem t4ng tren dia 
curng cua m4y tlnh, til dd ban c6 the khic phuc duqc nhutag loi tim duqc 
thong qua nhufng chuang trinh chuyen dung kh4c. Di kiim tra dia cufng, 
ban thuc hien nhu sau: 
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1. Tai giao di£n chfnh ciia chircmg trinh, chon Disk Diagnostics > 
TestDrives. 

2. ChiTOng trinh hien thi danh sad) cdc 6 dia trong may tinh, danh 
d&u chon vao 6 dia muftn kmm tra, sau do nhap Next de tiep tuc 
• xern hhtih 4.11 



Hinh 4.1: C/iqn 6 cvfng muon kicm tra. 

3. Chuang trinh c6 hai miifc kiem tra. nhap chon vao mure bar. 
muon kiem tra, sau do nhap Next de t.iep tuc. 

• Quick Diagnostics Test: kiem tra nhanh. 

• Full Diagnostics Test: kiem tra toftn dien, chircmg trinh kiem 
tra tren tifng sector cua dia va hifi'n thi cac v&n de theo danh 
sach. 

4. Sau khi qua trinh kiem tra ket thuc, chiiOng trinh hien thi tinh 
trang 6 dia ma chitong trinh phan tich dupe tren giao dien chinh. 
Khi chtXcfng trinh hien thi nut Done thi luc nay qua trinh kiem 
tra da ket thuc (xem hinh 4.2). 



Hinh 4.2: Thong bao tinh trang 6 dia. 
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1.2. Size Manager 

Day la chufc nang cho ph6p kiem tra dung lifcfng va cdc thtf muc 
tr£n dla ctfng. Ket qua thong ke dtftfc hi£n thi thanh nhttng luu d6 hinh 
cpt de bi£u thi dung ltfcrng cua cAc muc. Phiiang phdp thifc hi$n ban lam 
nhu sau: 


1 Chon Disk Diagnostics > Size Manager. 

Chucmg trinh se thong ke danh s^ch cac 6 dla trong may tinh, ban 
nhap chon vao 6 dla muon kiem tra, sau d6 nh£p Next de thirc hi§n (xem 
hinh 4 3). 
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Hinh 4.3: Thong tin vi dung luong. 


2 . 


Neu muon theo doi thdng tin chi tiet cua m6t phan vung nao do 
hoAc thif muc nao d6 t ban nhap chon vao d6i t.ucfng muon xem, sau 
d6 nhap Properties de thuc hien (xem hinh 4.4). 



Hinh 4.4: Thdng tin chi tiift cua 6 dia hodc thit muc. 
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Neu khdng muon thifc hi£n nufa, ban nhdp nut Cancel d£ quay ve 
giao dien chfnh cua chucmg trinh. 

1.3 '« Data Advisor 

Vi d£y l& chucmg trinh hd trq vi$c tim ki&m v& phuc h6i duf li£u 
tren ca 2 moi trudng Windows v& MS DOS, ndn n6 cung hd tro ti£n ich 
tao 6 dla boot (dia khcfi dong). ThUc hi^n theo cric budc sau: 

1. Chon Disk Diagnostics > DataAdvisor. 

D£y l& tien ich giiip tao 6 dia mSm (floppy) khdi dong. 

2. Tiep theo, ban chon ngon ngtf gin cho chucmg trinh trong dia 
mem, vi du English, sau d6 nhdp Continue de tiep tuc (xem 
hinh 4.5). 


Hinh 4.5: Chon tigdn ngil gdn cho chucmg trinh. 

3 Chucmg trinh thong bao tinh trang ban quy£n cua chi/cmg trinh. 
ban nhap nut Continue de tiep tuc. 

4. Tiep theo chucmg trinh se dua ra luat ban quydn, neu ban dong y 
vdi nhufng muc ma chucmg trinh dua ra thi nhap nut Yes de tiep 
tuc (xem hinh 4.6). 
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Hinh 4.6 : Lux It ban quyd.n ma ehiicmg trinh thong boo. 


5. Chtrong trinh se thong bao Uft ca duf lieu dla mem ciia ban se hi 
mat het de ghi nhting tap tin cdn thiet cho vi£c khdi dong mdy 
tinh. Tiep then chtfcfng trinh cung yeu cdu ban ehen dla mdm v£o 
6 dla, ban thirc hien theo yeu cdu v& nhap nut Start de bdt dau 
(xem hinh 4 7). 



Version 5DO 


This program creates an Ontrack^ Data Advisor 
bootable diskette 

insert a formatted diskette in drive A and press Start 
To exit the program, press Exit 


must be dosed 


Al extstng data on the 
floppy wl be destroyed 


EARNING! 


Hinh 4.7: Ti&'n hank qua trinh tao dia nidm Boot. 


2. Phuc hoi d\i li£u da mat 

Muc nay cho phep ban phuc hoi lai nhufng lieu da m£t do ede 
nguyen nhan nhtf: Nhtfng tap tin da hi xoa ho&c bi hit hai do ede chiTcmg 
trinh pha hoai nhu virus, format hay fdisk... 
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2 . 1 . Advanced Recovery 

Trong muc nky cho phep sCf dung nhtfng thiet lap nang cao de tim 
lai nhufng t&p tin hoSc thtf muc, de thifc hi£n ban l&m nhn sau: 

1. Chon Data Recovery > Advanced Recovery. 

Chon phan vimg mu6n phuc h6i, sau d 6 nhAp Next de tiep tuc (xem 
hinh 4.8). 




Hinh 4.8: Chon ph&n uiing mudn phuc h6i. 



Chi/cfng trinh se tien h&nh tim kiem tren tifng sector v& thbng 
b£o tinh trang tim ki£m hi£n thdri (xem hinh 4.9). 


Processing Block: 860650 of 1627407 
Elapsed Time 55 seconds 
Remaning Time 48 seconds t 


Tli6ng bao 
iih trang tL 


Oiredtoriet Found* r? 


Ffcs Found 293 | 




Hinh 4.9: Tinh trang tim kiem hi$n thai. 

3. Sau khi qua trinh tim kiem ket thiic, chifong trinh se hi£n thi 
danh srich c&c tip tin v& thtf muc tim duoc. Nh£p chon v&o c£c t&p 
tin v& thif muc muon phuc h6i, sau d6 nh&p Next de tiep tuc (xem 
hinh 4.10). 
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Hinh 4.10: Chon thu muc hay tap tin muon phuc hdi. 

4 Nh&p chon v&o muc Recovery to Local Drive, sau do nhap nut 
Browse de chon dich luu th6ng tin inudn phuc hdi, sau do nhap 
Next dd thiTc hi£n. 



Muc n&y cho phep ban luu nhtfng thdng tin phuc hoi tren dia cufng 
cua may tinh cue bo (xem hinh 4.11). 


Hinh 4.11: Li(u thdng tin phuc hoi tr&n may tinh cue bd. 


Nhu v&y den day ta da ho&n th&nh vi^c luu thong tin muon phuc 
hdi len thu muc Recovery trdn o dia C cua m£y tinh. 
















5 Nhap chon vdo Recovery to an FTP Server, tiep theo nhdp 
chon vdo muc Create Zip, sail do nhdp nut FTP Options vd 
thi£t ldp nhir cdc muc sau: 

• Server Address: dia chi Webserver, vi du www.freewebtown.com. 

• Root Directory: thd muc goc tren FTP Server: vl du / 

• Login name: ten tdi khodn tren Webserver, vi du cominghacker. 

• Password: nhap vdo password cua tdi khoan md ban da d£ng ky. 

• Port: c6ng mdc dinh cua FTP Server Id 21. 


Tiep theo, nhdip OK de dp dung (xem hinh 4.12). 



Hinh 4.12: Ltfu thdng tin phuc hdi vdo FTP Server. 


Htfdrng dan them: 

De sd dung duoc btfdc 5 thi trifdc tien ban phai tao cho minh mdt 
tdi khoan tren FTP Server, dtfdi day chung toi se hirdng dan ban tao mot 
tai khoan FTP Server tren trang www.freewebtown.com. 

1. Tao tai khoan tren www.freewebtown.com 

Trang ndy cho phdp ban tao mot hodc nhieu tdi khoan vd khdng 
edn kich hoat, hern ntfa bang thong cung ttfcrng doi ldn va dung ltfcfng luu 
truf 1 GB, khdng gidi han kich thirdc tap tin upload. hd tra FTP client... 
De tao tdi khoan, ban thtfc hi£n cdc btfdc sau: 

1. Md Internet Explorer hodc Mozilla Firefox hay bat ky mpt trinh 
duy^t nao. Tr&n thanh Address cua cdc trinh duy^t, ban nhap 
www.freewebtown.com, tiep theo nhdn Enter de thtfc hien. 

2. Nhap nut Sign Up & Join de tao tdi khoan vd ddng nhap (xem 
hinh 4.13). 
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Hinh 4.13: Giao dien cua Freewebtown. 

3. Tiep theo, ban nhap cdc thdng tin sau: 

• User name: t£n t4i khoan d4ng nhap, vi du cominghacker. 

• Password: nh$p v4o password cho t&i khoan. 

• Confirm password: nh&p lai password. 

• First name: ho v4 ten l6t cua ban, vi du Vu Dinh. 

• Last name: t£n cua ban, vi du Cuong. 

• City: nhap ten thanh pho, vi du HCM. 

• Country: chon VietNam. 

• Email: nh&p v4o dia chi email cua ban, vi du vncs.vn@gmail.com. 

• Web Description: nhap thong tin mo ta, vi du Save. 

• MS Front Page™ Server Extensions: nhap chon v4o muc ben 
dudi, neu ban muon stir dung FontPage de soan Web. 


• Enter the code shown: nhap nhting ky tif m4 trong muc hien 
thi. Vi du 82702, so n4y 14 so ngau nhien, diTdc tao ng&u nhien 
moi khi ban tao mot t4i khoan mdi, tiep theo nhap nut Submit 
dl ho4n th4nh (xem hinh 4.14). 
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Hinh 4.14: NhQng thong tin dang ky. 

Nhtf vay, d£n day ta da ho kn thanh vi£c dang ky tai khoan tren 
www.freewebtown.com, vi£c tiep theo la dang nhap va suf dung. 

2. Dang nhap tnfc tiep tft web site 

Ban c6 the upload duf li$u tnic tiep tCf trinh duy$t thong qua 
website, de suf dung ti$n ich nay ban thifc hi^n cric bifdc sau: 

1. Md trinh duyet Mozilla Firefox hoac Internet Explorer, sau d6 
trong thanh Address nhap www.freewebtown.com 

2. Tai muc User ID, ban nhap cominghacker, muc Password, 
nhap v^o password cho tai khoan nay. Tiap theo nhap nut Login 
(xem hinh 4.15). 



Hinh 4.15: Nhap user ID va password dang nhdp. 
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3. K£o thanh truot xuong vh nh&p nut File Manager dt? mcr cura s 6 
quan ly tap tin (xem hlnh 4.16). 



Hinh 4.16: Md cua s6 quan ly file. 

4. Tai cda s6 quan ly Uip tin n&y, ban c6 the them, x6a, sura vk soan 
thao c&c tap tin (xem hinh 4.17). 


[ -t AcItveX Muni fttvuje ijpmadei | Java Mufti linao* Uptoader | Smgiir ' 'plunder j | 

Current Directory / 

Copy | Delete | Move Fite | Rename 1 Create Folder | 


l nUMm *.. 

SUe 

Last Updated 


G ^llntiqn 

P dir) 

10/29/2007 Oi:H 

&S53B 








Show special flies and folders O 


Q. View files 

Is your file hs! loo long? Select only the types of tiles you want lo see 
List files with extensions 
□ html 
n gif 

CJ JP9 _ 

G others - that begin with the character a 3% Refresh F*e list | 

✓ Used: 52578 bytes 

Hinh 4.17: Nhiing tien ich trong cita s6 File manager. 

3. Dang nh§p b&ng WS_FTP Pro 

D^y \k chifcrng trinh FTP client cho phdp mky tinh cua ban ke*t noi 
vdi Web server d§ download, upload duf li?u theo giao thufc truyen file 
FTP. 
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Chucmg trinh duqc cung c&p t rong thU mac Genaral Software, ban co 
the download tai website www mmhkhai.com.vn. Sau khi giai nen va ,cai 
d&t, ban thuc hi£n nhir sau: 

1. V&o Start > Programs > Ipswitch WS_FTP Pro > WS_FTP 
Pro md chirong trinh. 

2. Tai giao dien chinh cua chuong trinh, ban nh&p cdc thong tin sau: 

• Address: ftp://www.freewebtown.com 

• User ID: cominghacker. 

• Password: Nh&p v&o password m& ban da d&ng ky cho tai khoan 
cominghacker. 

Tiep theo, nh&h Enter d& d&ng nh£p (xem hinh 4.18). 


khn*» 4*010 lof backer 
irO«i 


Hinh 4.18: D&ng nhdp vao web server bdng WSFTP Pro . 

3. Sau khi d&ng nhap thanh c6ng nhu hinh 4 18, ban co the thao tac 
giura m&y tinh cua ban va remote host, nhif l& thao Lac tren m&y 
tinh cue bd. Dieu n&y cd nghla 1&, ban c6 the? thdm, x6a, site, copy, 
cut, paste, rename.., d remote host v& may tinh cue bo nhu thao 
tac gitfa cic muc t.rdn may tinh c& nhan. 

Nhu v$y, den day ta da tao, truy c&p v& quan )y mgt host mOl c&ch 
th&nh cong Tir nay, ban c6 t.he sd dung host n&y luu trCf true tuyen duf 
lieu v& co the chi a se tai Ii$u cho btft ky ai. 

2.2. Format Recovery 

Muc n&y cho phdp tim lai nhtfng t&p tin trong nhCimg ph&n viing m& 
ban vo tinh format, phuang ph&p thuc hien nhu sau: 


kj.. 



1 

--L -1 
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1 Chon Data Recovery > Format Recovery, chi/omg trinh se 
hien thi danh s£ch cdc 6 dia v& cac phan vung cua cdc d dia vat ly 
hien c6 trong m£y tinh, ban nhap \ko phan vung muon phuc hdi, 
sau d6 nhap Next de ti£p tuc (xem hinh 4.19). 



Hinh 4.19: Chon phdn vung muon phuc hdi. 

2. Doi chucmg trinh qu6t tren be mat cua dia ctfng de tim nhutng tap 
tin, thif muc do format m& mat. Sau d6 chifcrng trinh se thong ke 
nhting thong tin tim dirqc dtfdi dang cay thii muc. Ban nhap chon 
v£lo thu muc muon phuc hoi sau d6 nhap Next dl tidp tuc (xem 
hinh 4.20). 



Hinh 4.20: Chon thit muc mu6n phuc hdi. 
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3. Nhap chon v&o muc Recovery to Local Drive, sau dti nhap nut 
Browse d§ chon dudng d£n li/u thu muc muon phuc hoi, vi du luu 
ci C:\Recovery (xem hinh 4.21). 



Chouse a destination where the data will be copied. Select Next to begin Copying Fte$. Select 
Back to return tn the lag Htes for Recovery screen. Select Cancel to exit the tool. 


recov«y uewnaoonypncms 
f* fceeoverlo Local Drive 

|c Recovery', 


Browse j 






r Rk ova to an FTP Server | ! TPCpw 

r 2/eate Zip fS Zip Fie Sze L*nit (MB) 


Recovery $tatni*xr 
Fies 5 

i 

TordSee 4SSM9 


--Report-- 

r Genaa»e Rewvay Report 

Destnabon I h-rw 



Hinh 4.21: Chon diidng ddn lu’u thu muc phuc hdi 

Nhu vay, den d3y ta da hoan th&nh vi£c phuc hoi nhufng tap tin, 
thu muc do format ma mat. 

2.3. Deleted Recovery 

Muc nay cho ph£p ban tim lai nhufng tap tin, thif muc do ban da 
x6a, ho^c nhufng chuang trinh pha hoai gay ra, phucmg phap thtfc hi^n 
nhif sau: 

1 Chon Data Recovery > Deleted Recovery. 

Churcmg trinh se hien thi danh sach cAc 6 dia vat ly va cAc phan 
vung cua 6 dia nAy trong giao dien cua n6, ban chon phan vung muon 
phuc hoi, sau do nhap Next de tiep tuc (xem hinh 4.22). 

2 Chtfcmg trinh se hien thi nhufng gi tim th£y trong Recycled, ban 
nhap chon vao thu muc muon phuc hoi, sau d6 nh&p Next de tiep 
tuc (xem hinh 4.23). 



















Hinh 4.23: Chon thu muc phuc h6i. 

3 Tiep theo, ban chon du&ng d^n luu thu muc nhu trong budc 3 cua 

muc “Format Recovery”. 


2.4. Raw Recovery 

D&y la cong cu cho ph£p ban quet nhCfng ph&n vung bi hir hai tren 
dla cimg cua ban va nhCfng c&u true thu muc bi hu hai n&ng. nd sU dung 
giai thuat tim kiem tin hi£u tap tin. Cong cu nky cung cho phep ban sdp 
xep lai nhCfng dtf lieu tim dupe tif nhufng phan vung bi hu hai. Phuong 
phap thuc hien nhu sau: 


1. V&o Data Recovery > Raw Recovery. 
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Chirong trinh se li^t ke danh sacb c£c 6 dia vat ly cac phan vung 
cua c£c 6 dia nay, tiep theo nh£p chon v£o phan vung muon phuc h6i, sau 
d6 nhap Next de tiep tuc (xem hinh 4.24). 


EasyRocayety 



Hinh 4.24: Chon phdn vung muon phuc h6i. 

2. Nhap chon vao danh sdch cdc muc muon phuc hoi sau do nha'p 
Next de tiep tuc (xem hinh 4.25). 


EasyRecovery 





CJwtk the fie* you wt*h to recover, satoct Next to proceed to the Destination Selection i 
Select Back to rattan to tto Partition Setae Bon icreen Select Cancel to oat the tool. 



Hinh 4.25: Chon danh sach cac muc cdn phuc hdi. 

3. Chon dtfdng dSn hru thong tin phuc hoi nhif d bade 3 cua muc 

“Deleted Recovery”. 

Nhtf vay tdi d&y ta da ho&n thanh qud trinh tim thong tin bi mat 
tren dia ciimg. Ngoai ra, trong muc Data Recovery c6n rat nhieu tien l'ch 
khac phuc vu cho vi£c phuc hoi thdng tin bi mat. Ban c6 the kh4m ph6 
them khi siir dung chtfcmg trinh. 
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3. File Repair 

Khi phuc hdi Lai dtf li£u se khong trdnh khoi tinh trang mot so tap 
tin bi hif hai, vi thong tin trong nhufng tap tin dd c6 th£ da bi chuyen doi 
sai l?ch. vi v&y mk dan den tinh trang khong the xem di/oc to&n ven 
thong tin. Cd nhufng chtfcmg trinh h5 trd phifang phdp sufa chufa mot so 
loai tap tin nhif: MS Word, Excel, PowerPoint, Access \k Winzip. Muc 
difdi day se gidi thi$u m$t s6 chifcmg trinh dd. 

3.1. Word Repair 

Chaang trinh n&y cho phdp sura chufa nhufng tdp tin cd dinh dang 
.doc cua MS Word, phifang phap thifc hi£n nhii sau: 

1. V&o File Repair > Word Repair. 

2. Nhap nut Browse for Files de mcr nhufng tap tin Word muon sufa 
(xem hinh 4.26). 

3. Nhap nut Browse for Folder dd md thif muc lifu tru: nhufng tap 
tin sau khi sufa, sau do nhap Next de thifc hi^n. 





SctKt MHs) to rcpjr. (hoov fofctor jnri preu Nnn. 



Hinh 4.26: Dank sack cdc tdp tin cdn sda. 


3.2. Zip Repair 

Nhufng tap tin cd djnh dang .zip \k nhufng tdp tin hay bi I6i nhat, 
nhat la trong trifdng hap tap tin difac phuc hoi lai. Be khdc phuc tinh 
trang nay, chifcmg trinh cho chung ta giai phdp Repair lai nhufng tap tin 
ZIP bi loi, phufang phdp thifc hi£n nhu sau: 

1. Chon File Repair > Zip Repair. 
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2. Nhap nut Browse for Files de md nhifng tap tin c6 dinh dang 
zip muon sura. 

3. Nhap nut Browse for Folder de luu nhtfng tap tin ma chirang 
trinh sura duac (xem hinh 4.27). 



Hinh 4.27: Chon tdp tin miidn sda L>a ditdng ddn luu file. 


4. 


Chirang trinh hien thi nhuriig thdng tin ve tap tin no sOfa, 
thong tin bao g6m, dung luang, v& tlnh trang sura chOfa (xem hinh 


4.28). 



Hinh 4.28: NhCtng thdng tin sau khi sila . 


Ban dp dung cdch tirang tuf de sura chtfa nhufng tdp tin cua Access, 
PowerPoint, Excel. 
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4. Email Repair 

Muc uAy cho ph6p ban sira chufa nhttng tiip tin c6 dinh dang .pst cua 
MS Outlook, day \A nhttng t&p tin luu trtt npi dung cua email. Nhttng t&p tin 
n&y thuftng diroc luu trtt tai C:\Documents and Settings\security\Local 
Settings\Application Data\Microsoft\Outlook, trong d6 Security la tai 
kho&n ma ban dang nhap v^o mdy tmh. 

1 Chon Email Repair > Outlook Repair. 

2. Nh&’p nut Browse for Files de mO tap tin .pst muon sura. Vi du, sufa 
tap tin outlook.pst trong thu muc C:\Documents and Settings\ 
securityVLocal Settings XApplication Data\Microsoft\Outlook 

3. Nhap nut Repair File Folder d£ chon thtt muc luu truf tap tin 
.pst ma chuong trinh sira duoc, sau d6 nhap Next de thiic hidn 
(xem hinh 4.29). 



Scfert nMtj to ctioow fotcW wdpmiNBt. 



Hinh 4.29: NhiZng thdng tin sda child. 

Tr£n day la nhttng thong tin din thi£t, nhttng chufc nang co ban 
nha't cua chuong trinh. Ngo&i ra, chucmg trinh c6n r4t nhieu nhufng tien 
ich v4 cong cu khdc, c£c ban c6 the khdm phd them khi suT dung chuong 
trinh. 

III. Chtfotag trinh Get Data Back for NTFS 

Chuong trinh cho phdp tim lai tat cd cAc duf lipu bi mat do: fdisk, 
format, hay bi c Ac chuong trinh ph4 hoai g4y ra nhu: virus, worm, loi 
phan mem hodc nhuriig t4p tin da xtia tren nhttng 6 dia c6 ph4n viing 
dugc dinh dang theo dinh dang NTFS. 
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ChUcmg trinh n&y tUcmg thfch vdi Windows 2K/XP, ban c6 th£ 
download phan mem nay tai website w'ww.minhkhai.com.vn, thu muc 
Chapter 4. Sau khi giai n£n v& cki d&t chuong trinh, ban thi/c hi<?n nhu 
sau: 

1, Sv3f dung nhtfng thiet lap jti&c dinh 

N£u ban khbng mu6n to minh lua chon nhiing thiet lap phuc tap de 
khdi phuc du! ]i£u tht phucmg phap n&y se giiip ban nhanh chdng thuc 
hi£n 

1. Tr£n giao di£n chinh ciia chuong trinh, nhap chon vko muc I 
don’t know, use default settings, sau do nhdp Next de ti&p tuc 
(xem hinh 4.30). 



Hinh 4.30: Sil dung nhiing thi&t lap mdc dinh. 


2 Chircmg trinh se thong ke trong m4y tinh c6 bao nhi&u dia cifng 
v& hi£n thi so phdn vung tren timg dia ciifng n&y. phuc h6i du 
lidu cua ph£n vung n&o, ban chi cdn nhfip chon phan vimg cua 6 
dia do. 

Vi du, phuc h6i t£t ca duf lieu trong 6 dia 2nd hard drive d 6 dia 
E, tai muc Available Drives, chon 2nd hard drives 37.3 GB (HD129:) - 
ST340014A > 1st partition NTFS 9.77 GB, sau do nh&p Next de tiep 
tuc (xem hinh 4.31). 

3. Nhap v&o tap tin he thong muon hien thi sau d6 nh&p Next dt? 
tiep tuc. 

Vi du, chon NTFS at sector 24,579,513, cluster size 8 (9.77), sau 
d6 nh&p Next de tiep tuc (xem hinh 4.32). 
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Hinh 4.32: Nh&ng thong tin thong ki ditqc. 


4. Danh s&ch nhtfng tap tin ma chtfcmg trinh tim thay duoc hien thi 
ngay tren giao dien cua chtftfng trinh. B£ phuc hoi t4p tin n&o ban 
nhap chon vao tap tin d6, tiep theo nh&n phim F5 de copy, 
chiftfng trinh se xuat hi$n hop thoai thong b4o ditfrng ddn !uu t£p 
tin phuc hoi, tai hop thoai n&y, chon difdng ddn luu tap tin, sau do 
nhap OK de fip dung. 


Vi du, phuc h6i lai t£p tin c6 ten C001 trong thii muc Media, nh&p 
doi v&o thu muc Media nh&p chon v&o tap tin C001 (xem hinh 4.33). 
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Hinh 4.33: Chon thtf muc hodc tap tin mu6n phuc hdi. 


5. Nhd'n phim F5 tren ban phim di md hpp thoai Copy files, trong 
muc To, ban nh£p nut Browse for directory de chi dinh thu 
muc lou tap tin, tho muc mSc dinh la C:\Documents and 
SettingsXsecurity, tiep theo nh&p OK de phuc hoi. 


Security la thtf muc tocmg ufng vdri ten t^i khodn dang nh£p v£o 
m^y tinh (xem hinh 4.34) 



Hinh 4.34: Chi ducmg ddn litu tdp tin. 
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Chifqfng 4: Phuc hoi dCt li$u da mat 


6. Neu nhd rd t&n t£p tin mutfn phuc hoi thi ngay tren giao di$n 
chlnh cua chucfng trinh, nh£p nut Search ho&c vao menu Tools > 
Search files de mcr hop thoai Search file. 

Vi du, tim tat ca nhumg tap tin da x6a vao kho^ng giufa 27/09/2007 
d#n 27/10/2007 v& nhCfng t4p tin c6 kich thiftfc giufa 5000 - 2000000000 
bytes. Chi tim nhtfng tap tin da x6a, ban thiet l&p nhu sau: 

• File mask: *.* (td't ca c&c files). 

• Include all file modified between: nhap 9/27/2007. 

• And: nhap 10/27/2007. 

• ' Include all files with a size between: nhap 5000. 

• And: nhap 2000000000. 

• Include files that are: nh£p chon Deleted. 

Ti&p theo, nhap nut Start de thifc hi£n tim (xem hinh 4.35). 
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Hinh 4.35: Nhilng thiet lap trong h dp thoqu Search files. 

7. De nh6m tat cd nhtfng thdng tin tim dune vao m$t tdp tin img. 
Vdo menu Tools > Create Image File de mo hop thoai Create 
an Image File, tiep theo nh&p nut Lookup dl d&t ten va chi dinh 
noi luu truT tdp tin (xem hinh 4.36). 
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(ircdte dn Image f ile 


Select • destination file and dick “Start" to create Jhe imago 
SlhMtdiv* 

2nd kwd drive 37 3 G8 (W01»| ST 340014A 
Range 5ec*n 2*.5rft.Sl3 to 4&J1B2.324 


T otal *o copy 20462.812 


• rtfl B Sgr? *- 



Hinh 4.36: Too file . img . 

2* Phuc hoi thong tin bi mat do Fdisk hay Format 

B&y \k lira chon cho ph£p phuc h6i nhumg tap tin h£ thong bi mat 
do Fdisk ho&c Format, de thife hien, ban l&m nhir sau: 

1. Tren giao di$n chinh cua chiTcmg trinh, nhap chon v&o muc 
Systematic file system damage, sau d6 nhap Next de tiep tuc 
(xem hinh 4.37). 


< * GetDalaBnck toi NTFS (Version 3 03) 


0 e..B*iwenr Ipok m*> 


Welcome to Get Data BacK tor NTFS 


Ai kmg »S dale « ->0* crywc sir owwnnan 

a Ike kaid Awe t» aerer*^ damaged IM* Tc 13001 -2006 »v *urnsc on 




acovwt 4 <b f(ta. 


a utw «rat Ma iy»«e> corr^jtxx- Mu 
Mm fcidai t o wtate |w*hr* 

Mrioust lectftrarried .et-x 
Do rvtf wrte *o *■» troWa*" drwe 

ConUd ou 'tch xjpoor i you k*** ary 


This senior o' GetDtfaBarli '«fov*is dal a from NTFS filv systems If you wars to recover 
data hum a RAT file syslam you need la download t">etDataBacx ter f AT 

Th. s pro gram will help you lo recover you# data <n 3 easy stars Upon completion you wdl be 
ah<e *o r.ooy jw *>•« 10 another disk or an available nerwtirV drwa 

Tv opNmUe <>«tUai attack • lecovery engine pleeee dvecrib* yew data leva acanerie 

here: 

O I don't know ut* dolauB M*bng« 


O I wen to iecov« drVir-H 14 m 

Please -trier to ike cniiftf ii*tp (FI) or Ike links to the lei i you km my questions 

<u . i., 

Click |mc to begin Uv* data recovery 




[Memory n me: 728.836 


Hinh 4.37: Chon Systematic file system damage. 

2. Nh6p chon 6 dia \k phan vung muon phuc h6i, sau d6 nh&p Next 
de tiep tuc (xem hinh 4.38). 
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Dang thtfc hien 
lua trinh tLm ki£ 


Hinh 4.38: Chon phdn viing mu6n phuc hoi. 

Sau khi nh£p nut Next, chucfng trinh bdt d&u tim kiem, nhutag 
th6ng tin duqc hien thi nhu hinh 4.39. Ndu ban muon ngitag quri trinh 
tim kiem, nh&p nut Stop de ngitog. 


Hinh 4.39: Dang ti&n hdnh qua trinh tim kiem. 


3 . 


Nhap chon v&o file h$ thong muon phuc hoi, sau d6 nh&p Next de 
tiep tuc (xem hinh 4.40). 


D Slant 


Drtvw. 


2nd hard An* 37 3 GB ST340014A [*ect»* 2457351 >450623241 


n Ftoi dendied 11237 *t«ta . 0 usrdet 
F°1 MFT entries 5663 


rile 0 sector 36306653: 

■ rue 0 sector 36306669: 

^ rile g sector 36306681: 

File g sector 36306689: 
i rile 6 sector 36306697: 

: File 8 sector 36306709: 

rile 8 sector 36306T13: 
rile 0 sector 36306717; 
Tile 0 sector 36306729: 
rile 0 sector 36306733: 
rile 0 sector 36306737: 
rile 0 sector 36306749: 
File 0 sector 36313905: 
rile 0 sector 36314697: 
File 0 sector 36316889: 
rile 0 sector 36346047: 


Cusart sector 36349000 Time remans^ OCrCn 57 


Index Aloes 69 

J Boot lector* 4 
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Sahscl Fit* 0 »«*•«' 
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Hinh 4.40: Chon file he thting mudn phuc h6i. 

4. Sau khi nh&p nut Next, chtfcmg trinh se hien thi nhung thong tin 
mk n6 tim duroc nhu hinh 4.41. 


• • lof *<!►<. IV.M.OH 1.0 »1 


I. n!* 



Hinh 4.41: Nhdng thOng tin tim dtfoc. 

Tiep theo, ban thpc hien khoi phuc do lieu nhif nhufng muc trudc. 

Htfdfng dan them: 

File Allocation Table (FAT): Mpt bang tren dia mem hay dia 
cufng dung de lifu giCf thong tin ve c&ch thufc cdc tap tin dupe lull 
trtir nhu the nko trong c&c cluster rieng bipt, khdng nh&t thiet li£n 
nhau. Bang ph&n bo t&p dung mot phucrng ph&p dcm gian. VPi 
FAT cluster d£u tien la dia chi cua cluster thur hai dupe suf dung 
dl luu truf tap d6. Trong muc FAT doi vdri cluster thijf hai \k dia chi 
cua cluster thO ba, ctf nhu the tiep tuc cho den khoan muc cua 
cluster cuoi cimg chufa ma ket thiic cua t&p. Vi chi c6 duy nh£t 
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blng nly cho bi£t clch tim duf li$u trln dia, cho nen DOS se 
thlnh l§p vl duy tri hai bin* sao cda FAT de phlng mpt bi 
hong. 

• New Technology File System (NTFS): L1 cong ngh£ mli dang 
de quin ly tip tin tren Windows. NTFS di/qc thiet k£ cho clc 
thao tic tap tin nhanh trln clc 6 dia cufng c6 dung littfng 1dm. 
NTFS bao g6m mpt h£ thong phuc hoi tip tin vl clc thupc tmh 
dtftfc xly dung sin dl giii quylt an toln vl dieu khi^n truy xult. 
Khi ban dinh dang m$t phln vitng (partition) trln mpt 6 dia sur 
dung h§ thing tip tin NTFS, thi phln viing nly duoc khdi tao 
nhif 11 m$t volume cua NTFS. Volume nly chdfa MFT (master file 
table), ehtfa thing tin ve tifng tip tin cl trong volume nly. Thong 
tin nly duoc lUu trflr trong clc miu tin cl klch thulc 2,048 byte vl 
hoat dong gilng nhu mlt cO sdr dflf li§u quan hi- Clc tip tin dtftfc 
xlc dinh bli mqt con s1, so nly phu thu$c vlo vi tri cua tip tin 
trong MFT vl m$t si tuin ttf die bi$t. 

IV. Get Data Back for FAT 

Dly 11 chifcfng trinh cho phip tim lai tit cl clc dOr lieu ml sau khi 
ban da Fdisk, Format, hay slT tin clng cua virus, worm, loi phln mem 
hole nhufng tip tin da xla tren nhufng 6 dia c6 phan vlng difqc dinh dang 
theo ki&i FAT. 

ChUdng trinh tifemg thich vli Windows 2K/XP. Sau khi giai nln vl 
cli dlt chucmg trinh, ban thuc hi£n nhu sau: 

1. Tim lai t$p tin da x6a 

Vi£c xla nhim nhufng tip tin quan trong 11 di4u khdng the trinh 
khli doi vdfi nhufng ai da vl dang suf dung mly tfnh. Vi£c nly se khlng 
ding nli khi nhflng tap tin ml ban xla khdng quan trong, nhimg niu 
nguoc lai, nhufng tip tin ban xla nhim lai 11 nhflng tli li£u rlt quan 
trong liln quan din cong vile vl sif phlt triin cua cong ty. 

Tim lai nhufng tip tin khong khi, trong muc nly gili thi^u din ban 
mpt s6 phifemg phlp giup tim nhanh lai nhflng tip tin ml ban dl xla 
nhim tren phln vung c6 dinh dang FAT32. B4 thiic hi$n ban 11m nhu 

1. Vlo Start > Programs > Runtime Software > Get Data Back 
for FAT d£ ml chifcmg trinh. 


sau: 
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2. Tai giao di^n chinh cua chtfcmg trinh, nhap chon vAo muc 1 want 
to recovery deleted files, sau d6 nhA'p Next de tidp tuc (xem 
hinh 4.42). 



Hinh 4.42: Chon l want to recovery deleted files. 


3. NhAp chon vAo ph£n vung muon tim, sau d6 nhAp Next de’ tiep 
tuc. Do chucfng trinh nAy chi tim dtfac nhtfng tap tin tr£n phAn 
vung FAT r do vay ta chon phan vung D trong mAy tinh (xem hinh 
4.43). 





j.<asAai,-y, 


Hinh 4.43: Chon phdn vung phuc hdi dd lieu . 


4. Chtrong trinh se liet ke nhting t£p tin h£ thdng mA n6 tim dugc. 
Ban nhap vAo tap tin mudn phuc hdi sau d6 nhAp Next de ti£p 
tuc (xem hinh 4.44). 
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Hinh 4.44: Danh sack file he thing . 


5. Trong muc nay ta phuc hoi t£p tin h£ thong theo phtfemg thufc tim 
lai nhurng t£p tin, thu muc da bi xoa. Do vdy chuong trinh se hi£n 
thi danh sdeh c£c tap tin ma n6 tim dtfUc (xem hinh 4.45). 



Recovery Tree 

Select end copy the files you want to recow 


« 10/2W200: 10:56 

» lo/wmor m;S6 « PH 
2tl S60 12/26/2006 ? 43 58 PH 
65 \rj/2irFXF in s*> -se pt-i 


Hinh 4.45: Cdc t&p tin ma chucmg trinh tim daoc . 


6. Nhap v&o tap tin mudn phuc hoi, sau d6 nha'n phim F5 tren ban 
phim d£ thifc hi$n copy v& md cua s 6 Copy files. 


7. Tai cufa s 6 nay, nhap nut Browse for directory d£ chi ra dtfdng 
d&n lull Up tin ma ban mu6h phuc hoi, mac djnh dUUng din nay la 

























C:\Document and Seitings\Administrator. Trong do Administrator 
la t&i khoan m& ban dang nhap vao indy tinh (xem hinh 4 46). 



Hlnh 4.46: Chon diting ddn iUu tdp tin phuc hdi. 

Den day ta da hodn thanh cong viec phuc hoi lai nhung tap tin da 
x6a mat, ban co the khdm phd them nhieu chdc ndng khdc khi sd dung 
chiicrng trinh. 

V. Data Doctor Recovery - NTFS-FAT 

Chiicmg trinh nay cd nhi/ng chdc ndng sau. 

• Khoi phuc phan vimg bi hu hai hodc bi x6a. 

• Tim lai nhtfng tdp tin hoac thu muc bi mat. 

• Phuc h6i dCT lieu khi Master Boot Record (MBR) bi mdt. 

• Phuc hoi dti lieu bi mat, sau khi dla cufng bi format. 

• Tim lai dff li§u trong trtfOng hop bi mdt. do virus. 

• Ho trp nhumg tap tin c6 ten dai. 

• Phuc hoi lai nhung tap tin td nhtfng phan vimg bi format hodc 
dinh dang dudi btft ky mpt t.ham stf ndo. 

• Phuc hoi lai duf li^u ngay ca khi nhtfng MFT bi hu hong 

• H5 itij IDE, EIDE, SCSI vd SATA, PEN, ZIP drives. 

Chucmg trinh nay ho tro phuc hoi tren hai loai phan vimg, do la 
NTFS vd FAT. 
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Sau khi giai n£n vk cai dat vko m£y tinh, ban thuc hien nhu sau: 

1. Standard Search 

Tien ich n&y cho ph6p ban thtfc hi?n nhiifng chufc nAng tim kiem vk 
phuc hoi can ban, cdch thuc hien nhtr sau: 

1. Who Start > Programs > Data Doctor Recovery > NTFS - 
FAT > Data Doctor Recovery - NTFS-FAT de md chirang 
trinh. 

2. Nh£p chon 6 dla mudn phuc hoi, tiep theo chon Standard 
Search, sau do nh&p Next dl tiep tuc. 

Chuong trinh se tien hknh tim tren 6 dia ban vira chon c6 bao 
nhieu phan viing vk hien thi chung theo danh sach vdi ten bdt dAu tCt 
Partition - 1 den Partition - n, ngo&i ra n6 c6n hien thi dinh dang cua 
phan viing l& NTFS hay FAT (xem hinh 4.47). 



Hinh 4,47: Giao diin chinh cua chi/ang trinh 

3. NhS’p chou vao phan viing mu6n phuc hoi, sau d<S nhap Next d<S 
tiep tuc (xem hinh 4.48) 

4 NhSip chon vko thu‘ muc muon phuc h6i, sau do nhap nut Save de 
luu thong tin 

Danh s£ch ckc l&p tin thu muc dupe to chufc thanh danh skch trong 
c&y thu muc (xem hinh 4 49). 

5 Nhap nut Browse de? chon dufrng dAn liAi thong tin phuc hoi, sau 
d6 nhap OK d£ thuc hien (xem hinh 4.50). 













Hinh 4.49: Nhdp chon thit muc muon phuc. hdi. 



D.SRecovered 


Hinh 4.50: Chon duang ddn litu thdng tin. 
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Sau khi phuc h6i xong, n£u mudn quay lai miic trudc d£ tim nhiifiig 
tdp tin, thu muc khdc de phuc hoi tiep thi ban nhdp nut Back de quay 
lai. ChUcmg trinh c6 giao di£n do hoa tucfng doi true quan, moi bieu tuemg 
cua ede muc tuerng lifng vdi m5t ti&n ich nhd't dinh. 

2. Advanced Search 

Tien ich udy cho phdp tim nhCfng tap tin, thu muc, bi mdt do ede 
nguyen nhan nhu: Format, Fdisk, 

1. Trdn trang giao dien chinh cua chucrng trinh, nhdp chon 6 dia 
muon phuc hoi, sau do nhdp chon vdo muc Advanced Search, 
ti6p theo nhdp Next de tiep tuc (xem hinh 4.51 ). 





ITata dactaff PTecavecy 

NTFS - FAT 


Mod* KCXXO 

r#n nr: 


Hinh 4.51: Chon 6 dia phuc hoi. 

2. Nhdp chon phdn vung muon phuc hoi, sau d6 nhap Next de thuc 
hi?n. 

Chuong trinh se li£t ke danh sdeh ede phdn vung hi£n cO cua 6 dia 
da chon, danh sdeh ede phdn vung duqc to chufc vdi ten tir Partition - 1 
ddn partition - n, vd dinh dang cua phan vimg cung dude hien thi theo 
(xem hinh 4.52). 

3. Nhdp chon vdo thu muc chita ede tdp tin edn phuc hdi, tiep theo 
nhap nut Save de luu tap tin (xem hinh 4.53). 

4. Nhdp nut Browse de chon duong d&n luu thong tin phuc. h6i, sau 
d6 nhap OK d! dp dung (xem hinh 4.54). 












Hinh 4.53: Chon thu muc can phuc hdi. 



Enter path for Saving or click on Browse 


D ARecoveied 


— Warning 1 _ -. -- 

Pteaw select only efferent destination drive to save the (©covered 
data Saving data in same dive/VoiufTw n>ay cause overwiitng and 
your data may lost for ever 


Hinh 4.54: Chon di/ong d&n luu thong tin . 
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VI. PhotoRescue Professional 

Chiiang trinh cho ph£p tlm lai t£t c& nhufng dOf li£u lien quan den 
c&c file Media nhif. Video, Audio, Images, bi raft do c£c nguyen nh&n nhtf: 
Nhufng L&p tin bi x6a, dia cumg bi format, fdisk, ho&c nhufng files bi m&t 
do nhufng chuong trinh phd hoai dOf li^u. 

Chuong trinh ttfcmg thich vdi moi phien bdn cua Windows. Sau khi 
giai n£n v& cai d&t chuong trinh, ban thifc hi£n nhif sau: 

1. V&o Start > Programs > PhotoRescue Pro > PhotoRescue 
Professional de mcr chi/ong trinh. 

2. Hqp thoai dau tien xufi't hien, ban nhap Next de tiep tuc. 

3. Tiep theo, nh&p chon phan vimg muon phuc hoi, sau dtf nhap 
Next de tiep tuc. 

Chucmg trinh se li$t k£ danh sdch c£c phan vung cua tat cd c^c 6 
dia trong mdy tinh th&nh m§t danh sdch (xem hinh 4.55). 



Hinh 4.55: Chon ph&n vung cdn phuc hSi. 


4. Tiep theo, ban chon loai tap tin muon phuc h6i, sau d6 nhap Next 
de ti£p tuc. 

Danh sdch cdc tap tin difoc t6 chufc th&nh 3 nhdm chinh do la 
Video, Images, Audio (xem hinh 4.56). 
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Step 2 of 9: Select file types you need to recover 

Fie types that should be searched tor and recovered 


RESCUE 


0O V(deo 

0^ AVI (AVI (RIFF Video Famuli 


MP4 IMKG-4 V«Jeo Ffe) 


iJ Images 

BMP [Blmap Image! 

Q3 CDft (Corel Diew) 

□ 3 «CO 0 conF 4 e) 

□ JPEGUPEG Image) 
Q^3 PNG (PNG Image) 


Addibonaly search lot any 4 m by thet names (you can use vddcards n them) 
0 Fie nama [repot* doc. * M. * «wi . t F 


Hinh 4.56: Chon loai tap tin mu6n phuc hdi. 

5. Nhd'p chon vao muc Recovery deleted files, sau <36 nhap Next 
d£ tiep tuc. 


Muc nay cho ph6p ban phuc hoi nhting tap tin media bi x6a (zem 
hinh 4.57). 



Step 3 of 9: Undelete or recover corrupted files? 


RESCUE 


Sated what the propam should da 


The program*! seaich the risk orty lor dewed files 


Only hee cluster > wi be checked therefore 4 a last 


Qflecovn deleted and corrupted lies 

Scan the «rtf( drive The program wl search the drive ha both deleted and 
existing corrupted Net Each, duster m! be checked therefore i a tkm 


Hinh 4.57: Phuc hdi nhdng tap tin hi xda. 
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6. Nhap nut Browse de chon diidng din li/u nhufng tap tin cin phuc 
hoi, sau d6 nhip Next de thuc hi£n. 

7. Trong trang Step 5 of 9: Scan the file system, ban nhip Next de 
ti£p tuc. 

8. Danh sach c£c tap tin duoc hien thi trong danh sdch, ban chon 
tap tin muon phuc hoi sau do nhip nut Recovery d£ thuc hien 
phuc hoi tifng tap tin mpt (xem hinh 4.58). 


Hinh 4.58: Chon tdp tin muon phuc h6i. 

9. Nh£p Next de tiep tuc. 

Khi ban nhap Next thi tit ca nhufng tap tin trong danh sach deu 
duoc phuc hoi v&o trong thu muc ma ban da chon a buck 6. 

10. Danh sich cac tip tin diroc hien thi, ban nhap Next tiep tuc, 
sau do nhap nut Close de hoin th&nh. 

LCic ndy ban c6 the di chuyen den thu muc mi ban da chon d budc 
6 de kiem tra nhtfng thong tin da phuc hoi. 


8 PhotoRescuc Pro v. 3.5 
DIGITAL 

PHOTO 

ETEEflB 

PROFESSIONAL 

" 


BP® 


Step 6 of 9: View and recover files after file system scan 

Found files' 




1 9 Name 

Conditron 

Created 

ft 

a 4 Incest Scenes • Mom. . 

Deleted 11/17/200611 40-58. 


13 Sexnsdxid Vanedik^^ 


£0611:5111.. 


1 1 ^ Incest Russian Morn^^ 

Chon t&p tin™ 

%11:44 49. 


g Incest ■ Sex • 

c&n phuc hfti^ 

Jp 1 43 32 


jJISETUFPkG ^ 


TO 1 2025 PM 


3f SETUF 


>007 1.2037 PM 



t 1 Russian Lofca nl 04 • Inn Deleted 


9/11/2007 3:05:08 AM 275.01 




OmefetJ 

•1/17/20X1144 42 5 

13 Dd3 avi 

i -r 

Derated 

11/17/2006 11 4610. 1 


jnJui'rrwsticn 


II you canl tee Htc NHi] you are tookng for dck the Next button to cany oJ the deep 
scan The program scan each ol the sectors on you drive |i may take a lot of time}. 


obrectrescue.corn 
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VII. M$t so chrfofng trinh phuc hoi du’ li$u khac 

1. Active® Undelete 

Chuong trinh cho phbp ban rim nhanh nhffng thdng tin bi mtft 
trong dia cting cua ban. Nhumg thdng tin tim duoc \k nhtfng thong tin bi 
mdt do cdc nguydn nhdn nhU: Nhumg t$p tin da bi xba, 6 cufng bi Fdisk 
ho&c Format, hay do su ph£ hoai cua cAc chuong trinh phd hoai duf li^u 
nhu: virus, worm... 

Sau khi gi&i nbn va c^i dat chuong trinh, ban thuc hi^n tuong tU 
nhu nhtfng phln trubc && phuc hoi. 

2- Final Recovery 

Chuong trinh nay cung tich hop diy du cdc phUOng thufc phuc h6i 
dtf li$u nhu nhumg chuong trinh da gidi thi^u trong cAc phdn trUdc cua 
chuong. Sau khi gidi n4n vk cAi dat chuong trinh, ban thifc hidn tuong tU 
nhur cdc muc trubc dl phuc h6i. 

3. Power Data Recovery 

Chuong trinh nky cb dung luong tuong ddi khidm tdh vk khdng cdn 
cdi dat (ddi vbi phidn bin 3.1.1, nhung vdi phidn bin 3.1.0 thi ta vin 
phii cii dat binh thufrng), th£ nhung chufc nang mi n6 mang lai rit ldn, 
n6 c6 th£ tim lai hiu nhu la tit ca nhufng thdng tin bi mtft tren dia ctfng 
cua ban. 

4. Data Recovery Wizard Professional 3.3-4 

Day li chuong trinh duoc thi&'t kd chuydn cho vi$c phuc hoi duf lieu, 
n6 c6 thd nhanh chbng giup ban tim ngay lai nhumg tip tin m k ban da vo 
tinh x6a nhim, hay nhdng tap n&m trong nhufng phin vting da bi format. 
Tat ca nhufng tap tin cd the duoc tim lai vi phuc hoi nguydn ven. 

Chuong trinh tuong thlch vdi moi Windows, dung luong nh6 gon, 
giao didn than thi&n, lim vi$c hidu qua. Sau khi giii nbn vi cii dat vio 
miy tinh, ban thuc hi$n tuong tU nhu nhttng muc trudc dd phuc hdi. 

5. Recover My Files 

B4y 14 chuong trinh c6 giao di£n tuong ddi thin thi$n vi true quan, 
n6 h6 trO tim lai nhumg tip tin, thu muc tren hai ioai phin vCmg FAT vi 
NTFS, nhumg phin vCmg bi format ho&c nhumg tap tin bi xba c6 thd duoc 
tim lai m6t c&ch nhanh chdng. 
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Chitcmg trinh tUOng thich vdi.moi Windows, dung ltfpng nho gon. 

6. Partition Recovery 2*0 

B£y la tien ich giiip tim lai nhtfng ph4n viing da mat do- cdc nguy£n 
nh£n sau: 

• Phan vung hi x6a. 

• Phan vung bi m£t do bi ldi bang tham s6 dia. 

• Phin vung bi mat do virus hofic nhifng nguyto nh£n khdc. 

Chirong trinh h6 tro phuc hoi trdn nhilu loai file h& thong nhu FAT 
12, FAT 16, FAT 32, NTFS, NTFS5, HPFS, tien ich n&y ttfcrng thich vdi 
moi Windows, dung Itfpng nhd gon, giao dipn th£n thi£n va dl sut dung. 

7. BadCopy Pro 

Chtftfng trinh c6 m$t so chdfc n&ng sau: 

• Stfa chufa va phuc hdi nhufng duf lipu tr£n dia m6m bi htf. 

• Sura chQa va phuc hoi dir lipu tr6n t£t ca c£c loai dia CD - ROM, 
CD - R, CD - RW. 

• Phuc h6i tat cd duf li§u bi m£t tren cdc thi£t bi ltfu truf nhir CD, 
dia mem. 

• Phuc h6i nhufng hinh anh dupe luu trtf tren cdc thiet bi nhtf 
Camera.. 

ChUdng trinh ttfcrng thich vdi moi phidn ban cua Windows. 
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Chiicfng 5: 

AN TOAN D0 LlfiU 


• Tim hi£u ve an toan dtf li$u. 

• BPS Data Shredder. 

• Track Eraser Pro. 

• M§t s 6 chridng trinh bao m$t khric. 


Di3 li&u \k m$t trong nhufng vtfn song c6n cua doanh nghi£p, vi 
v&y, an to&n duf li$u ludn dtfqc d&t len hang ddu. 

DOT li$u dtfoc ton tai wk Itfu truf d nhi£u dang khdc nhau, c6 the \k\ 
Danh srich khdch h&ng, nhufng tki lieu m§t li&n quan d£n chi£n ltfOc cua 
cong ty, dOr li$u ri§ng ttf, hay bat k$r mot t&i li$u n&o mk ban ho&c cdng ty 
khong muon cho nhting ngtfdi khong ph&n stf bi£fc. 

DOT li&u dtfoc lifu tren nhufng thi£t bi nhtf: Dla cufng cua m£y tmh, 
USB Flash Drive hay Floppy, goi chung m& Media. T£t ck nhufng tki li§u, 
neu t6n tai tren nhiifng thi£t bi Itfu trflf, hacker c6 the khai thdc vk phuc 
hoi lai mpt cdch nhanh chdng va tokn di§n, m&c dii ban da x6a n6. 

Ngo&i ra, khi thtfc hi§n tren mdy tmh, nhtf xem phim, hinh inh 
hay ltfdt web,..., ttft ck nhufng thong tin cung nhtf hoat d$ng cua ban deu 
dtfoc mdy tmh, trinh duy£t ghi lai \k Itfu lai d nhufng noi nhtf: Registry, 
Cookies, History, Temporary files,.., nhOng th6ng tin nky nhi4u khi cung 
g£y rfit nhi£u nhufng rdc rol cho ban nhtf: T4i khoan ng&n h&ng bi mdt, 
password bi doi. 

Chtfong nky gidi thi£u m§t sfi' cdch giup x6a sach nhufng duf li$u khi 
ban khdng dung d£n ho&c khi chuyln nhihig thi£t bi ItfU truf cho nhufng 
doi ttfong ngtfdi dung khric. Ngo&i ra, chtfong nky cbn giup ban x6a sach 
nhufng d£u v£t khi ban thao tdc tr£n mky tinh. 
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I. Tim hieu ve an toan dfl li£u 

1. Canh bao ve vi§c xoa dff li£u 

Th&t sai lam khi nghi r&ng chi cln delete hay format o cufng 14 c6 
thd xba sach dOf lieu trong dla cufng hay flash drive hodc bit ky mpt thidt 
bi lull trtf n4o. 

Ban thudng cho ban bd hay d6ng nghi^p muon 6 dia flash v4 ban 
ydn tarn ring minh da delete tit ca cdc t4p tin duf lieu v4 format 8 dla 
cua minh rdi. Ban thudng thud m4y tmh de 14m vide khi tra m4y ban chi 
cln delete 14 ydn t4m v4 khi dang 14m vide thi 8 cufng cua ban cb su co v4 
ban dem di bio h4nh, nhUng ban c6 bidt ring chi vdi v4i thao tic don 
gian thi c4i du lidu m4 ban cho ring chi cb ban mdi cb quyln truy c4p 
bay gid da duoc chia se cho ngudi khlc. Th4t nguy hidm ndu dur lidu d6 14 
duf lidu m4t cua cong ty, thong tin khlch h4ng, hay nhufng thong tin rieng 
tU cua ban. 

2. Doi di£u ve If nh Delete va Format 

Delete hay Format khdng thd tly sach duf lidu: 

Clc chuong trlnh ting dung thudng tao ra c4c tip tin duqc luu trflf 
trdn dla cting hay c4c loai dia khlc nhu dia mem (floppy), CD, DVD ki ci 
b4ng tti v4 flash drive. Khi elm thtfy khdng can mOt tip tin (file) hay thU 
muc (folder) n4o d6 ntia thi ngudi dung se x6a tip tin db di. Bdi vdi mot 
so ngudi thi tap tin hay thu muc db ho4n to4n bidn mlt vinh viln v4 
khdng thi phuc hoi, nhUng doi vdi mgt sd' kh4c thi khdng. NgUdi dung 
ndn bidt ring dd chay ttft thi Windows v4 clc trinh ting dung da sinh ra 
c4c tip tin cb npi dung tUcmg tu v4 cDng luu trdn o cufng, chlng han: 
Windows tao ra clc Swap files v4 Page files dd h5 tro b$ nhb lo, 
Temporary files 14m ludi duf lieu an to4n, Printer Spool Files di thUc hidn 
in nhanh v4 on dinh hcfn, Metadata (sieu duf lidu) 14 nhufng dtf lidu luu trtf 
thdng tin vd c4c loai duf lidu khlc. Nhu vay, moi dtf lidu tifng duoc luu trtf 
v4o 8 cufng vln cbn du ngudi ta cb Delete, ndm n6 v4o thung rtic (Recycle 
bin) hay Format v4 phln viing dia cting lai. Tuy vly l^nh Delete hay 
Format vln dtfdc c4c hd dieu h4nh nhu Windows 9x /2000/ XP uu 4i vi n6 
tidt kidm duoc thdi gian u xda” dtf lidu. 

Thuc chit vdi ldnh Delete ngudi dung chi xba dudng din tdi duf lidu 
chti khdng the xba thdng tin ra khbi dia cufng, didu n4y cung gibng nhu 
vide ban chi bo trang muc luc cua cudn s4ch m4 chua htiy phln n$i dung 
cua cuon slch. 
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3. Lam sao de bao miit thong tin 

V4y dd bdo m4t thdng tin, thong bdo npi bp, c4c da 4n, so lieu t4i 
chfnh, duf lieu kh4ch h4ng... ban cdn nhufng phdn mdm tdy sach 
(santinize) da lipu an to4n. 

4. Cac phtfcfng phap tay sach di? li$u an toan 

Hien nay hdu h&t c4c phdn mdm ho tro tay sach dur lipu daoc chay 
tren nen DOS nen rdt k6m th4n thi£n vdi ngUdi dung. Cung cd mpt so 
phdn mem chay tren Windows 9x/2000/XP dl dung hon. Nhufng muc tiep 
theo cua chuong n4y se gidi thieu den c4c ban nhOng phdn mdm giup tay 
sach dd lipu an to4n chay tren moi trufrng Windows. Trade ti£n chiing ta 
hay tim hi£u mpt s6 phaong ph4p tay sach da li£u. 

• Single pass (x6a mot Idn): To4n bd khu vac da li$u tr£n 6 ctfng 
daoc ghi d4 (overwrite) bkng ky ta 0 ho&c 1 ho4c da li£u nglu 
nhi§n (Random data). 

• DoD: D4y 1 4 phaong ph4p cua Bp Quoc Phdng My, Id bien the cua 
phacmg ph4p “Single pass” vdi so lan ghi dd (overwrite) 14 7, luan 
phien overwrite bdng ky ta 0 hodc 1 hay ky ta ngdu nhien, theo 
t4i lieu hadng ddn 5220.22-M cdn goi 14 NISPOM (National 
Industrial Security Program Operating Manual). Dd tdy sach 
(santinize) dla edn phai kdt hop vdi c4c phuemg ph4p sau: 

- Khuf t iX (Degauss): Dung ta tradng de t4i lap lai c4c 14 ta trong 
thidt bi bdng phaong ph4p khuf ta loai I hay II. 

- Overwrite tai moi dia chi tren o cting b4ng mot ky ta ke ca c4c 
th4nh phdn lien quan, roi tiep tuc overwrite b4ng ky ta ngdu 
nhien, sau d6 kidm tra xdc nhdn (verify). Tuy nhi£n Bp Quoc 
Phdng My cung ndi r&ng phaong ph4p n4y khdng dung dd xda 
thong tin tuyet mat (Top Secret Information). 

- Huy thiet bi lou tri1 thdng tin bao g6m th4o ra moi th4nh phdn 
cua thiet bi lou tra thong tin (Disintegrate), do't huy 
(incinerate), nghien th4nh bpt (pulverize), cdt vun (shred), 14m 
tan chdy b&ng nhidt d6 (smelt). 

• Guttmann: Da li4u daoc overwrite 35 ldn, phaong phdp n4y dung 
ky ta ngau nhien de overwrite v4 4p dung c4c thu4t todn ma hoa 
cua nhieu hang san xudt dia cufng nho: RLL (Run Length limited), 
MFM (Modifiel Friquency Modulation), PRML... 

Phaong phdp overwrite tuy chon ta 1-99 ldn. 
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Lifu y: 

Ccf sd duy nhat de ngdn ch&n phuc hoi dor lieu la overwrite, song 
phai overwrite bao nhieu Idn mdi du? Co nhufng ngutii tin rling chi can 
overwrite m$t Idn Id du, thdt ra overwrite cdng nhi4u lan thi cang giam 
di co hQi phuc h6i duf lipu. 

Trong muc tiep theo chung toi se gidi thieu den ban mpt sd phan 
mem giup ban tay sach dCf li$u an todn. 

II. BPS Data Shredder 

Ld chirong trinh phd huy cdc duf lipu hap phdp, giai pitting bp nliti, 
khong gian dla, va Recycle bin. Dieu nay co nghia la noi dung duf lipu cua 
ban se bi ghi de len bdi cdc bytes ngdu nhien. DCf lipu vi vav se rat an 
todn ma khong can dp dung cac bien phdp vdt ly phan huy duf lieu 

Ban co the download chtfcmg trinh tai website www.minhkhai.com.vn, 
thif muc Chapter 5, sau kJii giai ntin vd cai ddt, ban thtfc hien tay sach nha 
sau: 

1. Shred Drives 

Tien ich ndy se giup giai phting khong gian dla eufng, vd xoa sach 
duf lieu can bao mat, d£ thtfc hipn, ban 1dm nhu sau: 

1. Vdo Start > Programs > BulletProofSoft > BPS Data 
Shredder > BPS Data Shredder de md chtfcmg trinh. 

2. Tai giao dien chinh cua chtfcfng trinh, nhap chon Shred Drives 

3. Trong trang Shred Drives, tai muc Drives, ban chon 6 dla md ban 
muon thtfc hien, sau do nhap Shred Now d£ tiep tuc (xem hinh 
5.1). 



o o « o 

Shred Driv emmmm 


omveaf . 



Shfed Option [Shf«d Cklvr\] 

^y^W^^Choiiphiln^^V 
Vyuna muon 

<•••• »-• "i< »r Jf 

»• !*• f i »» i«fv m 

Sftnso fllit Vnvd 1 ulilfi 

Recycle Bln Schedule 


Hinh 5.1: Chon phdn vung de quet. 
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4. Tiep theo, nhap OK de thifc hien. 

Chtfong trinh xuat. hi£n thong bho v£ tinh trang cua khdng gian dla 
v& nhtfng thong tin khfic 

5. Sau do chuong trinh tien hanh x6a cac muc trong phan vung da 
chi dinh, doi khoang 4 phut, tuy nhien thdi gian doi ty le thuan 
vdi t6ng dung ltfong cua cdc tap tin ma chung ta da chon (xem 
hinh 5.2). 



Ilinh 5.2: Qua trinh xoa sach dii Itfu. 

Neu doi lau va khong muon thifc hien tiep thao t£c n&y nOfa, ban c6 
the nhap nut Cancel d6 loai bo thao t.&c. 

2. Shred Files 


Muc n<xy cho phep lufa chon nhtfng tap tin ban mud'n t.£y sach 
no khbi dla ciifng ciia ban, de thifc hien. ban lam nhif sau: 

1. Tai giao di$n chinh cua chi/crng trinh, nhap v&o Shred Files. 

2. Trong trang Shred Files, ban nhap nut. Add de chi dinh tap tin 
ma ban muon x6a. 

Ban c6 the difa nhieu files vao danh s^ch (xem hinh 5.3). 



Hinh 5.3: Chi dinh tap tin mudn xoa. 







I® 
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3. Nhap nut Shred Now de" thyc hi£n. 

Neu khong muou xoa m$t tap tin ndo d6 trong danh sdch, ban c6 
th& nhd'p chon vdo tap tin d6, tiep theo nhdp nut Remove dS loai bo, nut 
Remove c6 bieu tuong hinh ddu trif (-), nut Add c6 bieu ttrgng hinh ddu 
cpng (+) (xem hinh 5.4). 



Hinh 5.4: Xoa tdp tin trong danh sack. 


3. Shred Folder 

Tign l'ch ndy cho phep x6a tdt cd cdc tap tin trong mot thi! muc 
dugc chi dinh, de thuc hi$n, ban 1dm nhtf sau: 

1 Trong trang giao dign chinh cua chucrng trinh, nhap vdo Shred 
Folder 


2 Nhap nut Add d£ chi dinh thif muc md ban muon xda. 


Ban co the chi dinh nhi4u thif muc muon x6a, bdng cdch nhap nut 
Add de dtfa chung vdo danh sdch (xem hinh 5.5). 



Hinh 5.5: Dtia cdc thu muc vdo danh sdch. 
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3. Nh£p nut Sub Options v5 ban nh&p chon v5o c5c muc sau: 

• Nhap chon vao muc Always trong muc Shred contents of 
subfolder (x6a noi dung cua thu muc con). 

• Nhap chon vao muc Always trong muc Remove Subfolder affter 
Shred Dir 

Tiep theo. nhap OK de 5p dung (xem hlnh 5.6). 


5UBFOL.OGR OPTIOOS 


SHRED COOTEnTS OF SUBFOLDER 


Prompt 
fVi Always 



REmOVE SUBFOLDER AFTER SHREDDIDfi 


Hinh 5-6: Thii't lap trong h6p thoai Subfolder Options . 

4. Tai trang Shred Folders, nhap nut Shred Now de thtfc hien. 

Sau khi nhap nut Shred Now, chtfcrng trinh se yeu c£u xdc nhan, 
ban nhap Yes de xac nhan. 

4. Shred Recycle bin 

Muc n5y cho ph£p ban x6a tat ca nhufng duf lieu da dtfa vao Recycle 
bin, de thife hien ban 15m nhtf sau: 

1. Tren trang giao dipn chinh cua chi/ong trinh, nhap Recycle bin 

2. Trong trang Shred Recycle Bin, nhap nut Shred Now d*? thife 
hipn. Chuong trinh yeu ciu xdc nh£n, nh&p Yes de thife hien 
(xem hinh 5.7). 
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009 © 


shred Recycle Bin 


WARNING 


Shrrd Option 


Shred Drives 


Shred Folder 


Shred Flies 


Hinh 5.8: Ldp lich hoat dong cho chtfong trinh. 

3. Nh&p chon the Schedule, trong muc Schedule Task, chon Daily, 
tiep theo, ban nhap v&o thtti gian trong muc Start time. 

Muc n&y cho ph6p chay chnong trinh 1 ng&y 1 ldn tai thdi gian m& 
ban thiet l^Lp trong muc muc Start time (xem hinh 5.9). 
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Hinh 5.9: Chon thoi gian khoi dong chuang trinh. 


4. Chon the Setting, trong muc Stop the task if it run for, nh&p 
v&o thdi gian tfnh b&ng gid vk phut de ditag chifcmg trinh khi 
chay qu£ thdi gian quy dinh fxem hinh 5.10). 



Hinh 5.10: Nhiing thiit Idp trong the Setting. 
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5. Nhap OK de dp dung vd hop thoai Set Account Information xudt 
hi$n. Ban nhap vdo password trong muc Password vd nhap lai 
password trong muc Confirm password (xem hinh 5.11). 


Set Account Information 


f- '. v fa c < h ' - ^ jR 

Ryn as: 

> • '• V 

- • - t- ♦ ^ 

Eattword 
Confirm password 



Hinh 5.11: Nhap password truy cdp chaang trinh. 

6. Trong trang Shred Schedule, nhap Run Now de chay chiTcrng 
trinh. 

Clnrong trinh ndy tUOng thich vdi moi Windows, vd nguyen tdc hoat. 
dong cua no la ghi dd cdc bytes ngdu nhien 0 va 1 len dia chi chiifa duf lieu 
da xoa 

Nhir vay, den day ta da hoan thanh vipc suf dung va nhCfng thiet lap 
cdn thiet cho viec thiic thi vd x6a sach nhufng duf lieu mat cua cong ty, 
cung nhir nhitag dCr lipu ridng ttf cua ban vdi chifcrng trinh BPS Data 
Shredder. Ngoai ra, chaang trinh con rat nhieu tipn Ich khac, ban c6 the 
kham pha them khi sir dung chifcmg trinh. 


III. Track Eraser Pro 

Mdy tinh liru t-rOf nhidu thong tin tren dia cufng vd bat ky ai ddng 
nhap vao may tinh cung c6 the thay nhufng thong tin ndy. Hon nufa, neu 
sb dung Internet thi nhufng website md ban da vieng thdm, nhufng phim 
va hinh anh da xem, va bat ky nhufng gi da 1dm tren mdy tinh cung co 
th§ de dang bi ngUcri khdc biet. 

Track Eraser Pro Id chifcmg trinh duoc thiet ke de bao ve bkng cdch 
xoa tfit ca nhufng duf lipu d History, Cache, Cookies, URL da vieng thdm, 
bp nhd, index.dat tif trinh duypt cua ban vd thu muc Temp cua Windows, 
History cua Run.. 

Sau khi giai ndn vd cdi ddt chiTOng trinh, ban thifc hien nhir sau: 
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1. Cac tuy chon cua chuttng trinh 

1.1. Nhtfng muc trong the Genaral 

1. Vac Start > Programs > Tracks Eraser Pro > Tracks Eraser 
Pro de md chudng trinh. 

2 Tai giao di?n chinh cua chifcmg trinh, nh&p nut Options de md 
hop thoai Options. 

3. Tai hop thoai Options, chon the Genaral v& nhap chon v&o c£c 
muc sau: 


• Load Tracks Eraser Automatically at Windows Startup: 

nap chtfcfng trinh khi khdi dong. 

• Run in Stealth Mode: chay chnong trinh d dang an, tie’p theo 
ban chon phim ma ban muon ket. hop vdi phim chore nAng Ait. Vi 
du, phim H. 

• Enable Boss Key: cho phdp £n, hien trinh duyet hi?n hanh b&ng 
c£ch ket. hop phim Alt vdi phim ban chon. Vi du, phim B de ket 
hop vdi phim Alt. 


• Disable autocomplete feature: vo hieu hda tinh n&ng to dpng 
thtfc hien ede chufc n&ng (xem hinh 5.12). 



Options 


R Load Track* Eraser aOlomebcaly at Wndows Starti*) 

• \ , '-•TtrfV- , , * * 

R RurlnStealhMode 

Let* Track* Eraser to operate in an irrmkte mods, the wi not show an icon on the 
system bay. In Slealh Mode, it can run Autoereang in background You can press 

ALT4[h T] loshowAwiel 

P Er»bteBo«Ke 5 . Opboro | m -, 

If checked, you can press aLTV I® ZJ to hrde/tnhida you current open 
browser **ndow quickly you can hide the browser whdowt quickly when you boss ( 
or anyone else you don't want to see you computer screen) comesh 

P DiMfcfeAtiocstiwIete feature 

1“ Shut dow browser* automatical^ before ereshg 


Hinh 5.12: NhUng tuy chon trong the Genaral. 
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emove 


1.2. NhQng thiet lap trong the Advanced 

1. Trong hpp thoai Options, nhap chon the Advanced. 

2. D&nh dau chon v^o c£c muc sau: 

• Remove Unread Email Count from the Windows XP Login 

Screen: loai bo email khong doc tir man hinh dang nhap cua 
Windows XP. 

• Clear Windows Paging File at Shutdown: xoa sach noi dung 
file Pagefile.sys tai thdi diem Shutdown (xem hinh 5.13). 


Hinh 5.13: NhUng thiet l&p trong the Advanced. 

1.3. Nhitng thiet lap trong the Schedule 

Muc nay cho ph4p lap lich hoat d$ng cho chucfng trinh, de thuc 
hi$n, ban l&m nhu sau: 

1. Chon the Schedule cua hgp thoai Options. 

2. Nh^p chon vao muc Windows Startup de chay chncfng trinh khi 
Windows khoi d6ng. 


Options 


r Advanced Options ~ 






^ r 


Checking this wdl deal the Windows paging We (PageWe.sys] during the 
shutdown process, so that no unsecued data is contained in the paging We 
*4ien the shutdown process it complete 

B e?r.ovr- : M2 f/ hi e«#nger Account (Window XfriG raj] 




mm 
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3. Nhap chon vko muc Run AutoErase every vk chon th^ri gian de 
chuong trinh thifc hi$n x6a. 


Muc n&y di/oc chon thi chuong trinh se ti i dpng x<5a nhCimg duf lieu 
mk ban da chon trong vong 1 gift, kl tif khi ban bit diu khdi dong 
chifOng trinh (xem hinh 5.14). 




Options 


fi P 


General ^ Advanced ^ Schedule f Security J Homepage J Update 


Schedule Options 
Run Erasing at 


' ^ Efa$inqat _ -V- 

Windows Shutdown r* * Browsers Shutdown Options f 
ect* the above events, it will start to erase the tracks when one 

! 


Li 

4ii v 


Cancel 


Hinh 5.14: Nhung thiet lap trong thi Schedule. 

1.4. Nh&ng thiet lap trong the Security 

Muc n&y cho ph£p ban thiet lip tuy chon li£n quan d£n qu3 trinh 
bao m&t khi rip dung x6a cho cric doi tircng duf lieu. De thifc hien, ban lrim 
nhif sau: 


1. Tai hop thoai Options, nhrip chon the Security. 

2. Tai th£ nriy, nhap chon vrio cric muc sau: 

• Enable Secure Erasing: b£t tinh nring brio mat khi xoa, tai muc 
nriy, nhrip vrio so Irin ghi dri, mac dinh Iri 3. Vi du, nhrip 10. 

• Chon Clear log on shutdown trong muc Log Options, muc nriy 
cho phep xoa n$i dung tap tin log tai thdi diem shutdown mriy 
tinh (xem hinh 5.15). 
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Secutfy Option*- 

P Enable Secure Erasing 


Schedule | Security | Homepage | Upda 


Securely erase the tracks by overwriting the file(&) the specified number of times 
(you choose below) with blank character, this prevent others fom recovering you 
Ne(s) using recovery tools. 

Overwrite [0| T] times 

Note: The more tines you set to overwrite the fie. the more time it wi take to 
erasing the tracks. Usualy, the default 3 times is enough 

Tracks Elaser implements the Department of Defense clearing and samtiang 
standard DOD 5220.22-M. gives you the confidence that once erased with Tracks 
Eraser, you file data is gone forever and can not be recovered 


Log Option ]cie.ai Log On Shutdown 


Help 


Cancel 


Hinh 5.15: Nhfing thidt Idp trong the Security. 

3. Nhap OK de rip dung cric thiet lap. 

2 . Nhtfng thiet lap lien quan den qua trinh xoa di? li§u 

Muc nay cho phep ban thi£t lap cric muc lien quan den quri trinh 
xria duf lieu trong mriy tinh ciia ban nhif: x6a Cookies, History. Temporary 
files,, de thifc hien ban lam nhif sau: 

2.1. NhiZng ihiet lap cho cdc trinh duyet 

Khi thuftng xuyen truy crip Internet, nhufng thong tin nhif username 
vri password da dring nhrip vrio cric website tif tren cric trinh duyet, cung 
nhif URLs da vi£ng thrim difqc lifu lai trong Cookies, History, Internet 
Temporary files,... De an t.orin vri khong muon luu lai driu vet nrio ban phai 
xoa sach nhufng thong tin tren. 

1. Nhtfng thiet lap trong the Internet Explorer (IE) 

De thifc hien, ban I rim nhif sau: 

1. Vao Start > Programs > Tracks Eraser Pro > Tracks Eraser 
Pro de md giao di£n chinh cua chifcfng trinh. 

2. Tai giao di$n chinh cua chifong trinh, ban nhap chon the Eraser 
Setting > Browse > IE. 


Options 













Muc n&y cho ph£p ban thiet lap lien quan den viec x6a nhufng 
thong tin trinh duypt Internet Explorer luu lai. 

3. Tai the IE ban nhap chon v&o cdc muc sau: 

• Address bar History: x6a sach nhOfng thong tin luu lai tren 
thanh Address cua trinh duyet. 

• Cookies: xda sach nhtrng thong tin luu trong Cookies. 

• Cache: x6a sach nhufng thong tin trong Cache. 

• History files: nhufng t$p tin dupe luu trong History. 

• Saved password: x6a sach nhcmg password dupe luu ixem hinh 

5.16). 



Firefox 


Moala S&aMonkcy S< 


Hinh 5.16: Nhitng thiet lap trong the IE. 

Doi veri nhufng trinh duypt khac ban thue hien tuemg tu nhu tren. 

2. Nhtfng thiet l£p trong the Email 

The n&y cho ph£p ban thiet lap nhufng muc lien quan den viec x6a 
sach nhCmg thong tin rieng tu r nhufng duf lieu nhay cam, nhufng thong tin 
khdeh h&ng, de thuc hien, ban l&m nhu sau: 
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1. Vao Start > Programs > Tracks Eraser Pro > Tracks Eraser 

Pro de mtf giao dien chinh cua chtfcmg trinh. 

2. Tai giao dien chinh cua chuong trinh, nhap chon Eraser Setting 
> Mail 


3. Tai the nay, ban dua cac muc sau vao Mailbox that, will be erased: 

• Deleted items: nhtfng thtf da xoa. 

• Drafts: nhtfng thtf rac. 

• Sent Items: nhtfng thi/ da gtfi 

Ngo&i ra, ban c6 the tham khao them nhtfng muc khac ma chtfcmg 
trinh gpi y (xem hinh 5.17). 



CuStOTT 


8towsei? 


Cac muc edn xoa da 
dtfpo dtfn vao danh sai 


Deleted Items 
Diafts 
Sen! Hems 


Please make sue which mailbox and newsgroup box you want to erase. they can not 
be recovered once erased by Tiack s Earser 


Help 


Cancel 


Deleled Hems 

Diafts 

Inbox 

Local Folders 


Outlook Express Settings- 

Current mail and News boxes 


Appkc attonc 


mailbox that will be erased 


Windows 


Reftesh I 


Eraser Settings 


1 \ 


Item: 


Hinh 5.17: Nhitng tkie't lap trong the Mail. 

3. Xoa nhtfng thong tin nhay cam trong Windows 

Nhtfng thong tin dtfpc Itfu lai trong Windows doi khi cung rat nguy 
hiem, nhtfng tai lieu quan trong ma ban da md cung dupe Windows luu lai 
trong muc Documents, hay nhtfng lenh in& ban da goi trong menu Run, 
Tat ca nhirng thong tin tren c6 the la nguyen nhan ddn den viec indy 
tinh cua ban hi xam nhap va hi kliai thac tai nguyen. De x6a sach nhtfng 
thong tin tren, thtfc hien nhu sau: 
















1 Vao Start > Programs > Tracks Eraser Pro > Tracks Eraser 

Pro de mcf chtfcrng trinh. 

2. Tai giao dien chinh cua chufcmg trinh, nhap chon Eraser Setting 
> Windows. 

3. Tai the nay. nhdp chon v&o c3c muc sau: 

• Recent Document History: xda sach nhCfng tai lieu vi/a md 
dirge hm trong muc Recent Document. 

• Start Menu Search History: xda sach nhtfng thong tin md ta 
da tlm dirge li/u trong menu Search. 

• Start Menu Run History: xda sach nhCmg thong tin dirge luu 
trong menu Run. 

• Windows Temp: x6a sach nhCmg dCf lieu trong thir muc Temp cua 
Windows. 

• Open/Save Dialog Box History: xda sach nhCrng thong tin dirge 
hru trong hop thoai Open hoAc Save. 

• Recycle Bin: xda sach nhemg dCr lieu dirge dira vao Recycle Bin 

• Clipboard: xda sach dCr lieu da dira vdo clipboard (xem hinh 

5 . 18 ). 



Hinh 5.18: Nhting thict Lap trong muc Windows 
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4. Nhvfng thiet lap lien quan den ufng dung 

Muc n&y cho phep thi£t lap c&c muc lien quan den qufi trinh x6a 
sach nhutng thong tin tam ma cac Ung dung thuftng tao ra. thuc hi§n, 
ban l&m nhu sau: 

1. Vao Start > Programs > Tracks Eraser Pro > Tracks Eraser 

Pro de mcr chuofng trinh. 

2. Tai giao di§n chinh ciia chucfng trinh, nh5p chon Eraser Setting 
> Applications. 

3. Tai the n&y, of muc Applications Plugins, ban nh3p chon v&o loai 
lirng dung ma ban muon xoa nhumg thong tin tarn cua n6 (xem 
hinh 5.19). 



Hinh 5.19: Chon loai ling dung muon xoa. 

4. Neu nhOtig thong tin ma ban muon chon khong c6 trong muc muc 
Applications Plugins, ban c6 th@ nh£p nut Import Plug ins de 
dua nhting muc ma ban quan tam v&o danh s£ch. 

Chifcmg trinh cung cap cho chung ta rtft nhi6u cAc Plug — ins dtfqc 
luu trong thu muc C:\ProgTam files\Acesoft\Tracks Eraser PnAPlugins 
(xem hinh 5.20). 






















Desktop 


My Documents 


My Computer 


Hinh 5.20: Dank sach cdc Plugins . 

5. Neu nhting muc m& ban quan tam thifc slT khong c6 trong danh 
sach c£c Plug - ins m& chitting trinh cung cap, ban c6 the nhap 
ntit Download Plug in de download c&c plugins mdi. 

6. Ban cung cd the tu tao cac Plug-ins b&ng each nh£p nut Plugins 
Maker d§ tao ra cAc. plugins rieng. 

7. Tiep theo, nhap OK de &p dung. 

3. Xoa thvf muc va tap tin chi dinh 

Khi c6 mpt thiT muc chiia nhuiig t&i lieu m&t ho&c duf lieu rieng tif, 
sau khi da tien hanh sao lull v& c£t giiif d mot ncri an toan, van d6 edn lai 
1& xti ly thif muc n&y tren dia ciitig cua mdy tinh. Ban khong the x6a no 
mot each thong thifdng dupe, vi nhu the duf lipu rat cb the phuc hoi lai 
difqc mot edeh nhanh chdng. Muc n&y se giup xba sach nhutig tap tin, thu 
muc di/pc chi dinh. 

1. V&o Start > Programs > Tracks Eraser Pro > Tracks Eraser 
Pro de md giao dien chinh cua chi/ong trinh. 

2. Tai giao dien chinh, nhap nut File Shredder de md hop thoai 
Tracks Eraser File Shredder. 

3. Tai hpp thoai n&y, nhtfp nut Options de md hop thoai Options. 
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Open Plugin Hie 


73]MS Office 2003.te 
jMSOfftoP.te 
J$MSPaint.te 
7$ MS Photo Edfcor.te 
MS PowerPoint 2000.te 
7f!| MS PowerPoint 2003. te 
PowerPoint XP.te 
[3$ MS Word 2000 te 
73$ MS Word 2003.te 
^MSWoidXP.te 
TSj wSN Messenger.te 

3$ MSN Tool Bar .te 

Sll Music Match XJ^ebox.te 


3) Netscape Mdl.te 
^ Power DVD. te 
E^QiMrkTime.te 
Q Ras Autockd te 
33$ Real Download 4.0.te 
[S$ RedOne. te 
!d| RealPlayer te 
7d] Skype 2.0.te 
§ SWiSH 2.0.te 
,ESj The Playe te 
js$ Thunderturd.te 
|5j| Wrramp .te 
[Sf] Windows Log Files ,te 


Re:e-r\i 


My Metwoik 
Places 
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4. Nhap v&o so' lan ghi d& trong muc Overwrite Files, vi du 35, tiep 
theo nhap OK de dp dung. 


Ban cd the nhap vdo so ldn ghi de tuy y, tuy nhien so ldn ghi chong 
cdng nhidu thi kha n&ng phuc hdi duf li£u cdng th&p (xem hinh 5.21). 



Hinh 5.21: Nhap sd Ida overwrite. 


5. Tai hop thoai Tracks Eraser File Shredder, ban nhap nut Select 
File d£ md tap tin muon xoa. Sau d6 nhap nut Start Shredding 
de' ti&n hdnh xoa. 


6. Nhap nut Select Folder de md thi/ muc ban muon x6a, sau do 
nh&p nut Start Shredding de xda. 

Ban co the chon nhieu thu muc de xoa (xem hinh 5.22). 



Ihiedcted L> FSo v6 1 106D\Ti*r±» P»o vb 1 

D VTi«cki_E'«e<_P»o~v6 1 1050\Tr*cki Picj v* 1 lOTOUwb 


Hinh 5.22: Xoa thu mac. 
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4* Xoa nhanh nhilng muc chon 


1. V&o Start > Programs > Tracks Eraser Pro > Tracks Eraser 
Pro de md chricmg trinh. 

2. Ngay tren giao dien chinh cua chiirmg trinh, ban nhap nut Test 
now de ki£m tra va thfing ke cac muc. 

3. Nh&p mit. Erase Now de lien hanh x6a (xetn hinh 5.23). 



^A Skype 2 0 
| j/j Windows Media Player 
j/l WmRar 3 x 
^1 Wmnp 
"f\ Word Pad 


Erasing Sk.ype 2 0 

Erasing Windows Media Player 

Erasing WinRar 3 a. 

E rasing Wtazip 

Erasing Word Pad 

T as>. Comoleied SuccessfuHv*- 

«]_I 




-al 11 / 2/2007 2 18 20 AM 


3 


Options 

J. 

« 

Fie Shredder 

i 

i 

Log 


About 

P 


Help 


Exit 



Eiased Registry Key*: 0 Files 0 Released HD Space: 0 . MB 


. ZA 


Hinh 5.23: Xoa nhanh tr£n giao dien chinh. 


IV. Mpt so chtfdng trinh bao mat khac 

1. R-Wipe and Clean 

Day la giai phdp ho&n chinh giup xoa nhufng t&p tin khong sri dung 
nufa v& dCf lieu rieng tri. Neu nhufng duf lieu dufgc x6a b&ng cong cu n&y thi 
khong the phuc h6i lai dudi b&t kv hinh thufc n&o. 

Ngoki ra chucmg trinh c6n h6 trg x6a nhufng thong tin kh£c nhtf: 
Temporary files (nhufng tap tin tam dirge tao ra trong qud trinh duy$t 
web), History, URL, va gidi phdng khong gian dia mgt c£ch higu qu&. 
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2. Directory Snoop 

Day Ik c6ng cu tim kidm d mtfc Cluster, n6 cho phdp ngtfdi dung 
Windows thtfc hien trdn tap tin hd th6ng FAT ho&c NTFS, vk hien thi t&t 
ck nhtfng dur li$u dtfdi ckc track vk ttf d 6 ban c6 thf? x<5a hokc ho&c tim lai 
btft k$r dtf lieu n&o mk chtfcmg trinh hien thi trong danh slch. Chtfcmg 
trinh c6 nhufng chtfc nftng chinh sau; 

• Tim lai nhufng t£p tin da x6a. 

• Phk huy duf lieu dtftfc chi dinh vdi mtfc ghi dk trdn 35 lin. 

• Bao m&t vk giai ph6ng b6 nhd. 

• Lpc nhtfng t£p tin bi hong. 

• Tim vk loc nhufng tdn chung. 

• Xem, tim, loc vk sao chdp nhufng dtf lipu th6 dtfdi dang Cluster. 

• Lidn ket ckc Cluster dong vdi ckc chuSi Cluster m k ban stf dung. 

• Qudt FAT vk Master File Tables (MFT). 

• Xem ckc tap tin thdng qua nhufng utag dung chung. 

3. East-Tec Eraser 2007 

Chifcmg trinh n&y cho phdp ban dk d&ng xda nhtfng dtf li&u nhay 
cam tren dla ctfng, Chtfcmg trinh stf dung nhilu gi&i thu^t khdc nhau de 
x6a dtf lieu. M$t so chtfc n&ng chinh sau: 

• Xda nhtfng dtf lipu rieng ttf. 

• X6a nhtfng dtf lieu n&m trong Recycle Bin. 

• Xda t6p tin vk thtf muc dtftfc chi dinh. 

• Tiy sach nhtfng emails da xoa. 

• Xoa tat c k dtf lipu trong ph&n viing dtftfc chi dinh. 

4. Clean Space Ultimate 

Day \k chifcmg trinh cho phdp ban nhanh chdng giai phdng khdng 
gian dia bing c4ch x6a nhtfng th6ng tin dtftfc tao ra m&c dinh ttf clc tfng 
dung, ngoki ra chtfcmg trinh c6n cho phdp xda nhtfng thdng tin rieng ttf 
bkng phtfcmg phdp ghi dfe. 

Chtfcmg trinh nky ttfcmg thich vdi moi Windows. 




Chtfcfng 5: An to4n dti lipu 


181 


5. Privacy Eraser Pro 

Day 14 chtiting trinh x6a History v4 nhting th6ng tin kh4c di toe luu 
lai tti nhting hoat dpng cua ngtitii dting trong mtiy tmh. C6 thl ban kh8ng 
thtfy ro dtitic r4ng Windows v4 ctic chtiting trinh ting dung lull trti nhting 
th6ng tin ve b4t ky nhting gi ban 14m, bfift ky nhting t4i li£u n4o m4 ban 
da sti dung, t4't c4 c4c website m4 ban da vidng th&m, nhting hinh 4nh v4 
phim m4 ban da xem v4 nhi£u hoat ddng kh4c m4 ban da thtic hien trong 
m4y tinh. Nhting Windows lai khong c6 c4c chtic n&ng bio v£ nhting d4u 
v£t n4y, hiu h£t nhting thong tin tren deu c6 the bi x6a mot cich de 
ding. 

Privacy Eraser Pro dtitic thiet ke die biet di loai bd nhting thong 
tin dtitic h£ thong ltiu lai, nhting dau vet n4y thtidng 14 nhting b&ng chting 
ve mot htinh vi n4o d6 cua ban trdn miy tinh. 

Chitting trinh ttiting thlch vtii moi Windows. 

6. BCWipe 3.0 

Hp thong BCWipe bao gom tien Ich BCWipe Task Manager, tien 
ich n4y cho phdp ban c4u hinh BCWipe de tti dpng xoa, ban c6 the thiet 
lip thtii gian cho tting nhi$m vu cu the va cic tuy chon cu the cho tting 
nhiem vu. Vi du, ta c4u hinh BCWipe giai ph6ng khong gian dia cho 
tat ca cic phin vimg v4o ng4y thti siu v4 sti dung phtiting phip US DoD 
5200.28-STD de xti ly. 

7. Clean Disk Security 

Chtiting trinh n4y c6 3 chtic ning chinh. Thti nhat n6 c6 the xoa 
nhting dung luting trong tren dia cting cua ban di dim bao ring cic tip 
tin se khong the phuc hoi lai dtipre. X6a nhting dung lifting trong tren dia 
cting ho4n to4n khbng anh htiong d£n nhting tap tin dang ton tai. 

Thti hai, chtiting trinh dtitic sti dung de tay sach nhting tap tin dang 
t6n tai, dilu n4y c6 nghia ring nhting tip tin dtitic x6a b4ng cong cu n4y 
se khong the phuc hoi lai dtitic. 

Thti ba, chtiting trinh c6 kha ning giii phdng khong gian dia b&ng 
cich x6a nhting t£p tin tam trin dia cting. Ngo4i ra chtiting trinh cbn co 
kha ning xtia nhting diu v£'t trong Cookies, History, Internet Temporary 
File.. 


Chtiting trinh lifting thich vdi moi Windows. 
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8. Secure Clean PC 

Nhufng tkp tin vk thif mac mk chung ta da x6a d \iqc doa vko thiing 
rkc (Recycle Bin), vk ngay ck khi chung ta da x6a chung trong thung rkc 
thi Windows cung chi 1km raQt nhi£m vu Ik xda di Likn k£t tif tkn tap tin 
cho din dia chi luu truf n6. Diku nky cung gid'ng nhtf Ik ta chi xda di phkn 
muc luc cua m$t cud'n skch mk chita huy phkn npi dung. 

Chirdng trlnh nky dildc thiet dkc bi£t di giiip ban giai quygt 
ckc vkn de tr§n. Ban c6 th 4 download chirtmg trinh nky tai website 
www.minhkhai.com.vn, thiTmuc Chapter 5. 
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HD* 

ChUctng 6: 

XOA DAU VET BANG 
PHtfCfNG PHAP THU CONG 


• M$t so' dim vet trong mdy tinh. 

• Xoa d&u v&t md files. 

• X6a d&u vet trong trinh duy&t Internet Explorer. 

• Xoa d£u vet trong trinh duy&t Mozilla Fire fox. 

• Xoa dau v&t trong trinh duy£t Netscape Navigator. 

• Xda dau vet trong trinh duy&t Safari. 

• Xoa d&u vet trong trinh duy&t Flock. 

• Xoa d&u v&t trong trinh duy£t Green Browser. 

• Xoa d&u v&t trong trinh duy£t Opera. 

Khi d&ng nh&p vko m&t h$ th&ng ho&c m&t m&y tinh n&o d6 thi 
Windows cung nhtf nhCJng umg dung da suf dung d£u c6 chufc nfing ghi lai 
nhiing hoat dong nh&m theo ddi sd thich, thdi quen cua ban. 

Trinh duy&t thadng cd c&c Cookies, History, Temporary Internet 
Files,... Nhumg thong tin trong nhumg muc tr£n duac lifu trur trong mdy 
tinh, n6 chda nhumg li£n k&t d&n c&c website ban da vi&ng th&m, 
nhumg thong tin v& username vk password, tki kho&n ng&n h&ng, ho&c 
nhumg hinh anh v& phim m& ban da xem. T&t c& deu dtfqc ltfu lai. Cho 
den hi&n nay thi vfin chtfa cd cd che vk chufc nftng n&o de bao v& nhumg 
thong tin db. T&t ca nhumg thong tin n&y d&u cd the dirqc xda d£ d&ng. 

Be dam bao tmh bao mat thi moi h&nh vi cua ban trong m£y tinh 
deu phai diioc xda sach, Cd rat nhi&u phdn m&m h6 trd vi&c xda an to&n 
nhumg thdng tin tren vk da dtfdc gidi thi&u trong chifdng 5. Tuy nhien 
khong ph&i luc n&o ban cung c6 the suf dung nhflmg ph&n mem n&y. 

Chinh vi v&y m& trong chddng nky chung t6i se gidi thi&u d&n c&c 
ban mpt s& phtfdng phdp xda sach d&u v&t b&ng phuong phap thu cong. 
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I. Mpt so dau vet trong may tinh 

1. Tim hieu ve Cookies 

Cookies 14 nhung phin duf lipu nhd c6 cau true duoc chia se giura 
Web server v4 trinh duyet (browser) cia ngudi dimg. Cookies cung cdp 
cho server thdng tin de nhan biet ngudi dung, cung nhu scf thich, th6i 
quen cua ho. Cookies suf dung cic bleu miu ydu ciu ngudi dung dien v4o 
khi ho den th&m mpt Web site cd hd trd chung. Kh6ng phai moi trinh 
duypt deu cd the hd trd Cookies. 

Cookies 14 nhtfng tap tin duf lieu nhd, dudi 4 KB. Chung dupe ede 
trang World Wide Web tao ra dd truy tim nhtfng ngudi da ghd thim 
website v4 nhufng vCing m4 ho da di qua trong website n4y. Cookies dupe 
trinh duyet cua ngudi dung chip nhpn cho lull trdn dla cutag cua miy tinh 
(miy khich). Trong nhtfng phidn truy cip sau, Web server truy cap 
nhufng thong tin cua Cookies, trong dd c6 ten d4ng nhip v4 password, 
nen ngudi dung khdng phii 14m thu tuc dang nhap mdi khi ho th&m Web 
site. Nhung vin de 14 d cho Web site n4y c6 the dung thong tin ci nhan 
cua ban de phuc vu cho muc dich qudng c4o. 

Netscape Communications Corp. 14 hang diu tidn suf dung Cookies 
trong trinh duyet v4 ngay sau dd, Microsoft cung chip nhpn ky thuat n4y. 
Nhimg khong phii trinh duy£t n4o cung h5 trp Cookies, die biet 14 
nhufng phien ban cu. 

Ro r4ng Cookies chtfa dung trong nd nhtfng nguy cd ve bao mit. Vi 
du, hacker c6 the 14y t4i khoan ngin h4ng cua ngudi dimg thong qua vide 
chinh sufa Cookies. Sau d6, anh ta cd thl sur dung duf lieu n4y dd truy cap 
t4i khoan cua ngudi dimg mpt cich hop phip. 

Nhufng trinh duypt mdi hdn cho phdp ngudi dimg khda cic Cookies 
hoac xin phdp ho trude khi luu lai Cookies tren hp thdng. MOt so phin 
mem cua cic hang thtf ba cung giup quin ly Cookies. NhUng dtfi vdi ngudi 
dimg, that khd biet tai sao Cookies lai cd mit tren hp thdng cua ho cung 
nhU nhufng Cookies n4y chda dtfng thdng tin gi. 

2. Vi tri ltfu trrS cua Cookies 

Trong Windows, thu muc luu truf Cookies dupe an of dang die bidt, 
de nhin thay thu muc n4y ban phai cho hien nhumg tip tin va thu muc in 
trong miy tinh. PhUdng phap thuc hi in nhU sau: 

1. Nhap phai chuot vao bieu tudng cua My Computer tren Desktop, 
chon Explorer de met cura so My Computer dudi dang Explorer. 
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2. Tai ciia so My Computer, vao menu Tools > Folder Options de 
mo hop thoai Folder Options. 

3. Chon the View, tiep theo nh&p chon v&o muc Show hiden files 
and folders va bo chon d muc Hide protected operating 
system files (recommended) (xem hinh 6.1). 



Hinh 6.1: Hidn thi tap tin va thu muc dn. 

4 Tiep theo, nhap OK de £p dung. 

Luc nay tat ca nhtifng tap tin va thu muc dn (ca nhurng thong tin 
duac dn dac biet) trong may tinh deu diTdc hi£n thi. 

5 Tai cufa so My Computer, ban nh£p chon vao 6 dla C, tiep theo 
chon Documents and Settings > Security. 

Trong do Security la t&i khoan ma user d&ng nhap vao may tinh 
(xem hinh 6.2). 



Hinh 6.2: Vi tri thu muc Cookies. 
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3. Tim hieu ve Temporary Internet Files 

B4y 14 nhtifng tap tin duac tao ra khi vieng th4m mpt website n4o 
d6, nhtfng hinh anh, nhtfng lien kdt duac nap v4o m4y tinh de trinh 
duy$t c6 the chay website nhanh han. Tuy nhien neu so luang website 
vieng th4m qu4 nhieu thi dung luqng cua c4c t4p tin n4y tr£n dla ctfng 
cung khong phai la nho. 

Han ntfa mQt s 6 t4p tin cdn cd the chtfa nhtfng ma nguon nguy hiem 
cua virus, trojan, worm. Be dam bao tinh bao m4t cung nhu giai phong 
khong gian dla thi nhtfng t4p tin n4y ph4i duac x6a sach trong m4y tinh. 

4. Vi tri ltfu tri? cua Temporary Internet Files trong 
may tinh 

Nhtfng t4p tin n4y c6n duac goi 14 Cache files. Thu muc chtfa c4c 
tap tin n4y luon t6n tai trong m4y tinh d dang 4n d4c biet. Muon hi£n 
thi thu muc chUa nhtfng tap tin n4y ban ph4i thuc hien ttf btfdc 1 den 4 
nhu d phan tr£n. Be tim vi tri luu trtf cac tap tin n4y ban thuc hien nhu 
sau: 

1. Nhap phai chu$t v4o bieu tuqng cua My Computer tren Desktop, 
chon Explorer de md cda s 8 My Computer dudi dang Explorer. 

2. Tai 6 ben tr4i, nhap chon v4o 6 dla C, tiep theo chpn Documents 
and Settings > Security > Local Settings > Temporary 
Internet Files. 

Trong do Security 14 t4i khoan cua User d4ng nhap v4o m4y tinh 
(xem hinh 6.3). 



Hinh 6.3: Thu muc Temporary Internet Files. 


5. Tim hieu ve History 

M6i khi duyet web deu duac c4c trinh duydt luu lai c4c hoat dong cua 
ban nhU: website da vieng th4m, URLs da nhap v4o vao thanh address cua 
trinh duyet. Tat ca deu duac trinh duy^t ghi lai v4 luu trU trong mot noi goi 
14 History. De tim hi£u s4u hon ve History, ban thuc hi£n nhu sau: 
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6. Vi tri lttfu tri? cua History 

De biet vi tri luu truf cua History trong mdy tinh ban thuc hi$n nhu 

sau: 

1. Nhap phai chupt vko bieu tupng cua My Computer tr&n Desktop, 
chon Explorer de mcf cUa so My Computer dudi dang Explorer. 

2. Tai 6 ben tr&i, nhap chon vko 8 dia C > Documents and 
Settings > security > Local Settings > History. 

Trong d6, security la t£n tki khoan ma ngudi dung d&ng nh&p \ko 
mdy tinh, History \k thu muc dupe dudi dang d£c bipt trong mdy tinh, 
muon hien thi thi ban phai thuc hien tir bude 1 den 4 cua muc “Vi tri ltfu 
tri? cua Cookies” (xem hinh 6.4). 


Appficatian Data 
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Hinh 6.4: Vi tri cua History. 

7. Tim hieu ve nhtfng tap tin Temporary 

Temporary la nhufng tap tin dupe suf dung tarn thdi do nhurng 
chucmg trinh tu sinh ra trong qud trinh thuc hien ho&c khi cai d&t. 

Thu muc chda nhufng t£p tin Temporary n&y cd ten U Temp. Neu 
nhumg tap tin trong thu muc nky lau ngay khong dupe x6a thi dung lupng 
se tang len ddng ke. 

Ban than nhufng tap tin n&y thudng khong c!iUfa virus hay trojan, 
nhung neu nhu hacker lpi dung nhufng diem nay de cai ddt virus hodc 
trojan thi cung rat nguy hiem. De dam bao an toan va gidi phong dung 
lupng dia curng ban phai xda sach nhufng thong tin trong thu muc n&y. 

8. Vi tri htu tri? cua Temporary 

bi§t dupe vi tri luu truf cua thu muc Temporary trong mdy tinh 
ban thuc hien nhu sau: 

1. Nh&p phai chuot vao bieu tupng cua My Computer tren Desktop, 
chon Explorer de md cifa so My Computer dudi dang Explorer. 
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2. Tai 6 b&n trdi, nhap chpn vdo 6 dia C > Documents and 
Settings > security > Local Settings. 

Trong d6 security Id ten tdi khoan m& ngUcri dung dang nhdp vao 
mdy tinh (xem hinh 6.5). 
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Hinh 6.5: Thu muc Temp cua may tinh. 


9. Nhtfng tap tin mdri md 

He dieu hdnh c6 chijfc n&ng luu trtf nhijfng tap tin mdi md, day la 
mot chOfc nang hay, nhung nhieu khi cung g&y ra nhieu rdc ro'i Vi n6 se 
vo tinh la nhung bang chung ndi len mot. didu, ban la ngudi mdi truy cap 
vdo mot tap tin nao do trong mdy tinh he thong ho&c he thong 

Nhufng thong tin ndy thucmg duac hien thi trong Start > 
Documents Yd nhieu muc khac lien quan den timg chtfc nang ilia n 6 
quan ly. 

De xoa bo hoan toan dau vet thi nhCTng thong tin nay phai duuc loai 
bo khoi may tinh. Nhung tri/dc tien, chung ta phai tim hieu ve vi tri luu 
trU cua nhUng thong tin nay. 

Vi tri luu trd cua thii muc Recent 

De biet ducfc vi tri luu t.rtf cua thu muc nay trong indy tinh, ban 
thuc hien nhu sau: 

1. Nhdp phai chupt vdo bid'u tuqng cua My Computer tren Desktop, 
chon Explorer de mcf cda s 6 My Computer dudi dang Explorer. 

2. Ngay tren thanh Address cua cifa so My Computer, ban nhap 

C:\Documents and Settings\security\Hecent. 

Trong do Security Id ten tdi khoan md ngucri dimg ddng nhap vao 
may tinh (xem hinh 6.6). 
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I KB Shortcut 
1 KB Shortcut 
1 KB Shortcut 
1 KB Shortcut 
1 KB Shortcut 
I KB Shortcut 
1KB Shortcut 
l KB Shortcut 
I KB Shortcut 
1 KB Shortcut 
1 KB Shortcut 
l KB Shortcut 
1 KB Shortcut 
l KB Shortcut 
1 KB Shortcut 
1 KB Shortcut 
l KB Shortcut 
1KB Shortcut 
1 KB Shortcut 


Hinh 6.6: Duong d&n child thu muc Recent. 

10. Loai bo dau vet trong Registry cua Windows 

Registry cua Windows 1& mot ccr so dti lieu ldn, n6 liTu triif hau nhu* 
1& moi thong tin trong mdy tinh nhU: quan ly danh muc phan mem, c£c 
dang ky trong Windows v& lifu trOr dtrtmg d4n cua nhufng hinh dnh. video 
ban da xem, nhufng website ma ban da vieng th&in,... 

De an to&n thi nhufng thong m& ban da thifc hien phai dam bao x6a 
sach trong Registry. 

11. Loai bo m<>t so thong tin trong Registry 

De dam b&o an to&n va xoa sach dau vtft truy cap trong m£y tinh 
thi phai loai bo nhCmg thong tin trong Registry. 

11.1. Lopi bo nhUng tap tin MS Word da mdr 

Moi khi mor mot t&p tin cua MS Word trong may tinh, thi ngav lap 
tufc nhufng thong tin nay dtfqc ltlu ngay trong Registry, de x6a nhufng 
thong tin nay, ban thiic hi£n nhu sau: 

1. Vho Start > Run nhap regedit, sau d6 nhap OK de md cufa so 
Registry Editor (xem hinh 6.7). 


C:\Documents and Setting* Administrator Recent 


C:\Doc\jments and Sectrigs\AdrrNnlstratoryRecent 


Folders 

£3 Desktop 
^ I^My Oxnnents 
E j My Computer 
1 locai t>sk (C:) 

K tJAppSer- 
S o Documents and Sett * 
F ^ Administrator 
i ^_j Applratinn D 
o Cookies ] 
O Osttop 
5 ^ Favortes 
F. £* Local Setting 


♦ Documen 


QNetrtMd 
Cj PrmrHood 
1 ' ) 5encfTo 
S CJ Start Menu 
Templates 


pVodnf dan ohiia 
j^ thu muc Rec ent, 

Admnrstrator 

i^jCac tien Ich trong Rin.doc 
SJ C i^MA _t»ng . Viet. doc 
a^Q3CH271409(F:) 

^Lab 2 l-cdl (G ) 

.^CoreCraw (F:) 

Change Pass Exchange 2003 .. 
jpldvyiq bomb mad doc 

Cotors_Of_The_Wind_Vaness.. 

{^Contents 

^Daack 
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Hinh 6.7: Ctia s6 Registry Editor. 


2. Tai 6 ben trrii, nhap chpn vao muc IIKEY_CURRENT_USER > 
Software > Microsoft > Office > 12.0 > Word > File MRU 

(xem hinh 6.8). 


£ Rcr.uiry fdiior 

Bfi®l 

UJ EA v** ?*«•»» tto* 



C. iV. 



|KX»»OOOlTmC9lPWbC*HMrP 

[TOnOC9WlTOjCBlA«iaOMOCOCrr Vnrvwt* «nd yr 

(Knocaarlir i rn , d« 

frcoouoaa?]Tt>](-B:7,-riMt«^o>. jouMCC «i lut^ 

IKOODOCOOl fOHJl r73A«M^t«ipf >-*C* "*#<**1*40 <*« da 

inrooaxcol'»0iC*XJlHMa<»C»F« £nr*»iI^axr,-rttdfcluano j • C.«\Pw«3rJMe oot 
|RTOrW001^IC«l5Cty li«acfx \naru^n** »yj 5«rtlQfU4<vt>iD*Sktfi«>\ptogr. <Jn< 
[HXXWnooi'ClCSlPil^^mjr'. VNJam^i andS*rtrg»\*«irtviC»«ttaD'iif*i.<St* 
[POOOOOCDOl-C jr@ .SV>K0r*«.)'*F i-xdf't v ^ t»r .<*r. c+»A-«r X)N(C Vt pTooriQ >« 

(KOOoanDlTllCB-.55MCC<WCCfF AftoOife. Xn)IM»rK**n ntfwp ■# ohucng <*md h. 
rPCOOOXjOuI-C]CB;H ^D»n»P« jy>^ \ Ar to«n du ton 0W 

IKOTttOOOOl *C 1 CO.VM+titfC* *cp* JSrrAjV r '■«>) yt> *ltr .1Xrr*n '«/■»' <M [h«u p*%ac ►< 
lHxaoomoi J<liC9:a<VJBL.vnf-f *ar*^>ajT>-«*AV:>.jrr* ; • *«»wrd *v*-< <*r 
l^naoamii-r i.:^ XAVirtCBo]-* *«*»’.'«vr#yH^tyTvjcng i .x^H^iLtta. 
I'oonotoarii ticftil \<n> (CH-cw; ? fee 
(^OOOQDaQOlT:ir«'.CC>+»«?!tAOOf«: HKjOUarrt-rtfi'rmi <r> 

f'CUOUUXJtJl-CKHVCTnFr). I peop 1 (T«rnxV«piMfc ** 
IKW»tajorciL3:cw7rifl7*or'V^^ k»»<Aw»^ii1.u«»-th <*» 

IKWCCCOOC 1 ! 'OltOlObAAflfchWi'tipf , njr^ nn. XMtr. .iwr»> n>/»r »«(Xxxrtj oh«DK , 

.r . , r: Ikis* > 


jLanur* canaMrah ti» wcvtong MKh «N» «rai ?«g hD r 


Hinh 6.8: Nhtfng tap tin Word da md. 

3. NhSp doi v&o muc muon xoa va xoa sach nhtfng thong tin trong 
muc Value data, sau d6 nhap OK de ap dung (xem hinh 6.9). 



Hinh 6.9: Xoa ddu v£t cua file word da md trong Registry. 
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Ban £p dung c&ch ttfang tif de loai bd nhufng dau vet trong viec mor 
nhufng files cua MS Excel, PowerPoint, Access... 

11.2. Loqi bo nhting URLs da nhap trong Registry 

De loai bo nhufng URLs da nhap trong Registry ban thifc hien nhif 

sau: 


1. V&o Start > Run nhap regedit, sau do nhap OK d! md cda s 6 
Registry Editor. 

2. Vko menu Edit > Find ho&c nh£n to hop phlm Ctrl + F de' mo 
hop thoai Find, tiep theo trong mac Find what ban nhap v&o 
ten trang Web muon xda, sau do nhap OK de tim, vi du nhap 
google.com.vn (xem hinh 6.10). 


[Hnd 



■tan 






■ 





Hinh 6.10: Hdp thoai Find. 

3. Sau khi tim kiem xong, chtftfng trinh se hien thi kdt qud dnpc tim 
thay trong cufa so ben phai (xem hinh 6.11). 

4. Nha'p doi \ko khda muon xda, sau dd xoa sach nhufng thong tin 
trong muc Value data. Vi du chiing ta se nh£p doi vko khoa urll, 
sau do se x6a sach nhufng thong tin trong muc Value data (xem 
hinh 6.12). 



Hinh 6.11: Ket qua tim ki&m. 
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\ OK “1 [ Coned | 


Hinh 6.12: X6a nhitng thdng tin trong muc Value data. 

Ap dung edeh tirang tir de loai bo nhutng thong tin khde trong 
Registry. Nhufng thong tin ma ban muon tim khong chi n&m cf mpt ncri, 
dieu n&y c6 nghla la, sau khi x6a het nhiifng thong tin tir kh6a n&y ban 
phai tiep tuc tim kiem cho den khi khong c6n khoa n&o dirge tim thay. 

Neu thiTc hanh nhtfng dieu nfty tren m£y tinh cua ban thi triTdc 
tien, phai sao liru Registry. 


II. Xoa dau vet md t$p tin 

Moi mot hoat dpng cua ban trong mdy tinh deu dirge he dieu hanh 
cung mgt so chirong trinh kh£c ghi lai, de x6a c£c d&'u vet nay, ban thiTc 
hien nhir sau: 

1. Xoa nhtfng thong tin trong thtf muc Recent 

NhCfng dau v£t md tap tin, nhtfng lenh da thgc hien dirge nhap 
trong menu Run,... deu dirge Windows luu lai, d£ x6a nhufng muc nay, ban 
thiic hien nhir sau: 

1. Nhap phai chuot len thanh Taskbar, chon Properties, tiep theo 
chon the Start menu. 

Hpp thoai Taskbar and Start menu Properties xu£t hien (xem hinh 

6.13). 

2. Nhap nut Customnize, hop thoai Customize Classis Start Menu 
xuat hi^n, nhap nut Clear de thiTc hien (xem hinh 6.14). 

3. Tiep theo, nhap nut OK de ap dung. 

Luc nay moi tap tin xuat hien trong muc Ducuments v& nhiifng lenh 
da thiTc hi^n trong menu Run da dirge x6a sach. 
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Taskbar and Start Menu Properties 



Hinh 6.13: Hop thoai Taskbar and Start menu Properties. 



Customize Classic Start Menu 


I? If*) 


Start menu 


You can customize your Start 
menu by adding or removing 
Items. 


JJJ To remove records of recently 
Og/ accessed documents, programs, 
and Web sites, dick Clear. 


Advanced Start menu options: 
n Display Administrative Tools 
("""] Display Favorites 
[*'] Display Run 

[yG Enable dragging and dropping 
[ZI Expand Control Panel 
I I Expand My Documents 
H Expand My Pictures 


Remove... 

Advanced 



Hinh 6.14: Hdp thoai Customize Classis Start Menu. 
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2. Xoa nhtfng thong tin trong Event Viewer 

Event Viewer 1& chi/cmg trinh quan ly tap tin log, n6 ghi lai nhcrng 
sir ki$n cua h£ thong v& tfng dung. Be x6a nhufng nh&t ky n&y, ban thuc 
hi$n nhir sau: 

1. Vho Start > Settings > Control Panel > Administrative 
Tools de md danh muc c&c cdng cu. 

2. Nh&p vao muc Event Viewer de md cda so Event Viewer (xein 
hinh 6.15). 


[vent Viewer 


f*> fcoon b* 

a i S 


lEvertt Viewer (Local) 


Mj Actuation 

Mj 5ecu«y 

MJ SyV&t 

Ml Internet Expkxor 

MJ Microsoft Office Diagnostics 

M| Mn'iosc/t Offte Sessions 


05 ® 


Event Vtewer (Local) 


. -- 

.. 

Name 


j Oesotpbon 

1 S It 

tlJ Appkaticr 

Log 

Apple ahon fnor Records 

129.0 KB 

Mj Secij^v 

log 

Socurfy Am* Pec arch 

64 a re 

Mj 5/stem 

Log 

System Error c ecor ds 

129 0 KB 

Mj Internet fcrjjforer 

Log 

Custom cog E~ur Records 

- 

M| Microsoft Office Dsagno 

Log 

Custom Log L-’ar Records 

04 ORB 

] <lj fVrosoft Office Sesvons 

Log 

CUKfom Log Enor Records 

64.0 KB 


Hinh 6.15: Cda sS Event Viewer. 

3. Tai 6 ben trai, nh&p v&o loai sir ki£n m& ban inudn xoa thong tin 
log, sau do v&o menu Action > Clear all Events (xem hinh 6.16). 

Tiep theo chiiong trinh xuat hien hop thoai yeu cau IlTu thong tin, 
ban chon No de thne hi£n. 


\B twenl Viewer 


He 

i 

vWm Help 







4- 

• 

Open Log He... 

a 






bit. 


k-- 

Microsoft Office Sessions 40 event(s) 






-!»• _L 

C^e 

Time 

f Source 

A 





-^Information 

11,16/700? 

8 33:54 AM 

Hcrosott Office 12 Sessions 

3 


- 

Rename 


.j) Inform^nn 

nthjxxtr 

6 19-27 AM 

Hrrnsoft Office 12 Session* 


*4 

g 

Refresh 

. 

Information 

11/6/2007 

5.04 06 AM 

Mwosoft Office 12 sessions 



Export List... 


Information 

11/6/2007 

1 37:29 AM 

Mta-osoft Oftca 12 Sessions 




Properties 


Information 

11/6/2007 

1:32:26 AM 

Mfcrosoft Office 12 Seswuro 






^Information 

11/5/2007 

10:40 37 PM 

Mfcrosoft Office 12 Sessions 





-^Information 

11/5/2007 

9 20:47PM 

Wa-osoft Office 12 5*st«:r« 






^Information 

u/sr^oot 

6:37:24 PM 

Mwnsoft Office 12 Sessions 






-i) Information 

11/5/2007 

8 1256 PM 

Mwosyt Office 12 Sessions 






4 _ 



> 



[perete at records n the log 


Hinh 6.16: Xda nhitng thong tin trong Event Viewer. 
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III. Xoa dau vet trong trinh duy£t Internet 
Explorer 

Hdu het c&c trinh duy£t thbng dung hi£n nay deu ho trg Cookies va 
History, tuy nhien cung chi/a c6 trinh duy^t nao c6 che do bao v$ nhCfng 
thong tin ma no thu dugc. Chinh vi vay vi£c loai bo nhung d£u vet tCr c&c 
trinh duyet rat dan gian. 

Trong muc nay chiing toi se gibi thi<?u v4 trinh duyet Internet 
Explorer 7 0. 

1* Xoa Cookies 

De xoa Cookies doi vdi trinh duyet Internet Explorer, ban thgc 
hien nhil sau 

1 V&o Start > Programs > Internet Explorer de mb trinh duyet 
ho&c ban co the mb trinh duy$t ngay tren Desktop. 

2. Tren giao di£n cua trinh duyet, vao menu Tools > Internet 
Opions de mb hop thoai Internet Options (xem hinh 6.17). 



Hinh 6.17: Hop thoai Internet Options . 
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3. Tai hpp thoai Internet Options, ban nhdp nut Delete de md hQp 
thoai Delete Brower History. Tiep theo, tai muc Cookies, nhdp 
nut Delete Cookies de xda. 

Sau khi nhdp nut Delete, chuong trinh yeu c&u xdc nhdn thong tin, 
nh&p Yes de thifc hien. Ban cung co the x6a nhumg thdng tin khdc nhu: 
Temporary Internet files, History, Form data, Password tif h§p thoai ndy 
(xem hinh 6.18) 



Hinh 6.18: Xoa Cookies. 


2. Xoa History 

1. Vao Start > Programs > Internet Explorer d£ md trinh duyet 
hoac ban c6 th£ md ngay trinh duydt n&y tren Desktop 

2. Tai cda so trinh duydt, nhdn to hop phim Ctrl + H de md cufa so 
History. 

Sau khi nhfin td hop phim Ctrl + H, mQt cda s6 nhd hien thi v& 
di/oc tich hop vdo bdn trdi cua cifa so trinh duy£t. NhCifng trang md ban 
da vieng thdm duoc hien trong cufa sc? ndy. Cdc lien ket ndy duoc sdp xep 
theo ngay, tuan, v& thdng (xem hinh 6.19). 

3. Tiep theo, nhap phai chuQt vao lien ket muon xoa, sau do chon 
Delete. 
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San khi chon Delete, chufcmg trinh y§u cftu ban xftc nhan lai thong 
tin, neu dong y x6a, ban chon Yes thiTc hien. Danh sftch History dirge 
t6 chtfc thanh tifng nh6m. Moi nhom tiTcmg dng vdi thdi gian (tlnh b&ng 
ng&y) mA ban vieng thftm. 

Hirdrng dan them: 

Ban cd the’ truy cftp History bing cftch nhftp vfto nut c6 bidu tirong 
hinh ngoi sao of ben g6c trfti cua mftn hinh, dtfdi menu File cua trinh 
duy?t. 

FavorHr.es Q Feeds History »J £1 

I MnnHay 


jflj Today 


fX Sigb (www.5igb.com) 
dvpub (dvpub.vri) 

*X google (www.google com.vn) 

insider.msg.yahoo (insider.msg.yahoo.com) 

Q, messenger yahoo (messenger yahoo.com) 
lOL My Computer 

|Q, quantrimang (i/wvw.quantrimang com) 
vietdue (www.vietduc.org) 
jQi, vletnamiab (vietrtamlab.com) 
n mnhkhai (www.mirhkhakcom.vn) 
hvaonlme (www.hvaonlne.net) 

.Q, vietshidd (Ytetshiekj.com) 
jQ, thethao (thethao .com) 
a tuoitre (www.tuoitre.com.vn) 
iQ ttvnonkne (ttvnonhne.net) 

<4 searchportal.information (searchportal.infor... 

ttvnonline (ttvnonhne com) 

JO. nxbthongke (nxbthongke.com,vn) 
nxbtre (nxbtre.com.vn) 
iQ 1 , pc world (www.pcworld.com.vn) 

Si webproxy (webproxy .vnn vn) 
a Vietnam works ( www. viet rvsmworks. com) 

£ www26.2-4h (www26.24h.com.vn) 


Hinh 6.19: History cua trinh duyet Internet Explorer. 


IV. Xoa dau vet trong trinh duyet Mozilla Firefox 

Mozilla Firefox 1ft trinh duyet ltfn, hien nay tren the gitfi nft chiem 
khoang 8,6 thi phftn, day 1ft trinh duyet dirge gidi chuyen mon dftnh gift 
rat cao. Va tat nhi&n 1ft trinh duyet nfty cung ho trg Cookies va nhieu 
thong tin theo doi khftc. Nhilfng thong tin nfty mot mftt cung hb trg rftt 
tot doi vdi ngudi dung, nhimg mftt khftc cung tao ra nhieu vftn de rdc roi 
neu ta khong biet quan ly n6. 
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Trong muc n&y gidi thieu den cdc ban phifcmg phap x6a ddu vet 
tren trinh duy$t Mozilla Firefox 3.0, d&y 1& phien ban mdi nhdt c6 ten la 
Minefield. 

1. Xoa Cookies 

Be xda Cookies trdn trinh duy^t Minefied, ban thitc hien nlnr sau: 

1. Vdo Start > Programs > Minefield > Minefield de md trinh 
duyet. 

2. Tai cufa so trinh duyet, v&o menu Tools > Options de md hop 
thoai Options, sau d6 nhaip chon vao the Privacy Tai the n&y» 
ban bo chon d cdc muc sau: 

• Remember visited page for the last: nhd trang da vieng th&m 
trong v6ng (so ngay). 

• Remember what I enter the forms and the search bar: nhd 

nhOfng gi m& ban da nhSp v&o trong form vk thanh tim kiem. 

• Remember what I’ve downloaded: nhdf nhtjfng gi ma ban da 
Download. 

• Accept Cookies from sites: truy cAp Cookies tit cdc trang (xem 
hinh 6.20). 



Hinh 6,20: Nhilng thic't Itip trong thfi. Privacy. 
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3. Nhap nut Show Cookies de md hpp thoai Cookies, tiep theo, 
nhdp nut Remove All Cookies (xem hinh 6.21). 

Ban cung c6 the nh£p nut Clear Now de x6a Cookies ngay tai hpp 
thoai Options trong the Privacy. 


Nhu v£y tdi d&y ta da ho&n todn loai bo dupe Cookies trong trinh 
duypt Mozilla Minefield. 



Hinh 6.21: Loai b6 Cookies trong trinh duyet Minefield. 


2. Loai bo History 

1. Vao Start > Programs > Minefield > Minefield de md trinh 
duyet. 

2. Tai ctfa so trinh duyet, nhS'n to hop phim Ctrl + H d6 md cda so 
History. 

Sau khi nhan to hop phim Ctrl + H, mpt cda so nho dupe tich hop 
vdo phia ben t.rdi cua trinh duydt, hien thi danh sdeh ede lien ket den cac 
Websites ina ban da vi£ng tham. 

3. Nhap phai chuot vao lien ket muon x6a, tiep theo chon Delete 
(xem hinh 6.22). 


Hifdng dan them: 

Ban cb the xem nhtfng thong tin History ngay d giao dipn chinh cua 
chucmg trinh. B£ thpc hien, vdo menu History. Tuy nhien, muc nay chi chu 
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ph£p xem thong tin diftfc ghi lai, n6 khong cho ph6p thao tac tren n6. Tufc l k 
ban khong the copy, edit, hay delete diTcfc History trong menu n&y. 

Ban chi nen x6a nhihig History c4n thiet, dieu n&y c6 nghia \k % chi 
nen x6a nhCfng d£u vet m& ban tao ra. Khong nen x6a nhting muc kh&c, 
vi nhtf v$y se vo tinh tao them d£u vet mdri. 


Search: _ ^ 

l=J Today 

Q (no title) 

Q (no title) 

Lj " Internet Temporary He" - Tim vdl Google 


Open 

Open in a (jew Window 
Open «n a New T ats 

fiookmark TT*s Link... 

£opy 


rt Google 
Vn vdl Google 
I Google 
vdi Google 


l_j "history computer" - Tm v<frt Google 
Lj "history cua may tinh“ - I'm vdl Google 
[_J “mot so trinh duyet thong dung" - tin vbl Google 
[j “tim hieu history" - Tim vdl Google 
Lj "tim hieu ve cookies" - tm val Google 
• [j “tim hieu ve history" - tm vdl Google 
■ [j “tim hieu v8 history" - Tim vdi Google 
Lj ::Minh Khai Bookstore 

Lj Cai dat Sock daily (Proxy) cho cac trinh duyet • B. 
1_J Computer history, Chronology of Computer, histc 
Lj Cong nghe - Cuoc chien trmh duyet mobile bung r 
LJ define:“history computer" - Tim vb» Google 
[j define;history - tim vert Google 
U Download GreenBrowser 4 3.1011 - Free multiple 
Lj Download Netscape Navigator 9.0.0.3 - A brand 
l_J Download Opera Web Browser 
iJ Gery.pl - Pfckj 

Q Get Ready To Flock | Flock 
. i/^i _ . . 


Hlnh 6,22: Xoa ddu vft trong History. 



V. Xoa dau vet trong trinh duy$t Netscape 
Navigator 

Day [k trinh duyet ldn, da c6 tifcfug doi sdrm vk \k trinh duyet dau tien 
sir dung Cookies. Muc n&y gidi thidu den ban cac phirong phdp xda d&u vet 
tren trinh duyet Netscapse Navigator 9.0.0.3. Day \k phien ban mdi nhat. 
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1. Xoa Cookies 

Cung ttfcrng ttf nhu c£c trinh duyet kh&c, de xoa Cookies v& loai bo 
cac thong tin trong thd Privacy, ban thtfc hi£n nha sau: 

1. V&o Start > Programs > Netscape Navigator > Netscape 
Navigator d£ mcr trinh duy£t. 

2. Tai ciia s<5 trinh duv£t. v&o menu Tools > Options de md hpp 
thoai Options, sau dd nh&p chon v&o the Privacy. Tai the n&y, 
ban bo chon a cdc muc sau 

• Remember visited page for the last: nhd trang da vieng tham 
trong v6ng (so ngay). 

• Remember what 1 enter the forms and the search bar: nhd 

nhting gi ma toi da nhap v&o trong form va thanh tim kiem. 

• Remember what I’ve downloaded: nhd nhufng gi mk toi da 
Download. 


• Accept Cookies from sites: t.ruy cap Cookies tif c&c trang (xem 
hinh 6.23). 



Hinh 6.23: Nhtfng thiH Idp trong the Privacy . 


3. Nhap nut Show Cookies, de md hop thoai Cookies, tiep t.heo 
nhap nut Remove All Cookies de loai bo tat ca cac Cookies di/pc 
luti (xem hinh 6.24). 
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Hinh 6.24: Loai bo Cookies khdi Netscape Navigator 

2. Xoa History 

Be loai bo History khoi trinh duyet Netscape Navigator, ban thuc 
hien nhir sau: 


1. V&o Start > Programs > Netscape Navigator > Netscape 
Navigator d£ md trinh duyet. 

2. Tai cijfa s6 trinh duyet, ban nh&n to herp phim Ctrl + H de mef cua 
so History. 

Sau khi ban nh&n to hop phim Ctrl + H, chuong trinh hi£n thi mot 
cijfa so nhd duoc tich hop ngay ben trdi cua trinh duyet. 

3. Nhap phai chupt v&o lien ket ban muon x6a, sau do chon 
Delete de xoa (xem hinh 6.25). 



Hinh 6.25: Xoa History cua Netscape Navigator. 
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VI. Xoa dau vet trong trinh duy^t Safari 

Safari \k trinh duyet Web cua cong ty Apple, la trinh duyet tuong 
dbi manh. Hien nay, Apple cung cap trinh duyet n&y vdi phien ban mtfi 
nhat la 3.0.3 (522.15.5). Safari dugc cac chuyen gia danh gid l& trinh 
duyet manh, kha n&ng lifdt web nhanh hem ca Internet Explorer vk 
Mozila Firefox. D6y 1& trinh duyet difac Apple cung cap cho he dilu h&nh 
Macintosh. Vi 1& trinh duyet manh nen n6 cung ho trcf Cookies. Muc nay 
giafi thigu den ban phuang ph&p loai bo Cookies v& History tif Safari. 

1. Loai bo Cookies 

D£ loai b6 Cookies trong trinh duyet Safari, ban thtfc hien nhu sau; 

1. V&o Start > Programs > Safari de mo trinh duyet. 

2. Tai giao dien chinh cua trinh duyet. V&o menu Edit > 
Preferences ho&c nhan to hap phim Ctrl + +, (nh&n giuf phi'm 
Ctrl, nh&n tiep phim d£u cong (+) v& phi'm dau ph£y (,)) de md 
hop thoai General (xem hinh 6.26). 



it a ^ ^ & & ti 


Omul Appeiran c« loonnark* Tabs RSS Awtoflt' Secufiry Advanced 


Default Web Browser ( V Minefield 


Default Search Engine Coogle 

B9 

New windows open with- Home Page 

S 

Home page http:/ www.apple com 

.6 

! ! 

r 

("Set to Current Page } 


Remove history items: Manually 

" * m l 

♦ 

Save downloaded files to: 1 Desktop 


Remove download list items Manually 



Open links from applications ^ mi new window 

* n a new ub in the current window 
ThK appites to Unk> from malt m 


[_@J 

Hinh 6.26: Hop thoai General cua trinh duyet Safari. 

3. Tai hop thoai General, uh&p chon the Security, tiep theo, ban 
nhap vao nut Show Cookies de hien t.hi hpp thoai Cookies (xem 
hinh 6.27) 
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a a 0 e & # 

General Appearance Bookmarks Tabs RSS AutoFill Security Advanced 


Web Content: @ Enable plug-ins 
^ Enable Java 
0 Enable JavaScript 
@ Block pop-up windows 

Accept Cookies: @ Always 
O Never 

0 Only from sites you navigate to 

For example, not from advertisers on those sites 

fshow Cookies ^ 1 
' ■ ja ei L 

2 Ask before sending a non-secure form to a secure website 

_ 

Hinh 6.27: Hien thi Cookies. 

4. Tai hop thoai Cookies, nhap nut Remove All de loai bo tat ca 
Cookies. 

5. Khi ket thuc ban nhap nut Done de ho&n th&nh. 

Ban co the nhap vao nhufng thong tin can tim trong muc Search, 
sau d6 nhap nut Remove de" loai bo di nhumg Cookies thuc sir can thiet. 
NhCfug muc khde khong lien quan ban nen de lai. 

2. Xoa History 

Be loai b6 History trong trinh duy$t Safari ban thuc hi£n nhu sau: 

1. V&o Start > Programs > Safari d£ mo trinh duy$t 

2. Tai giao diet! chinh cua trinh duyet, v&o menu History > Show 
All History. 

Luc nay, trinh duy£t hien thi them mqt ctia so nho dirqc tich hop 
v&o ben tr£i cua trinh duyet. 

3. Tai danh s^ich cac lien ket, ban nhap ph£i chuflt v&o lien ket. 
muon xda vh chon Delete (xem hinh 6.28). 
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Hinh 6.28: X6a History cua Safari. 


Trong danh s4ch c&c lien ket diroc hi§n thi, ban nh&p chon v&o 
tifng lien ket muon x6a v& chon Delete. 


VII. Xoa dau vet trong trinh duy<?t Flock 

Trinh duyet Flock diioc xay difng dua trdn nen cua Mozilla Firefox, 
hien nay phien b&n mdri nhai cua n6 1& 1.0. D&y U trinh duyet c6 giao 
dien tiiong doi dep mil v& chile n&ng qua n6 cung tuong tir nhu Mozilla 
Firefox. Vi duoc x&y dimg dira tren nen Firefox nen each qudn ly Cookies 
va History cung ttfOng tir nen ban c6 the Ip dung each x6a Cookies vd 
History ttfOng til nhu doi vdfi trinh duy^t Firefox. 


VIII. Xoa dau vet trong trinh duy£t Green 
Browser 

Green Browser 1& trinh duy§t cho he di£u h&nh da nhi^m, no difqc 
phdt trien di/a tren n4n cua Internet Explorer (IE), nhiing c6 nhieu chtifc 
nSng hem IE. Hien nay phien ban mtfi nhat cua trinh duyet n^y 1& 
4.3.1011. 

















I* 


Chifcfng 6: Xda dau vet. b&ng phucrng phdp thu cong 


Muc nay gicri thi£u den ban c&ch x6a dau vet khi truy cap Internet 
bkng trinh duy$t nky. 

1. Loai bo Cookies 

loai bo Cookies cua trinh duyet Green Browser, ban thifc hi§n 

uhir sau: 

1 V&o Start > Programs > GreenBrowser > GreenBrowser de 

mb trinh duyet. 

2. Tai giao di$n chinh cua trinh duyet, v&o menu Tools > Internet 
Options de mb hop thoai Internet Options fxem hinh 6.32). 


General ^ Security Privacy, Content Connections Programs^ Advanced 


Home page 


To create home page tabs, type each address on its own Ine 
http: //my. yahoo. c om / 


Use de£ault I Use 


Browsing Nstory 


Delete temporary files, history, cookJes, saved passwords, 
arid web form information. 


Delete.., 


gettings 


Change search defaults 


Settings 


f Change how webpages are displayed In Settings 

■; tabs. - 


Appearance 


languages | Forjts Accessibility 


Hinh 6.32: Hop thoai Internet Options. 

3. Tai hpp thoai Internet Options, nhap nut Delete de mb hpp thoai 
Delete Browser History, tai hop thoai n&y, ban nh&p nut 
Delete Cookies de" xba, sau d6 nhtfp nut Close de hokn thanh 
(xem hinh 6.33). 









Delete Browsing History 


Temporary Internet Files 

Copies of webpages, mages, and meda Chat 

are saved for faster viewing. 


Cookies 

Files stored on your computer by webstes to 
save preferences such as login Information. 


History 

List of wr 


Delete history 


Xoa Cookies 
jjf trinh duy£t 


Delete forms 


Hinh 6.33: Xda Cookies til trinh duyit. 


2. Xoa History 

De x6a History tCr trinh duygt Green Browser, ban thi/c hien nhtf 

sau: 


1. V&o Start > Programs > GreenBrowser > GreenBrowser de 
met trinh duyet. 

2. Ti&p theo, ban thuc hien ttfcfng tif nhtf doi vdfi trinh duyet Internet 
Explorer. 


IX. Xoa dau vet trong trinh duy£t Opera 

D^y 1& trinh duy$t tifcmg doi thong dung v& manh me trong vi£e 
duyet Web, hi^u nay Opera da co phien ban mdi d6 l& 9.24. Ngoai chtifc 
n&ng duy£t web thong thtfdng, Opera c6n h6 tro download dtfdi dang 
torrent. 

Muc n&y gidfi thieu cung c£c ban phiicrng ph£p x6a dah vet trong 
trinh duyet Opera Version 9.24. 

1. Xoa Cookies 

De xoa Cookies trong trinh duy£t Opera, ban thuc hien theo ede 
bude sau: 

1. V&o Start > Programs > Opera de md trinh duyet. 
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Tai giao di^n chinh cua trinh duyet, ban v&o menu Tools > 
Preferences de mcr hpp thoai Preferences (xem hinh 6.34). 


Preferences 



Opera can start w*r> your favor*.e web pages or conttxr from test time 


Sfcartcc 


Continue From last time 


Home page http //portal opera.com 


Use arrant 


Choose how you prefer to hande pop-tps 
Pop-ups Bbd> unwanted pop-ups 


5etect your preferred language for Opera and Web pages 

Language En*sh (U5) tan-US] V \ D*a/k.~ t . ' 



Hinh 6.34: Hdp thoai Preferences. 

3. Tai hpp thoai Preferences, chon the Advanced, tiep theo trong 
the nay tai 6 ben tr&i, nh&p v^o mac Cookies (xem hinh 6.35). 



Hinh 6.35: The Advanced trong hdp thoai Preferences. 
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4. Ti£p theo, nha'p nut Manage Cookies de md hop thoai Server 
manager, sau d6 nh£p chon Cookies muon x6a v& nhaip nut 
Delete de xoa. 

Ban cung c6 the stfa lai Cookies b&ng c£ch nh£p chon Cookies, sau 
d6 nh&p nut Edit de stia. Ngo&i ra ban c6 the tim kiem nhuflig thong tin 
c&n xda, b&ng c&ch nhap v&o hop tim, tiep theo nhan Enter de tim (xem 
hinh 6.36). 



Hinh 6.36: Xoa Cookies trong trinh duy&t Opera . 


2 . Xoa History 

De x6a History cua trinh duypt Opera, ban thifc hien theo c&c birdc 

sau: 

1. V&o Start > Programs > Opera de md trinh duyet. 

2. Tai giao dipn chinh cua trinh duypt, ban v&o menu Tools > 
History ho&c nh&n to hop phim Ctrl + Alt ♦ H d§ md cua so 
History. 

Sau khi nha'n td’ hop phim Ctrl + Alt + H, n6 se hien thi History 
tren mot the mdi. 

3. Tiep theo, ban nh&'p phai chupt v&o lidn ket mudn xda v£ chon 
Delete de xda (xem hinh 6.37). 
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Hinh 6.37: A'oa History trong trinh cluyet Opera. 

Nhu v£y den day ta da hoan ih&nh vi£c xoa nhufng dau vet c a ban 
trong mdy tinh va m§t so trinh duvet thong dung. Ngoai ra ban c6n phai 
xem va sda mot so n§i dung trong cac tap tin .log diroc he dieu hanh tif 
dong ghi Lai trong Windows. 

Han nufa doi vdri cac ufng dung khde nhau, se cd nhufng phifang phap 
xoa dau vet khde nhau. Tuy chiiang trinh cu the ma ban tim hi£u xem 
nhufng thong tin chuong trinh tu dong ghi lai n&m a vi tri nao trong may 
tinh, tir do c6 nhufng phircfng phap khde phuc va x6a nhanh dau vet thich 
hap. 
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